
 

CITY OF MADISON HEIGHTS 

CITY HALL - EXECUTIVE CONFERENCE ROOM, 300 W. 13 MILE 

RD. 

INFORMATION TECHNOLOGY ADVISORY BOARD AGENDA 

MARCH 16, 2023 AT 6:00 PM 

CALL TO ORDER 

ROLL CALL 

ADDITIONS/DELETIONS 

APPROVAL OF MINUTES 

1. Minutes from May 4, 2022 

MEETING OPEN TO THE PUBLIC 

REPORTS 

2. IT Contractor Service Agreement 

3. Information Technology Budget FY 2024 

UNFINISHED BUSINESS 

NEW BUSINESS 

ADJOURNMENT 

NOTICE: Persons with disabilities needing accommodations for effective participation through electronic 

means in this meeting should contact the City Clerk at (248) 583-0826 or by email:  clerks@madison-

heights.org  at least two working days in advance of the meeting. An attempt will be made to make 

reasonable accommodations. 
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CITY OF MADISON HEIGHTS 

CITY HALL - EXECUTIVE CONFERENCE ROOM, 300 W. 13 MILE 
RD. 

INFORMATION TECHNOLOGY ADVISORY COMMITTEE 
MEETING MINUTES 
MAY 04, 2022 AT 6:00 PM 

CALL TO ORDER 
 

ROLL CALL 
PRESENT 
Mark Bliss 
James Blackburn 
Brian Davis 
Benjamin Flanagan 
Dale Gardner 
Corey Haines 
Curtis J. Kogelman 
Melissa Marsh 
Scott Tuller 
Alternate Robert Didur 
 
ABSENT 
Alternate Paul Timmins 
Also in attendance: Sean Fleming, City Council Alternate; Michelle Robison, BPI President; Chris 
Morrison, BPI: 

 
APPROVAL OF MINUTES 

1. Review and Approve Minutes from December 1, 2021  
Motion to approve the minutes from December 1, 2021.  

Motion made by  Bliss, Seconded by  Davis. 
Voting Yea:  Blackburn,  Flanagan,  Haines,  Kogelman,  Marsh,  Tuller, Alternate Didur 
 

MEETING OPEN TO THE PUBLIC 
 

REPORTS 
2. BPI - Quarterly Report 

James Blackburn reviewed the Quarterly Report from BPI as attached.  
At-Risk Items:  

Exchange 2016 server is in the process of being replaced with Microsoft 365. Servers will be 
replaced in the next quarter with the budget allocation. BS&A does now have a Cloud option. 
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However, we currently pay $40,000 in annual support fees vs. $191,000 for the Cloud option. 
BSA does not offer support in your own Cloud would need to clarify what exactly would be 
supported if we moved to our own Cloud VPN.  

M. Bliss recommends having another ITAC meeting before moving forward with purchasing 
the replacement servers to discuss what BSA means by not providing service if we move to our 
own Cloud.   

The firewall is received and in the process of replacement. SAN Switch has been received and 
will be replaced in the upcoming weeks.  

DPW Wireless Connection - C. Kogleman suggested placing a VPN connection with another 
firewall for DPS without fiber. This should be compared to leasing a fiber connection, splicing 
the fiber connect, or running the line with a firewall. BPI would be managing both ends of the 
VPN so there shouldn't be any issues. This doesn't have to be decided right away and will be 
evaluated as part of the FY 2024 budget cycle.  
Items that Need Attention: 
IT needs a Disaster Recovery Plan. BPI suggest developing an internal risk committee. 
Wi-Fi Standards - We currently have two standards of Wi-Fi in the City.  

Suggestion for Meraki video security system and management server or software needed. We 
would need to purchase the camera with a licenses if this is an option. 

M. Bliss asked for an update regarding the PIN testing and Security Awareness Training within 
two weeks  
Motion to receive and file the Quarterly BPI IT Report.  

Motion made by  Bliss, Seconded by  Tuller. 
 

Voting Yea:  Blackburn,  Davis,  Flanagan,  Gardner,  Haines,  Kogelman,  Marsh, Alternate 
Didur 
 
 

ADJOURNMENT 
Adjournment at 6:47 pm 
 
 
 

NOTICE: Persons with disabilities needing accommodations for effective participation through 
electronic means in this meeting should contact the City Clerk at (248) 583-0826 or by 
email:  clerks@madison-heights.org  at least two working days in advance of the meeting. An attempt 
will be made to make reasonable accommodations. 
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To:  Information Technology Advisory Committee 
 
From:  Melissa R. Marsh, City Manager 
  Corey Haines, Deputy City Manager 
  Linda Kunath, Finance Director 
 
Date:  March 14, 2023 
 
RE:  Information Technology Contract 
 

Background 

In 2015, the City contracted IT services through a competitive bid and the assistance of Plante Moran 

Technology Consulting. BPI was chosen as the most responsible and lowest bidder at that time. In 2020, 

staff worked with ITAC to rebid this service to ensure we received the best service for the best price. 

Several ongoing service issues were identified and addressed with BPI through this process. As a result, on 

November 13, 2020, ITAC voted (3-2) to recommend City Council extend the IT contract with BPI for one 

year.   

At the December 1, 2021, ITAC meeting, BPI staff gave an update and their plan for the upcoming year. 

Based on this feedback, the situations, and responses from BPI related to ongoing issues, ITAC 

recommended BPI contract be extended for 18 months to consider the City’s fiscal year and budget. This 

18-month period expired this June 30, 2023.  

Issue 

During our internal contractor review process, issues have been expressed by all Departments as to the 

responsiveness of BPI and services being provided. The staff has attempted to address these issues with 

BPI with mixed results. These issues specifically are:  

 Lack of communication and timeliness; i.e. helpdesk tickets typically require a follow-up phone 

call for action and quotes, bids, budget deadlines are often missed without notice of delay. 

 Company depth seems to be missing; i.e. upgrade to Windows 365 created numerous email 

coordination issues, naming setup was different than current, calendars were inoperable for many 

weeks, and limited user guides were provided. 

 Company has allowed all regular employees to be off on the same day leaving the city with an IT 

person that was not able to perform essential job functions. 

 Department Heads not receiving communication regarding serious IT issues in their respective 

departments. 

 Department Heads having to call the Deputy City Manager to get responses to on-going IT issues 

from BPI. 

 Problems with computers not being addressed in a timely manner for upper management so that 

their work is minimally interrupted. 

 Although we haven’t been billed, we have been told on multiple occasions that IT items are 

“outside the scope” of the contract and should be billed. 
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 When our main IT staff person is out of the office, the other employees struggle to fix and stay on 

top of issues. 

Based on the response, staff approached Enertron, the second lowest bidder from the 2020 bidding 

process, for a meeting and updated service quote.  This updated quote monthly price varies with the 

agreement’s length; however, three years would be $22,700 per month or $272,400. We also contacted 

Auburn Hills, which is serviced by Enertron, and received mixed reviews with reports of similar service as 

BPI provides Madison Heights.  

We have also received a proposal for a one-year service extension from BPI for $22,500 monthly or 

$270,000.  

Recommendation 

The staff is looking for a recommendation from the resident professional on the future service contract.  
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Melissa Marsh

From: MelissaMarsh@madison-heights.org
Subject: FW: [EXT] Quotes

 

From: Zach Palmer <zpalmer@bpiis.com>  
Sent: Tuesday, March 14, 2023 8:09 AM 
To: Corey Haines <CoreyHaines@Madison-Heights.org> 
Subject: RE: [EXT] Quotes 
 
Hey Corey, 
 
Apologies for the delay in geƫng back to you. AŌer careful consideraƟon and evaluaƟon of our resources, we believe 
that a one-year contract opƟon will best meet everyone's needs at this Ɵme. The contract will include two on-site 
resources and one IT Manager, with the same hours and services as the current contract. Any projects that fall outside 
the scope-of-work, require addiƟonal staffing, or are outside of normal business hours will be quoted separately in the 
contract. 
 
We value our partnership with the City of Madison Heights and wish to conƟnue. We are confident you are aware that 
there have been significant changes in the cyber threat landscape in the last 24 months, and retaining our very talented 
engineers has become increasingly important. These factors, along with our commitment to providing you with the best 
possible service, have resulted in a higher cost than last year. 
 
We have worked hard to provide you with the best possible opƟon while keeping the costs as close to the current 
contract as possible. The breakdown for the 1-year contract to conƟnue our services is as follows: 
 
1-year Contract: 
$150 per user @ approximately 150 users* 
$22,500 Monthly Total 
 
Prior to the start of the contract, all totals will depend on the verified user count. 
 
We plan to beƩer evaluate the use of our engineering resources and confirm that our planned staffing models will 
saƟsfy your needs. We remain commiƩed to finding a soluƟon that works for both parƟes. If you have any quesƟons or 
would like to schedule a meeƟng, please do not hesitate to reach out to us. 
 
Thank you for your consideraƟon. We look forward to conƟnuing our partnership with the City of Madison Heights. 
 
Zach Palmer 
 

 

Zachary Palmer 
Client Success Manager 

248.357.3980 (direct) 
443.690.5494 (mobile) 
BPI | bpiis.com 
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From: Corey Haines <CoreyHaines@Madison-Heights.org>  
Sent: Tuesday, March 14, 2023 8:05 AM 
To: Zach Palmer <zpalmer@bpiis.com> 
Subject: [EXT] Quotes 
 
 

WARNING: This email originated outside of our Organization. Please be careful opening attachments or links. 
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IT  Services Agreement

We have prepared a quote for you

Quote # 003679
Version 2

Prepared for:

City of Madison Heights

Corey Haines
coreyhaines@madison-heights.org
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38251 S. Groesbeck Hwy
Clinton Township, MI 48036
www.enertronllc.com
(586) 757-1200

CompleteCare Monthly Services 1 Year

Description Recurring Qty Ext. Recurring

CompleteCare IT Services

The $24,970/month is all inclusive of the following:
·         $24,970/month

o   2 Fulltime onsite technicians at the City of Madison Heights

·         These are Level 2 to Level 2.5 Technicinas 
o   1 IT Vendor Leadership

·         This will be the IT Director dedicated to the City for 
additional support at the Clinton Township location

o   Plus the Enertron personnel onsite at the Enertron Clinton 

Township location in the Network Operation Center (NOC). This 
staff consists of Project Engineers, Network Engineers, technical 
support, administrators, etc., and will go on site when needed.

·         We will also use this staff to back fill if the original onsite 
technicians are sick/on vacation.

·         In addition to having two full time Desktop Support Technicians onsite at 
the City, the following below is also included in the monthly price:

o    147 Computers

o    46 Servers

o    40 Serves backed up onsite and offsite in Cloud Premium

§  *Note that backup per server is included up to 1 TB offsite 
per server. Anything over 1 TB per server is charged at 
$0.37/GB over per month.

o    193 Devices for Webroot Anti-Virus

o    147 Users for AppRiver Email Threat Protection (this is the Spam 

Email Filters)
o    147 Users for WebTitan Webfiltering 

o    193 Remote Monitoring and Management (RMM) agents for the 

devices (This is now called Automate and formally known as 
LabTech)

o    1 Domain for Dark Web Monitoring (madison-heights.org)

·         All travel charges are included in the price
·         Afterhours Emergency Support Included

$24,970.00 1 $24,970.00

Recurring Subtotal: $24,970.00

Page 2 of 5Quote #003679 v2

9

Item 2.



38251 S. Groesbeck Hwy
Clinton Township, MI 48036
www.enertronllc.com
(586) 757-1200

CompleteCare Monthly Services 2 Years

Description Recurring Qty Ext. Recurring

CompleteCare IT Services

The $24,289/month is all inclusive of the following:
·         $24,289/month

o   2 Fulltime onsite technicians at the City of Madison Heights

·         These are Level 2 to Level 2.5 Technicinas 
o   1 IT Vendor Leadership

·         This will be the IT Director dedicated to the City for 
additional support at the Clinton Township location

o   Plus the Enertron personnel onsite at the Enertron Clinton 

Township location in the Network Operation Center (NOC). This 
staff consists of Project Engineers, Network Engineers, technical 
support, administrators, etc., and will go on site when needed.

·         We will also use this staff to back fill if the original onsite 
technicians are sick/on vacation.

·         In addition to having two full time Desktop Support Technicians onsite at 
the City, the following below is also included in the monthly price:

o    147 Computers

o    46 Servers

o    40 Serves backed up onsite and offsite in Cloud Premium

§  *Note that backup per server is included up to 1 TB offsite 
per server. Anything over 1 TB per server is charged at 
$0.37/GB over per month.

o    193 Devices for Webroot Anti-Virus

o    147 Users for AppRiver Email Threat Protection (this is the Spam 

Email Filters)
o    147 Users for WebTitan Webfiltering 

o    193 Remote Monitoring and Management (RMM) agents for the 

devices (This is now called Automate and formally known as 
LabTech)

o    1 Domain for Dark Web Monitoring (madison-heights.org)

·         All travel charges are included in the price
·         Afterhours Emergency Support Included

$24,289.00 1 $24,289.00

Recurring Subtotal: $24,289.00

Page 3 of 5Quote #003679 v2
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38251 S. Groesbeck Hwy
Clinton Township, MI 48036
www.enertronllc.com
(586) 757-1200

CompleteCare Monthly Services 3 Years

Description Recurring Qty Ext. Recurring

CompleteCare IT Services

The $22,700/month is all inclusive of the following:
·         $22,700/month

o   2 Fulltime onsite technicians at the City of Madison Heights

·         These are Level 2 to Level 2.5 Technicinas 
o   1 IT Vendor Leadership

·         This will be the IT Director dedicated to the City for 
additional support at the Clinton Township location

o   Plus the Enertron personnel onsite at the Enertron Clinton 

Township location in the Network Operation Center (NOC). This 
staff consists of Project Engineers, Network Engineers, technical 
support, administrators, etc., and will go on site when needed.

·         We will also use this staff to back fill if the original onsite 
technicians are sick/on vacation.

·         In addition to having two full time Desktop Support Technicians onsite at 
the City, the following below is also included in the monthly price:

o    147 Computers

o    46 Servers

o    40 Serves backed up onsite and offsite in Cloud Premium

§  *Note that backup per server is included up to 1 TB offsite 
per server. Anything over 1 TB per server is charged at 
$0.37/GB over per month.

o    193 Devices for Webroot Anti-Virus

o    147 Users for AppRiver Email Threat Protection (this is the Spam 

Email Filters)
o    147 Users for WebTitan Webfiltering 

o    193 Remote Monitoring and Management (RMM) agents for the 

devices (This is now called Automate and formally known as 
LabTech)

o    1 Domain for Dark Web Monitoring (madison-heights.org)

·         All travel charges are included in the price
·         Afterhours Emergency Support Included

$22,700.00 1 $22,700.00

Recurring Subtotal: $22,700.00

Page 4 of 5Quote #003679 v2
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38251 S. Groesbeck Hwy
Clinton Township, MI 48036
www.enertronllc.com
(586) 757-1200

IT  Services Agreement

Prepared by: Prepared for: Quote Information:

Sara Lorenzo
(586) 757-1200
Fax (586) 757-6740
sara@enertronllc.com

Enertron LLC
300 West 13 Mile Road
Madison Heights, MI  48071
Corey Haines
coreyhaines@madison-heights.org
(248) 837-2778

City of Madison Heights Quote #: 003679
Version: 2
Delivery Date: 03/09/2023
Expiration Date: 04/15/2023

Recurring Expenses Summary

Description Amount

CompleteCare Monthly Services 1 Year $24,970.00

CompleteCare Monthly Services 2 Years $24,289.00

CompleteCare Monthly Services 3 Years $22,700.00

Recurring Total: $71,959.00

Taxes, shipping, handling and other fees may apply.  We reserve the right to cancel orders arising from pricing or other errors.

Signature Date

Page 5 of 5Quote #003679 v2
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BPI Information Systems 
RFP# 20-05 Information Technology Support Services  

Page 1 of 8 

 
 

 

 

Proposal For 

City of Madison Heights 
 

Information Technology Support Services  

 

October 16th, 2020 

RFP# 20-05 

 

 

 

 

 

 

 

 

 

 

 

  

Prepared by: James Blackburn 

BPI Information Systems 

23399 Commerce Drive Suite B7 

Farmington Hills MI  48335 

Jblackburn@BPIis.com 

14

Item 2.



BPI Information Systems 
RFP# 20-05 Information Technology Support Services  

Page 2 of 8 

 

 

   

IT Can Be Easy. 
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BPI Information Systems 
RFP# 20-05 Information Technology Support Services  

Page 3 of 8 

 

Contents 
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Forecasted Projects ................................................................................... 6 
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Cloud Computing ...................................................................................... 8 

 

 

Attachments 
Sample Master Service Contract 

Appendix C_IT Support Services 
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BPI Information Systems 
RFP# 20-05 Information Technology Support Services  

Page 4 of 8 

Introduction 

October 16th, 2020 

 

 

Amy Misczak 

Purchasing Manager  

300 West Thirteen Mile Road 

Madison Heights, MI 48071 

 

Dear Amy, 

Enclosed is the BPI Information Systems response for your request for proposal titled “RFP# 

20-05 Information Technology Support Services.”  We have thoroughly reviewed the RFP 

and it is fully understood.  We comply with all provisions in the RFP and have completed the 

requested response as instructed.  The following document is formatted in the same order 

as your RFP for easy reference.     

You will find that BPI Information Systems has extensive experience working with cities and 

townships in Southeast Michigan.  Several other nearby communities have BPI staff 

providing fulltime onsite technology management services for their court systems.  Our staff 

understand the service requirements, the software applications and the communications 

protocol with the county and state offices.    

Support Services provided withing this proposal: 

• Two full time service technicians onsite during business hours 

• 24/7/365 on-call support for afterhours coverage 

• Network management and monitoring from offsite NOC 

• Security monitoring and alerting from offsite SOC 

• Regularly scheduled management reporting with Deputy City Manager 

• Planning and reporting with department heads  

• Technology management and CIO Services 

• Budgeting and capital improvement planning 

• Fulltime dedicated project managers 

• Certifications for direct manufacturer support 

For our support activities, we will provide a team covering the skillsets listed above.  Each 

member has prior experience working with city and the software applications listed in your 

RFP.  

We appreciate the opportunity to present our support solutions and look forward to hearing 

from you. 

Sincerely, 

James Blackburn 

Account Manager 

248-357-3980 x 105 

jblackburn@BPIis.com 
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BPI Information Systems 
RFP# 20-05 Information Technology Support Services  

Page 5 of 8 

Service Cost Forecasting 

Technology support budgeting for local government is a challenging problem.  It’s 

widely forecasted that local government revenues will continue to decline and at the 

same time technology costs will continue to increase.  These increases are mostly 

from additional security required to combat cyber threats and fortifying disaster 

recovery systems.  Secondary increases are from growing technology needs and 

inflation.   

To help combat these increases, BPI proposes a multiyear budget forecast with 

modest increases.  This helps prevent falling behind in securing the information 

systems and allows for productivity growth through implementing new systems.  

This requires working closely with the City’s Finance Director and City Management 

on capital improvement planning and annual expenditures.  This also supports the 

“City's preference for a fixed price monthly rate to allow for proper budgeting.” 

Staffing and On-Call Services 

The technical support team is comprised of local service technicians that are 

dedicated and familiar with Madison Heights and the information systems.  

Service is provided 24x7x365.  Monday through Friday from 8:00AM to 4:30PM, the 

technology department will be staffed with a minimum of two technicians.   

After 4:30PM, during weekends and City holidays the on-call staff will provide 

support.  A local phone extension will be automatically forwarded to the on-call 

technician, plus an on-call direct phone number will be provided.   

Afterhours Level One support is provided to Public Safety (Police and Fire) by first 

using phone support to address simple issues that may arise afterhours. If the issue 

requires Level Two or Level Three support, a local technician will be dispatched 

within four hours to provide on-site support.  

There will be some instances when afterhours support is needed outside of Public 

Safety.  This VIP service is provided using the same process as described above.  

Before each City Council meeting, time is allocated for setup and testing of the 

council laptops.   

Additional network and server technicians will be onsite to provide system 

maintenance.  This is scheduled as needed for patch management and testing.  Any 

system testing that requires equipment restarts or downtime is schedule between 

1:00AM and 7:00AM Monday through Friday.  

Overseeing the onsite staff is a Chief Information Officer.  The CIO will be onsite 

several times a week and on-call as needed.  The CIO will also be providing the 

reports as listed in the reporting schedule and attending staff meetings to represent 

the technology department.  
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BPI Information Systems 
RFP# 20-05 Information Technology Support Services  

Page 6 of 8 

Project Managers are assigned all project work to plan, document, track and report 

the project status.  They are also responsible for maintaining the project portfolio 

and report directly to the CIO.  

Forecasted Projects  

Each year the capital improvement plan is updated and lists the upcoming 

technology projects.  These projects are covered by this support agreement.  The 

following is a summary list.  

Internet Firewall Replace End of Life Firewall and Management Software 

iSCSI Switches Replace End of Life SAN Ethernet Switches 

VM Host Servers Replace Older Host File Servers Used to Host Virtual Guest Servers 

Replace SAN Replace Aging SAN Before It Reaches End of Life 

Exchange Email Replace on premise Exchange Server with Office 365 or Exchange Online 

Office 2010 Replace Microsoft Office 2010 with Office 365 or Office 2019 

PC Refresh Replace 20% of Personal Computers Each Year 

Data Backup Replace Aging Hardware and Upgrade Software 

Phone MDM Setup a New Mobile Device Management System 

 

Meeting Pulse  

During the course of providing computer support services there are regularly 

scheduled meetings with staff, department heads, direct reports and City council.  

The following two tables outline the meeting pulse for monthly and annually 

scheduled meetings.  

 

 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

T W TH F S S M T W TH F S S M T W TH F S S M T W TH F S S M T W

Technology Staff Meeting

Ticket Review with Deputy City Manager

Department Head Meeting

City Council Meeting

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Quarterly Business Review

Budget Review and Planning

5 Year CIP Planning

Information Technology Advisory Committee

Sample Month

Sample Year
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BPI Information Systems 
RFP# 20-05 Information Technology Support Services  

Page 7 of 8 

Reporting Schedule  

The reporting as requested in the RFP is comprehensive and made possible through 

the service ticketing and network monitoring systems.  Additional reports for 

budgeting and strategic planning are created manually.  A full listing of the reports 

requested is listed below and organized by delivery frequency.  Sample reports are 

available on request.  Ad hoc reports and report modification are also available.  

Report Listing from RFP 

Annually Activities and accomplishments 

Annually Budget forecast and CIP plan 

Annually Strategic information technology plan 

Monthly Open and closed service requests by department 

Monthly Health check report on-premise servers 

Monthly Disk capacity and report 

Monthly Vulnerability scans and reporting 

Monthly Financial reporting on IT expenditures  

Monthly Helpdesk status report for open and closed service requests  

Monthly Project management report 

Monthly 30 day past activities and outlines planned activities 

Monthly Downtime report for network and applications 

Monthly Turnaround time report for changes and software fixes 

Monthly Help desk report covering type of request and time to resolve 

Monthly Asset management report 

Quarterly Health check report of the network environment 

Quarterly 90 day past activities and outlines planned activities 

Quarterly Personnel report covering hours worked and work assigned 

Quarterly Condition and adequacy of the City’s IT system 
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BPI Information Systems 
RFP# 20-05 Information Technology Support Services  
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Planned System Maintenance Schedule 

There are numerous service maintenance tasks that are scheduled on a recurring 

basis.  These are normal best practice activities in maintaining the servers, PCs and 

network.  Some of these are automated, but still need monitoring and verification 

(Antivirus). While other tasks are manual processes that require an experienced 

technician (Vulnerability Scans).  All maintenance tasks are verified and reported on 

as stipulated in the reporting schedule.  

Vulnerability Scans Monthly 

External Penetration Testing Twice a year 

Backup Verification Monthly 

Software Licensing Review Quarterly 

Server Patch Testing Weekly - As released by OEM 

PC Patch Deployment Weekly - As released by OEM 

Antivirus Updates Daily 

Firewall Log Review Daily - Through SOC and AI 

Network Equipment Service Updates Monthly - As released by OEM  

 

Cloud Computing 

Cloud services are optional and provided through best in class resources.  This 

includes Microsoft Azure, Amazon AWS and Wasabi Cloud Services.  Before an 

application is moved to the cloud a thorough review is first completed. This is done 

using a project charter and covers the project objective, work breakdown structure, 

costing and security implications.  This assures that the project objectives are met 

without compromising security or exceeding the budget.  

Sample Master Service Contract 

The following sample Master Service Agreement is provided as a reference to be 

reviewed by the City Attorney.  Should the City select BPI Information Systems for 

the contract renewal, the sample master agreement will be modified to meet the 

service levels stipulated in the RFP.  
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23399 Commerce Dr Suite B7, Farmington Hills, MI 48335 (248) 357-3980 

 

Page 1 of 12 

Master Service Agreement 
INVOICING ADDRESS  INSTALLATION ADDRESS 

CUSTOMER 

The City of Madison Heights 

 CUSTOMER 

 

ADDRESS 

300 West Thirteen Mile Road 
Madison Heights, MI 48071 

 ADDRESS 

Same 
 

CUSTOMER CONTACT 

Primary:  Amy Misczak - Purchasing Manager  
Telephone:  

Secondary:  
Telephone:  
 

 
Technology Support Engagement 

This is an open engagement between customer listed above, hereinafter referred to as Customer, and BPI 
Information Systems, hereinafter referred to as BPI. Under the scope of this engagement, BPI will provide 

computer information systems maintenance for the equipment listed in Section V and meeting the service 
level detailed within this agreement.  

Service will begin on January 1st, 2021 and is subject to renewal every 12 months.  Upon automatic 
renewal, the Fee Schedule for the scope of the engagement will automatically increase by two and one half 
percent (2.5%)  If there is an increase or change in the scope of the engagement, a notice will be sent to 
the customer with the price adjustment required within 30 days of the event giving rise to the adjustment 
for approval.  Any price adjustment agreed upon during the designated term will carry over to the next 12-

month term and will be subject to the 2.5% price adjustment. 

The Customer understands that this agreement is for the continued systems maintenance by means of 

managed service.  This includes coverage for equipment listed in section V “Customer Equipment Listing” 
and excludes parts, software or third-party services required to maintain the listed equipment.  Any 
hardware, software, and parts provided are quoted and billed separately. 

 

I. Acknowledgment and Acceptance 

Indicate your approval of the terms of this engagement by signing where indicated below.  Terms and 
conditions are on section III. 

Customer Acceptance:  BPI Acknowledgement: 

Accepted by:   Accepted by:  

Print name:   Print name:  

Title:   Title:  

Date:   Date:  
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Master Service Agreement 

 
 

 

Page 2 of 12 

 

 

II. Service Level Agreement 

The following is a service and support summary for this contract.  For details on each service type refer to 
Section IV.  Items listed as declined are excluded but, can be made available with 30-day written notice to 

BPI.   

Support Area Support Description Page Acceptance 

Support-Business Hours 8am to 5pm Monday through Friday 7 Covered 

After Hours Support 24x7x365 7 Covered 

Help Desk Level 1, 2 and 3 support by phone 7 Covered 

Deskside Support 
Onsite support for desktop computers and related 
equipment 

7 Covered 

Application Software Support of business application software 8 Covered 

Documentation and 

Reporting 
Document technology assists and reports  8 Covered 

Data Center Servers and central data systems 8 Covered 

Network Services Switches and routers 8 Covered 

Systems Management License, warranty, and vendor management 8 Covered 

Network Security Central firewall and internet connection  9 Covered 

Backup System 
Recovery 

Design and maintain central backup system 9 Covered 

Technology 
Administration 

General non-technical management duties 10 Covered 

Telecommunications Phone systems and VoIP devices 10 Covered 

Data Cable Priority time and materials services  10 Covered 

 

Service Request Procedures: 
1. Customer staff or designated contact will call the BPI helpdesk or on-site technician for support. 
2. Work orders can be placed using the BPI web portal or email to Helpdesk@gardencity.org 
3. All service will be recorded in the BPI service system for management review.  

4. If applicable, after hours service will be routed through call forwarding using the customer’s phone 
system.  
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Response and Resolution Times 
BPI will provide Customer a response to a submitted ticket within two (2) business hours. A response is the 
initial helpdesk phone call to collect information to properly categorize and assign the ticket to the 
appropriate resources.   

General Helpdesk Questions and Computer Assistance 

• Most calls are answered on the first ring and a qualified technician is available to begin providing 
assistance.   

• This covers general computer operation and soft issues with the operating system of applications 
software.   

• If required, the service ticket is escalated to one of the following “Priority” levels.  

Priority 1 

• Customer Impact. All users and functions affected/unavailable. 
• SLA: Within two (2) hours; Resolved: ASAP. 

Priority 2 

• Customer Impact. Significant degradation of services. Large number of users affected. 
• SLA: Within four (4) hours; Resolved: ASAP 

Priority 3 

• Customer Impact. Limited number of users or functions affected; business process can continue. 
• SLA: Within one (1) business day; Resolved: ASAP 

 

The above response times only apply to Services directly provided by BPI.  BPI does not make any 
commitments or guarantees regarding response times of third-party providers or vendors. 

Client may request emergency services outside of Normal Business Hours to respond to critical network 

issues.  Emergency services rendered via remote assistance or onsite assistance outside of Normal Business 
Hours are subject to be billed at 1½ times the normal rate for requested services. 

BPI will provide Client with access to a monthly summary report that includes all requests for services, the 
problem statement and resolution for each request. 
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Fee Schedule 
The fee schedule is based on the actual equipment inventory and professional services contracted for within 
this contract.  As equipment quantities change the monthly fee will be adjusted accordingly.  A detailed 
equipment inventory is listed in Section V. 

Personal Computers

Laptops

Physical Servers

Virtual Server

Network Firewall

Enterprise Backup

Wireless Network Equipment

Network Switching and routing

First Months Bill

GEM Discount $0.00 

Monthly Fee: $0.00 

 

 

This contract is invoiced monthly. Payment is due in advance at the beginning of each month.  The 
contract can be canceled with thirty days written notice or for nonpayment.  

 

 

Current Rates for Additional Services ** 

Resource Standard Hourly Rate Discounted Hourly Rate 

Senior Network Engineer $185.00 $135.00 

Network Engineer 145.00 125.00 

Desktop Technician 125.00 90.00 

Cabling Technician 90.00 85.00 

 

 

** Discounted rates above apply for work added at Client’s request and deemed “Out of Scope” and 

beyond Services included in this Schedule.  Services may be performed remotely or onsite per Client 
approval.  Hourly rates subject to change on an annual basis. 

Out of scope service after BPI business hours, weekends, and BPI holidays is billed at 1½ times the 
discounted rate listed above.  

Out of scope, support charges will be incurred at a 30-minute minimum commencing at the time of a 
return call by a BPI support representative.  On-site support charges will include travel to and from 
customer site and shall require a two (2) hour minimum, with additional time in half-hour increments.   
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III. Terms and Conditions 

BPI Support Responsibilities 

a) For the charges stated on the face of this Agreement 
(Charges), BPI will furnish Support under the terms and 
conditions of the Agreement. 

b) Unless otherwise expressly agreed on the service level 
agreement, BPI provides services only during Normal 
Business Hours, and all work performed by BPI after 
Normal Business Hours will be billable to Client as an 
additional service, per the terms of the agreement. 

c) BPI will maintain updated documentation on Managed 
Devices to facilitate the providing of Service.  Upon 
termination of the Agreement, if Client has paid all 
amounts due under the Agreement, Client will be provided 
with a printed or electronic copy of such documentation 
upon written request. 

d) BPI shall protect the disclosed confidential information by 
using the same degree of care, but no less than a 
reasonable degree of care, to prevent the unauthorized 
use, dissemination, or publication of the confidential 
information as BPI uses to protect its own confidential 
information of a like nature. 

e) This Agreement imposes no obligation upon BPI with 
respect to confidential information that becomes a matter 
of public knowledge through no fault of the BPI. 

Customer Responsibilities  

a) The Customer, at its expense, shall provide reasonable 
facilities such as but not limited to, secure storage space 
for spare parts and service documentation, adequate 
working space including heat, light and electrical power 
outlets. 

b) The Customer shall constantly maintain the environmental 
conditions specified by BPI. 

c) The Customer shall keep confidential any materials, 
literature, information of knowledge which relates to trade 
secrets of BPI, or any property marked as proprietary or 
confidential by BPI. 

Limitation of Liability 

a) BPI liability to the customer for damages from any cause 
whatsoever and regardless of the form of actions, whether 
in contract or in tort, including negligence, shall not 

exceed the charges paid to BPI.  Such charges will be 
those in effect when the cause of action arose.  This 
limitation will not apply to claims for personal injury or 
damage to real or tangible personal property caused by 
BPI’s negligence. 

b) No action (whether in contract or tort, including 
negligence) arising out of the performance of BPI under 
this agreement may be brought by either party more than 
eighteen (18) months after the cause of the action has 
arisen, except that an action for nonpayment may be 
brought within eighteen (18) months of the date of the 
last payment. 

c) In no event will BPI be liable for any lost data, lost profits 
or any other special, indirect or consequential damages, 
even if BPI has been advised of, or should have known of, 
the possibility of such damage or for any claim against the 
customer by any other party. 

d) Customer agrees to indemnify and defend BPI for any 
claims by third parties which are occasioned by or arising 
form any BPI performance pursuant to instructions of the 
customer. 

e) In providing support, BPI does not assure uninterrupted 
operation and BPI is not responsible for failure to render 
services due to causes beyond its control. 

f) BPI disclaims all warranties either expressed or implied 
including, without limitation, warranties of merchantability 
and fitness for a particular purpose. 

Exclusions 

BPI is not required to provide any services except those 
services expressly set forth in the Service Description 
Schedule.  Without limiting the foregoing, the following 
items, fees, and/or services are excluded from the service 
under this Schedule; any work performed related to the 
following will be billed at BPIs’ published rates. 

a) Any service(s) required due to treatment or attempts to 
install, repair, maintain, or modify any Managed Devices 
or related software or peripherals by a non-BPI authorized 

person or entity, including but not limited to negligent 
acts, improper configuration changes, new application 
installations, and upgrade installations.   

b) A formal disaster recovery or business continuation plan is 
NOT within the scope of this Schedule. Although the 
services to be provided under this Schedule are designed 
to provide managed IT continuity and will, under certain 
conditions, help Client recover from certain disasters, it 
should in no way be considered a formal disaster recovery 
or business continuity plan. If Client requires a disaster 
recovery or business continuation plan, including testing 
of the plan, BPI can assist Client with the development of 
such a plan. All time spent in the development and testing 
of this plan would be billable at a discounted rate or as an 
agreed additional service. 

c) Managed Device(s) which cannot be properly serviced due 
to end of life conditions, other withdrawal or termination 
of warranty or support by the manufacturer, unavailability 
of documentation or parts, or that exhibit excessive 
damage.  BPI will use commercially reasonable efforts to 
provide thirty (30) days’ notice to Client of any issues 
under this clause. 

d) BPI does not provide hardware warranty or maintenance 
services, and does not maintain an inventory of spare 
parts or replacement hardware.  It is Client’s responsibility 
to enter into appropriate warranty/replacement 
arrangements with hardware vendors. BPI will use 
reasonable efforts to coordinate with hardware 
warranty/maintenance providers in the repair and 
replacement of defective hardware.  BPI reserves the right 
to utilize the services of manufacturer’s representatives 
for repairs guaranteed by those manufacturers under 
separate service contracts.  BPI shall have no obligation 
with respect to components that are identified by its 
manufacturer as a consumable or expendable item 
including, but not limited to, printer cartridges, fuser 
assemblies, batteries, print heads, magnetic media, paper 
supplies and similar items; handling all such items are the 
Client’s responsibility. 

e) Training for customer or customers employees.  
f) Purchasing management including solicitation of quotes or 

bid, placing orders, tracking orders or verification of 
invoice or bills.  

g) Providing of supplies or accessories for any Managed 
Device(s) or electrical work external to Managed 

Device(s). 
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h) Installation of replacement equipment and/or installation 
of additional equipment unless that equipment is part of a 
covered service incident. 

i) Project management for new or replacement of 
information systems equipment or software. 

j) Maintenance of accessories, alterations, attachments, 

upgrades or other devices; or services related to any 
relocation of Managed Device(s) unless specifically listed 
in a Schedule. 

k) The cost of any parts, equipment, or shipping charges of 
any kind. 

l) Third-party software license fees, renewal fees, or 
upgrade fees of any kind (except in connection with 
software provided by BPI in support of the Service). 

m) The cost of any third-party vendor or manufacturer 
support or incident fees of any kind. 

n) Programming (modification of software code) and program 
(software) maintenance. 

o) Training services of any kind unless otherwise agreed in 
writing by BPI. 

p) Moving hardware from one physical address to another 
physical address. 

q) BPI covers only the maintenance support of the network 
connection of network enabled, shared printers/copiers, 
and the printer connection and printer drivers of locally 
attached printers.  Any other printer maintenance is not 
covered. 

r) Any peripheral attached to a workstation/laptop including, 
but not limited to USB hard drives, scanners, docking 
devices, cameras, and VoIP phones are not covered unless 
specifically listed on this Schedule. 

s) BPI will not be obligated to furnish continued support 
under this Agreement if the Equipment is moved from its 
location of initial installation and/or reinstalled without 
prior consent of BPI. 

t) Electrical work external to the Equipment. 
u) Support outside normal business hours. 
v) Catastrophe causes such as, but not limited to, 

fluctuations in electrical power or operating environment, 
accidents, fire and/or water damage. 

General  

a) This Agreement may be modified only by a written 
amendment duly signed by the authorized representative 
of both parties.  Variance from the terms and conditions of 
the Agreement in any Customer order or other written 
notification will be of no effect. 

b) It is the responsibility of Client to ensure that all of their 
data are adequately documented, backed up, duplicated, 
and protected against viruses and other security threats.  
BPI will, at the request of the client, provide advice, 
assistance, and recommendations for best practices in 
these areas.  The client is responsible for implementing 
these backup and security best practices.  BPI is not 
responsible for Client's failure to do so, nor for any cost of 
restructuring data stored on disks, tapes, memories, etc. 
lost during the course of performance of services 
hereunder.  

c) If BPI fails to fulfill its contractual obligation, Client has 
the right to recover an equitable amount not to exceed 

such charges as were paid to BPI pursuant to this 
agreement.  In no event will BPI be liable to Client or any 
other person or entity, whether in contract, tort or any 
other basis, for incidental, consequential, indirect, or 
special damages or liabilities, or for loss of revenue, loss 
of business or other financial loss arising from services 

performed by any representative of BPI. 
d) This Agreement shall be governed by and construed in 

accordance with the laws of the State of Michigan.  This 
agreement may not be modified except by a writing 
signed by both parties to this Agreement. If any legal 
action relating to this Agreement arises, the prevailing 
party shall be entitled to recover all costs, expenses, and 
reasonable attorney’s fees incurred because of the legal 
action.  

e) If any portion of this Agreement is held illegal, 
unenforceable, void, or void able by any Court, each of 
the remaining terms shall continue in full force as a 
separate agreement. 

f) Customer understands and acknowledges that BPI has 
invested a substantial amount of time and money in 
training its support/service representatives.  Accordingly, 
Customer agrees not to attempt to hire, nor accept a 
request for employment from any support/service 
representative or other BPI employee for a period of one 
(1) year after the date any such BPI employee has last 
performed any services for customer.  In the event 
Customer breeches the terms of this section, Customer 
shall be liable to BPI in an amount equal to the applicable 
employee’s documented annual gross wages, including 
fringe benefits, for the most recent calendar year. 

g) Without the prior written consent of BPI, the Customer 
may not assign this Agreement.  Any attempt by 
Customer to assign any of the right or obligations of this 
Agreement without such consent if void. 

h) Charges will be invoiced and paid in advance, based upon 
the payment plan specified.  Customer agrees to pay 
liquidated damages for delinquent payment at one and 
one-half percent (1 ½ %) per month (but not exceeding 
the lawful rate) and agrees to pay for collection costs and 
attorney’s fees incurred by BPI in collecting payment. 

i) The Customer agrees to pay amounts equal to any taxes 
resulting from this Agreement and any activities 
thereunder, exclusive of taxes based on BPI’s net income. 

j) BPI need not perform any of its responsibilities or duties 
under the terms and conditions of this Agreement unless 
all charges and payments due have been made prior to 
the request for support by the Customer. 

k) If either party defaults in its obligations under this 
Agreement and the default continues for thirty (30) days 
after written notice thereof by the other party, this 

Agreement may be terminated by the other party without 
prejudice to any other remedy. 

l) If either party on any occasion fails to perform any term 
of the Agreement, and the other party does not enforce 
the term, the failure to enforce on the occasion will not 
prevent enforcement on any other occasion. 

m) This Agreement is made at Farmington Hills, Michigan. 
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IV. Service Description Schedule 

BPI Information Systems is pleased to offer a customized package of high-value information technology 
Services for Client.  While multiple components are available with the options described below, only those 
Services specified as “Included” in this Schedule are provided. 

Help Desk (Included as Standard Service) 

1. Provide level 1 telephone support including minor workstation operation troubleshooting, business 
application software support, computer resource scheduling information (e.g., network status, 
scheduled outages), status of problems, and recording of non‐problem related service requests (moves, 

adds, changes, software installs, etc.). Track all problems to resolution and provide detail and summary 
problem reports.  

2. Provide first line identification and documentation of third party software issues.  
3. Provide Level 1, 2 & 3 support as outlined below.  
4. Provide Help Desk management software.  
5. Assign help desk tickets for all issues.  

Level 1 Problem Resolution Process  
Level 1 Help Desk staffs are responsible for the following tasks.   

1. Opening problem call ticket. 
2. Obtaining problem description. 

3. Determining business impact. 
4. Gathering contact information.  
5. Validating problem and performing initial triage and setting of Severity Level  
6. Problem resolution, if possible. 

7. Routing of ticket to next level Help Desk as appropriate. 

Level 2 Help Desk Resources  
1. Validating problem and assigned Severity Level, and re‐classifying as appropriate.  

2. Resolving reported problem based on problem resolution documentation.  Typically, requests resolved 
by Level 2 Help Desk include common problems or recurring problems.  

3. Routing ticket to next level Help Desk for problems in which documentation does not exist, new or 
previously unknown problem is reported, or a higher level technical/coding problem exists.  

Level 3 Help Desk Resources 
1. Resolving application specific problems or requests for which Help Desk documentation does not exist.  
2. Coordinate problem resolution of software applications with the third party software vendor.  
3. Coordinate problem resolution with appropriate IT staff.  

24x7 Help Desk  
Provide 24x7 on call help desk addressing Level 1 and 2 support and on-site 
services if needed.  

 

Deskside Support Services (Included as Standard Service) 

Provide desktop support, administration, problem diagnosis and repair of end‐user equipment including 

workstations and printers in accordance with established service level agreement.  BPI provides a single 
point of contact for users to ease communication and quality of service. 

1. Problem diagnosis and repair for workstations and the associated configurations which are supported by 
the customer.  

2. Report any software license and hardware violations or related issues to the customer.  
3. Maintain current hardware physical inventory in centralized asset management database.  
4. Perform backups prior to updating user equipment.  
5. Test equipment prior to closing service ticket.    

24x7 Help Desk Additional 
Optional Service  
Initial either  

Accepted:________ 
Declined:________ 
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Business Application Software (Included as Standard Service) 

1. Support and maintenance services for business application software used to operate and conduct its 
business activities. 

2. Provide support for desktop office software.  
3. Support internal and external e‐mail systems. 

4. Provide systems administration support of the financial software. 
5. Work with application software vendors to install fixes, updates and new releases of their software.  
6. Recommend changes to vendor application maintenance agreements.  
7. Update Documentation to reflect maintenance and enhancement changes.  

Documentation and Reporting (Included as Standard Service) 

1. Create and make available service reports for completed work and open service tickets. 

2. Document all projects with updated status reports as work is completed.   
3. Develop and maintain documentation for standards and procedures in knowledgebase.  
4. Maintain all documentation in accordance with change management procedures. 
5. All documentation will be available in both printed and electronic form.  
6. All documentation maintained in a central repository will be easily accessible by the customer and BPI.  
7. Generate scheduled, ad‐hoc, and other special reports as requested by the customer. 

8. All technology assets will be documented in a central database and accessible to the customer.  

Data Center (Included as Standard Service)  

1. Maintain and monitor physical and virtual file servers. 
2. Document all equipment and software with OEM warranty and support coverage. 
3. Update the operating system, applications software and utility software.  
4. Develop and update server standards for software versions and licensing.  

5. Install and maintain enterprise wide Antivirus. 

6. Allocate disk space, CPU cores and memory as needed. 
7. Define and maintain user and object security within the operating system.  
8. Configure network print services, patch management, group policies and other shared resources.  
9. Monitor system operations and identify operational problems as they occur.  
10. Correct system related problems and when necessary contact OEM vendors.  
11. Shutdown and restart systems or applications as when required.  

Network Services (Included as Standard Service) 
1. Monitor and maintain Ethernet network components; routers, firewalls, switches and wireless devices 
2. Document all equipment and software including OEM warranty and support coverage. 
3. Create and update network diagrams. 
4. Install and test software patches 
5. Manage auditing of accounts, authentication, password resets, and account setup and removal.  

6. Provide recommendations for network improvements and upgrades.  
7. Document and follow the approved change management procedures.  
8. Document test results when components are replaced.  
9. Perform and report network utilization and errors analysis on request.  
10. Administer and maintain the secure wireless infrastructure.  
11. Serve as the main contact for third party vendor data services. 
12. Report major outages to management according to established procedures and standard response 

times.  
13. Investigate and review network capacity requirements.  
14. Evaluate current bandwidth and bandwidth requirements to make recommendations and implement 

approved recommendations.  
15. Maintain remote access for approved users and applications.  

Systems Management (Included as Standard Service) 
1. BPI will oversee asset management, license management, and third-party vendors.  
2. Maintain a hardware inventory on an ongoing basis throughout the contract.  
3. Register, verify, and maintain an inventory of hardware warranties.  
4. Inventory, tag and record all equipment in asset management program.  
5. Prepare reports and analyses of equipment, including performance concerns, cost savings suggestions, 

and new technology suggestions.  
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6. Identify all new computer equipment and record in inventory.  

7. Maintain an inventory of all software licenses (operating systems and business systems), including 
warranty information and maintenance status.  

8. Verify that all software is licensed and up‐to‐date and report discrepancies to the customer.  

9. Perform detailed inventory of all software installed on customer equipment (desktops, laptops, other 
mobile, servers) on request.  

10. Coordinate and monitor vendor contracts. 

Network Security    
1. Document enterprise network infrastructure and computer assets for 

security assessment.  
2. Recommend, create and maintain security policies and procedures. 

3. Provide qualitative or quantitate risk assessments. 
4. Conduct periodic internal network venerability scans and external 

penetration tests.  

5. Maintain user profiles and access levels for network and database systems.  
6. Monitor and install necessary patches, virus updates and fixes to desktop and server software on a 

timely basis.  
7. Establish strong password policies with minimum complexity standards and require changes at regular 

intervals. 
8. Deploy reasonable, industry standard  virus protection and updates . 
9. Record and investigate any security breach and provide additional security protection to correct any 

security deficiencies identified by the customer or outside audit.   
10. Notify customer of security breaches upon discovery.  
11. Proactively recommend security procedures and execute security procedures upon customers approval 

as an additional service.  

12. Create and maintain an access control list defining which users have access to which resources and the 
nature of the authorized access.   

13. Investigate and correct infected equipment and/or programs.   

14. Unless otherwise agreed to by BPI in writing Security breach remediation limited to 10 hours of system 
engineering time. All other system engineering Services connected with Security breach remediation will 
require an additional agreement between BPI and Customer. 

 

Data Backup and System Recovery   
1. Create and maintain documentation for the disaster recovery 

plan. 
2. Inventory data and software to be included in disaster recovery 

plan. 
3. Establish restore point intervals and return to operation 

requirements. 
4. Design backup system and procedures meeting business requirements.  
5. Recommend and assist in the purchase of backup technology from third party vendors. 
6. Implement backup system as designed.  

7. Perform local, off site and cloud backup as designed.  
8. Manage the restore process to recover files, applications or completed systems within the capabilities of 

the disaster recovery system design.   
9. Test and maintain the recovery systems to verify the backup process and restore procedures. 
10. Manage the recovery and return to operation process in the event of a system outage.  
11. Use best effort to restore service as expeditiously as possible.  
12. A copy of recovery plans will be maintained by BPI on the customer management portal.  

13. Unless otherwise agreed to by BPI in writing data backup and System Recovery is limited to 10 hours of 
system engineering time.  All other system engineering services time connected with Data Backup and 
System Recovery will require an additional agreement between BPI and Customer. 

 
  

Network Security Additional   
Optional Service  
Initial either  
Accepted:________ 

Declined:________ 

Data Backup and System Recovery  
Additional Optional Service  

Initial either  
Accepted:________ 

Declined:________ 
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Technology Administration   
1. Evaluate proposed IT projects to assess adequacy of existing 

hardware and recommend purchase of new equipment and 
software as required. 

2. Establish company‐wide standards for desktop and server hardware 

that is periodically evaluated as technology advances.   
3. Periodically meet with customer to review performance under the 

terms of the contract. 
4. Prepare technology Requests for Proposals and oversee bidding 

process. 
5. Develop policies and procedures for performance of computer operations.  
6. Act as the customers liaison with various telecommunication, cable, and Internet service providers in 

coordinating system connectivity issues.  
7. Ensure that technology staff documents system management activities to aid in knowledge transfer.  
8. Coordinate resolution of software related issues and software updates by working with the business 

application software vendors.  
9. Recommend best practices to increase efficiencies and improve quality of services.  
10. In conjunction with customer, implement and maintain the Strategic Information Technology Plan and 

implement the recommendations that are identified in the plan.  

11. Advise customer when called upon to report on the condition and adequacy of the information systems 
and software and make recommendations for improvement.  

12. Assist in the long‐range strategic planning of infrastructure (i.e., LAN, WAN) and other technology needs 

for the customer.  
13. Plan for and manage the deployment of major upgrades to the customers infrastructure including 

Microsoft Office upgrades, Windows operating system upgrades, database system upgrades, email 

system advancement/replacement and others.  

Telecommunications    
1. Provide level one support as first contact for common VoIP phone issues.  
2. Represent client to voice equipment vendors 
3. Assist with telecom service selection and troubleshooting 
4. Administer network changes required to host VoIP systems 

Cabling (Included as Standard Service) 

Network data cable is provided on a time and materials basis.  When moves, additions or changes are 
needed to the customer’s cable system a written quote will be provided.  

  

Technology Administration 
Additional  
Optional Service 
Initial either   
Accepted:________ 

Declined:________ 

Telecommunications  
Optional Service  

Initial either  
Accepted:________ 
Declined:________ 
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Supplementary Services 
These services are offered outside of the core support agreement and only initiated when needed.  Each is 
billed separately based on the work required to complete the specific tasks.  Itemized quotes are provided 
at the time of service.  

Project Management 
BPI recognizes project management as a critical activity to the success of your enterprise systems.  When 
system changes or equipment upgrades are planned, the BPI project manager opens a project charter with 
four key focuses: 

• Manage the project life cycle  
• Ensure appropriate communication  
• Manage resources and stakeholders  

• Maintain project documentation 

First the project scope is clearly defined.  By 
surveying users and gathering computer system specifications, a preliminary scope statement is produced.  
This is referred to as the “Project Charter” and used to refine the boundaries of the project.  This gives us 

an outline of what the end goals are and what parameters can be used to measure the project’s success.   

As the project plan is developed, the project scope is further refined into individual tasks that can be 

tracked during the implementation phase.  We then monitor and manage the work to make sure there are 
no variances from the original plan.   

Before approval, the budget forecast is used to justify the project based on the defined scope and time 
schedule.  As this project moves forward, users may request changes.  By having a working project plan in 
place, any changes are properly addressed, and the project completed as planned. 

Security Audit and Risk Assessment 
An independent security audit provides greater assurance that your information systems meet your 
organizational requirements and regulatory compliance.  The BPI security audit is based in the NIST and 

CompTIA standards and then right sized to cover the areas relevant to your systems.   

The audit tasks are managed using the BPI project management system and independent auditors to verify 

a thorough review and documentation of the findings.  

Popular areas covered include:  

• Defining the Desired State of Security 
• Create Baselines 
• Prioritize Vulnerabilities 

• Mitigate Vulnerabilities 
• Penetration Testing 
• Network Mapping 
• Vulnerability Scanning 
• Password Analysis 
• Policy and Procedure Review  
• Threats and Threat Likelihood 

• Potential Monetary Impact 
• Qualitative Risk Assessment 
• Quantitative Risk Assessment 

• Management Controls 
• Operational Controls 
• Technical Controls 
• Preventive Controls 
• Detective Controls  
• Corrective Controls 

 
Equipment Replacement 

Adding or replacing computers, servers and network equipment is managed in a well-orchestrated process 
provides greater assurance  that new equipment is received and works as planned.  The installation 
management and technical tasks can be standalone work orders or be part of a larger project.   

For smaller or less complex installations, a work order is created that includes a detailed description of the 
work and materials involved.  This is reviewed and approved before products are ordered and work is 
scheduled.  Labor charges are also listed for review and approval.  
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V. Customer Equipment Listing 
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BPI Information Systems

# Item

1 Vendor Profile

2 General IT Support Comply/Exception Form

3 IT Infrastructure Comply/Exception Form

4 Cybersecurity Comply/Exception Form

5 IT Leadership Comply/Exception Form

6 Hosting Services Comply/Exception Form

7 Terms & Conditions

8 Price Response Form

# Service Tower NRC MRC Total Cost

1 General IT Support 158,760.00     

2 IT Infrastructure 158,760.00     

3 Cybersecurity 158,760.00     

4 IT Leadership 158,760.00     

5 Hosting Services

3-Year Total (all service towers) 635,040.00     

Overview

Pricing Summary (3-Year)

Vendor Response Form

Vendors are to complete and return this form in Microsoft Excel format (.xls or .xlsx).  Complete the table below and provide monthly pricing 

for each category of service.  Also indicate whether each required item is included in your proposed scope of services and indicate and 

exceptions taken.

Overview 1 of 1
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# Item

1 Vendor Profile

2 General IT Support Comply/Exception Form

3 IT Infrastructure Comply/Exception Form

4 Cybersecurity Comply/Exception Form

5 IT Leadership Comply/Exception Form

6 Hosting Services Comply/Exception Form

7 Terms & Conditions

8 Price Response Form

# Service Tower NRC MRC Total Cost

1 General IT Support 158,760.00     

2 IT Infrastructure 158,760.00     

3 Cybersecurity 158,760.00     

4 IT Leadership 158,760.00     

5 Hosting Services

3-Year Total (all service towers) 635,040.00     

Overview

Pricing Summary (3-Year)

Vendor Response Form

Vendors are to complete and return this form in Microsoft Excel format (.xls or .xlsx).  Complete the table below and provide monthly pricing 

for each category of service.  Also indicate whether each required item is included in your proposed scope of services and indicate and 

exceptions taken.
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Vendor Profile
Profile

Company name BPI Information Systems

Company address 23399 Commerce Drive Suite B-7, Farmington Hills MI 48335

Contact name James Blackburn

Phone number 248-357-3980 Ext. 105

E‐mail address jblackburn@bpiis.com

Fax number 248-356-2161

Year in which company was founded 1976

Is Company wholly owned? If not, state parent 

company Privately owned corporation 

State and gross sales of the company’s last fiscal 

year

BPI Information Systems is a privately held corporation and the financial records 

are not disclosed in documents that can be made publicly available. 

State the number of facilities located within a 

50‐mile radius of Owner and their locations Two

State the location of the facility that will be 

responsible for this engagement. 23399 Commerce Drive Suite B-7, Farmington Hills MI 48335

Out of the above office, state the number of:

Total employees 27

Business Management Staff 7

Data Center Technicians 5

Network Services Technicians 4

Application Software Technicians zero

Help Desk Technicians 11

Subcontractors

Name of subcontractor there are no named subcontractors under this agreement

Have you worked with this subcontractor within 

the last 12 months? n/a

Responsibilities include: n/a

Provide three (3) customer references (including 

contact names and phone numbers) for similar 

work performed by each subcontractor you will 

use on this project:

Reference #1 Shelby Township

Reference #2 City of Wixom

Reference #3 Macomb Township 

References

Reference #1

Reference Name Shelby Township

Reference Phone # and Contact Name Richard Stathakis,  Supervisor   (586) 803-2064

Date of Contract November 2012

Number of Users/Sites 12

Services Provided Full time 24/7/365 systems support

Will your facility that served this customer be 

responsible for the proposed project? yes

Reference #2

Reference Name City of Wixom

Reference Phone # and Contact Name Steven Brown, City Manager  (248) 624-0894

Date of Contract July 2015

Number of Users/Sites 4

Services Provided Full information systems management  - Monday through Friday 

Will your facility that served this customer be 

responsible for the proposed project? yes

Reference #3

Reference Name Macomb Township 
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Reference Phone # and Contact Name Janet Dunn, Supervisor (586) 992-0710 ext. 2222

Date of Contract December 2013

Number of Users/Sites 120 users over four sites

Services Provided Full time 24/7/365 systems support

Will your facility that served this customer be 

responsible for the proposed project? yes
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General IT Support
Comply Key Comments

Incident Management

Provide and utilize a software-as-a-service (SaaS) IT incident 

management (help desk) software solution to the City to support 

help desk service functions.

Yes This service management application is ConnectWise.

Log and manage customer requests in a timely manner. Yes

Provide support according to established SLAs. Yes

Provide 24x7 help desk support as required for critical and high 

priority items.
Yes

This includes On-Call support and On-Site support 

24/7/365

Facilitate problem resolution, executing initial troubleshooting 

procedures and routing incidents to applicable technicians for 

those issues not resolved by the help desk.

Yes

Assess, assign and negotiate service request priority with customer 

as necessary.
Yes

Proactively monitor requests and escalate customer issues when 

response time or resolution time exceeds the defined service level 

agreements.

Yes

Develop and maintain standard problem resolution scripting to 

assist in first call incident resolution.
Yes This is done through the ConnectWise knowledgebase

Develop and maintain a sufficiently detailed knowledgebase to aid 

service desk personnel in issue resolution.
Yes

Develop and adhere to a mutually agreeable service desk process. 

The process should be comprehensive and account for issue 

escalation.

Yes

Provide the access and training on how to use the service 

provider’s ticket tracking system including, but not limited to, 

incident creation, incident tracking and reporting.

Yes
The service ticketing system is available to Madison 

Heights.

Resolve incidents to the requestor's satisfaction and track 

satisfaction using surveys in accordance with SLA requirements.
Yes

Close incidents once a satisfactory resolution has been reached or 

an allotted time has been exceeded since incident resolution.
Yes

Conduct root cause analysis on high-impact issues to recommend 

preventive measures to mitigate future risk bring issues to closure.
Yes

Provide monthly status reports (open and closed service requests 

BY DEPARTMENT, issues, open ticket aging, problems and risks).
Yes

Reporting is available on a weekly, monthly annual and 

ad hoc bases. 

End User Device Support

Problem diagnosis, repair and configuration of workstations and 

other end user technologies.
Yes

Provide support (i.e., “how to” functionality, requests, and known 

incidents) for supported end user hardware.
Yes

Provide automated distribution services to deploy software and 

associated updates to end user hardware through the network; 

including software applications and virus updates.

Yes
Software tools currently provided include PDQ, 

Managed Engine, WSUS, Ninja and TeamViewer 

Perform device backups prior to upgrading systems. Yes

Support the network and user technology (e.g., phones, printers, 

etc.) by facilitating coordination between the IT staff, managed 

print services vendor and internet service provider, in order to 

provide seamless support of devices and to meet user needs.

Yes

Support and maintain general software applications (e.g., Microsoft 

Office, etc.)
Yes

Provide troubleshooting for City multi-function devices. Coordinate 

issue resolution with managed print services vendor where 

necessary and appropriate.

Yes

Provide troubleshooting for printers not covered under the manage 

print services vendor.
Yes
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General IT Support
Comply Key Comments

Provide a workstation patching solution for distributing application 

patches in a timely manner.
Yes

Deploy, maintain and support anti-virus and anti-malware solutions 

on desktops and laptops.
Yes

Provide on-site IT support on an as-needed basis. Yes
Two FTE technicians will be on-site during business 

hours and on-call 24/7/365.

IT Asset Lifecycle Management

Provide and utilize a Software-as-a-Service (SaaS) IT asset 

management software solution to the City to facilitate asset 

management service functions. Such solution should provide 

integration with the City’s identity management (Active Directory) 

infrastructure.

Yes

Asset management is achieved using Microsoft Active 

Directly and ConnectWise Configurations then 

monitored using PDQ. 

Provide and perform the enrollment of City-provided smartphones 

or tablets into an MDM solution.
Yes

Smart phone management (MDM) module will be added 

to Managed Engine.  

Provide configuration of regularly scheduled automatic operating 

system updates for IT assets in accordance with their release by the 

operating system vendor.

Yes

Implement patches for IT assets as necessary to implement new 

software fixes or patch security vulnerabilities.
Yes

Prepare new devices with a standard operating system image and 

install all essential software packages.
Yes

Provide tools to maintain operating system images and rapidly 

deploy operating systems for new deployments.
Yes

Maintain a database of all City-purchased software licenses 

including license keys and associated licensing documentation.
Yes

Provide on-going updates of software licensing information 

including, but not limited to, annual audits of licensed software to 

identify and remediate licensing conflicts.

Yes

Track the procurement status of new IT assets. Yes

Securely recycle or dispose of organizational IT assets according to 

guidelines set forth by applicable compliance regulations and City 

policies.

Yes

Manage requests to address asset related tasks (deploy, install, 

dispose) escalated through the incident management tool.
Yes

Create and track incidents to rectify any discrepancies found in IT 

asset information and monitor the status of the request through to 

completion.

Yes

Business Application Software

Provide support for all desktop office automation software that 

may include the need to conduct periodic user training on these 

products.

Yes

Design, redesign, install, implement and support internal and 

external e‐mail systems.
Yes

Provide on‐going systems administration support of the financial 

and imaging applications including security administration, report 

development, installation of new application and operating 

environment releases (e.g., database updates, operating system 

updates, etc.) and other necessary support functions.

Yes

This includes supporting the operating environment and 

database engine as directed by the software vendor.  

Custom report writing normally is provided by the 

software vendor. 

Work with end users. Yes

Recommend to City changes to vendor application maintenance 

agreements.
Yes

Complete changes in compliance with Change Control Procedures. Yes

Problem resolution and support liaison for all applications, in 

accordance with the Problem Resolution Process developed 

pursuant to Help Desk Services.

Yes
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General IT Support
Comply Key Comments

Update Documentation to reflect maintenance and enhancement 

changes.
Yes

New application terms are to be discussed with City Contract 

Administrator. Vendor and City to negotiate terms and targets.
Yes

Monitor and assess database infrastructure environment 

performance and capacity.
Yes

Web Services (Limited)

Maintain relationship with the hosting vendor, departments, 

administration, and other City web users.
Yes

Full compliance with Change Control Procedures. Yes
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Cybersecurity
Comply Key Comments

Cybersecurity Support

Create/update Access Control Lists defining which users have 

access to which resources and the nature of the authorized access.  

Perform semi-annual access control reviews.

Yes

Verify that system passwords are up-to-date and properly assigned 

per established security procedures & policies.
Yes

Monitor and install necessary virus updates and fixes to desktop 

and server software as necessary so as not to sacrifice the integrity 

of the City’s computing environment.

Yes

Monitor workstations, servers, email, etc. for viruses using 

commercially available detection and disabling devices.  Verify that 

virus protection is properly deployed, and updates are 

implemented.

Yes

Take all necessary precautions to prohibit unauthorized access to 

confidential or proprietary information.
Yes

Use appropriate access control practices and technologies to 

identify and authenticate users with access to the City’s data.
Yes

Configure and support firewall rulesets to restrict/control access to 

City resources.
Yes

Utilize, manage and monitor provided security system(s) (Firewall, 

IPS, IDS) to automatically enforce the City’s security policies by 

monitoring IT environment to identify, detect and respond to 

unauthorized access or attempts to access resources illegally.

Yes

Provide maintenance and support of City firewall components in 

accordance with generally accepted standards consisting of 

initiating diagnostics, dispatching a technician, or requesting 

replacement parts through the process of finalizing problem 

resolution and re-inventorying spare parts.

Yes

Conduct routine security audits on all IT systems as required by the 

City.
Yes

Vulnerability sans and reporting are done monthly 

followed by an external annual security audit from a 

vendor chosen by the City. 

Conduct routine vulnerability scanning of all infrastructure systems. Yes

Cooperate with routine security audits and assessments conducted 

by a third-party including active participation in discovery, debrief, 

and remediation efforts.

Yes

Maintain appropriate physical security procedures for accessing IT 

resources.
Yes

Monitor, maintain and administer Content Filtering as required by 

the City.
Yes

Monitor, maintain and administer the email security (hygiene and 

virus) mechanisms.
Yes

Monitor, maintain and administer all network security mechanisms. Yes

Maintain security access lists on network devices. Yes

Maintain passwords securely for network infrastructure devices 

and higher privileged accounts (Domain Admin & Administrator) 

e.g. encryption, password manager, MFA, frequent rotation/ strong 

length and complexity etc. based on industry best practices.

Yes

Administration passwords are stored in a secure 

password vault. 

Maintain network infrastructure device logs through audits and 

verify that devices are only accessed by approved personnel.
Yes

Network logs will be monitored using an A.I. process 

that generate alerts and actionable tasks. 

Participate in e-discovery activities in response to management 

requests.
Yes This also includes FOIA requests.

Restrict/limit administrator access to devices as much as possible. Yes

Securely configure and maintain the network architecture e.g. 

VLANs, Access Control Lists, network segmentation etc.
Yes
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Cybersecurity
Comply Key Comments

Evaluate, recommend and implement appropriate disaster 

preparedness plans and procedures, perform back‐up and off‐site 

storage of data and software to maintain and ensure data integrity 

and retention including verification of backups and performance of 

restore tests.

Yes

Coordinate support with Oakland County when they have staff 

availability for OakVideo, email, and other services provided by the 

County.

Yes

Support the various Security Camera applications and video from 

Lorex, Night Owl, HIK Vision and QVR.  
Yes

Provide the City an executive summary of security operations on a 

regular basis e.g. weekly or monthly.
Yes

This is included in the Quarterly Business Review

Cybersecurity Leadership

Proactively provide guidance for new Cybersecurity regulations 

and/or trends that may impact the operations of the City.
Yes

This is included in the Quarterly Business Review

Partner with the City in developing and updating a cybersecurity 

management framework (CMF) using a standard based on 

applicable cybersecurity frameworks.

Yes

Work with the City and other service towers to implement and 

enforce cybersecurity management framework policies and 

controls.

Yes

Lead incident response tabletop exercises of possible cybersecurity 

incidents
Yes

This is covered at the City's Risk Committee meeting as 

requested by the Chief of Police.  

Assist and participate in communicating cybersecurity issues to City 

leadership.
Yes

Work to reduce risk exposure to IT assets to acceptable levels 

defined by City leadership.
Yes

Identify key decisions and accountability factors required to drive 

the cybersecurity program.
Yes

Develop and maintain cybersecurity policies and verify compliance. Yes

Proactively recommend security procedures and execute security 

procedures upon approval.
Yes

Define standards and collaborate with other service towers to 

control access to data and other networks, systems and 

applications according to the identity of the requesting party.

Yes

Record and investigate any security breach and provide additional 

security protection to correct any security deficiencies identified.
Yes

This is  addressed through the BPI Incident Response 

process. 

When requested by authorized personnel, support and secure 

information/evidence (internal and external to the City) as needed
Yes

Develop measurable metric to assess effectiveness of cybersecurity 

program.
Yes

Support testing and remediation activities related to internal and 

external penetration testing performed by a City selected provider.
Yes

Provide guidance in secure management of mobile devices 

(laptops, smartphones, tablets, etc.)
Yes
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IT Leadership
Comply Key Comments

Overall Administration

Assist in the management for all new and ongoing IT projects. Yes

Maintain a portfolio of IT projects and manage the portfolio on an 

ongoing basis and provide additional technical resources as 

appropriate.

Yes

The Project Portfolio is managed within the 

ConnectWise Project application. Project management 

resources are covered by this maintenance contract 

when replacing equipment and software. 

Develop and maintain detailed projects plans for all proposed IT 

projects.
Yes

Cooperate with City assigned representation to review proposed 

projects.
Yes

Evaluate proposed IT projects to assess adequacy of existing 

hardware and recommend purchase of new equipment and 

software as required.

Yes

Provide an executive-level review of performance over the previous 

quarter including any updates to the business and alignment to 

strategic initiatives.

Yes

Review operational metrics, issues, projects, and priorities with 

executive leadership.
Yes

Act as the City’s liaison with various external vendors including but 

not limited to business application software, printers, 

telecommunication, cable, and Internet Service Providers to 

coordinate resolution of issues.

Yes

Meet with the Deputy City Manager on a monthly basis to review 

performance under the terms of the contract.
Yes

Meet with Deputy City Manager on a bi‐weekly (or as needed) basis 

to discuss progress with plans, issues, and recommendations for 

action and to verify service levels and discuss issues and concerns.

Yes

Plan and develop day‐to‐day policies and procedures to enhance 

successful performance of computer operations.
Yes

Act as administrative contact between the City and the City’s 

Internet Service Provider (ISP) to ensure accurate definition and 

maintenance of the City’s domain names, servers and services on 

the Internet. Monitor ISP performance.

Yes

Assist the City in establishing (as necessary) and utilizing 

information technology policies to promote the acquisition, use 

and cost‐effective application of technology, and information 

security.

Yes

Maintain a technology organizational structure that is responsive to 

City needs.
Yes

Address relevant industry issues and make recommendations to 

implement technology changes when appropriate.
Yes

Schedule and conduct periodic preventative maintenance on City 

equipment.
Yes

Provide consultation to departments on technical requirements, 

resource requirements (including staff, funding, equipment and 

software), training requirements, recommended spending and 

work priorities and scheduling considerations for technology 

initiatives.

Yes

Assess policies and procedures for purchasing information 

technology resources and recommend new practices based upon 

this assessment on an annual basis.

Yes

Assist in the LEIN audit for Police Department & 43rd District Court 

and be a point of contact for CLEMIS answering and participating in 

security audit.

Yes
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Propose solutions where technology can contribute to the 

realization of City’s goals and initiatives.
Yes

Provide lead direction and training to assigned staff; oversee and 

coordinate the work of other consultants for assigned projects.
Yes

Read, understand, and implement the “IT Assessment and Strategic 

Plan” from 2014.
Yes

Act as a liaison to coordinate, negotiate and monitor vendor 

contracts.
Yes

Track software subscriptions. Yes
Software contracts are tracked using the ConnectWise 

asset managed tool. 

Verify receipt and completion of technology initiatives and 

technology related invoices. Vendor is expected to review and 

provide recommendations to the City for payment of such invoices

Yes

The procedure is that all packing slips are verified when 

receiving deliveries.  Invoices are then matched with the 

packing slip and reconciled.  The invoice is then noted as 

correct and given to finance for payment. 

Review SLA performance and quality control initiatives with 

executive leadership and agree on areas of focus.
Yes

Budgeting

Develop budget in the format defined by City Yes

Prepare and revise selected vendor/City consolidated Technology 

operating and capital budgets.
Yes

Participate in City operating and capital budgeting for external 

vendor budget items.
Yes

Participate in capital budget needs identification. Yes

Monthly Financial Reporting including responding to auditor 

questions related to the City’s financial audit.
Yes

Analyze actual operating performance to budget identifying major 

variances.
Yes

Apprise City Management of significant budget performance issues. Yes

Possible required attendance at budget hearings and all 

technological bid awards.
Yes

Provide City with a description of all cost increases, to be 

documented and submitted to City no later than March 1st of each 

year to allow for City budget cycle.

Yes

Reporting

Provide information, assessments and reports on the same time, 

schedule and in the same format in place at the time of the 

transition. Further, the selected vendor shall provide high‐level 

executive summaries of such reports upon the request of City.

Yes

Generate scheduled, ad‐hoc, and other special reports at the same 

volume and frequency as performed at the time of transition, 

unless otherwise agreed and/or modified by City in writing.

Yes

Modify and create reports and report formats as directed by City 

and within the service level agreements.
Yes

Provide monthly helpdesk status reports open and closed service 

requests (by department), issues, open ticket aging, problems, 

risks, backup sizes, and security posture.

Yes

Currently these reports are provided weekly and can be 

changed to a monthly report. 

Provide reports reflecting the status of projects managed by the 

selected vendor including budgets, deliverables, resources, 

timelines, major risks and issues.

Yes

Overall status meeting & report – monthly, quarterly and annually: Yes

Monthly & quarterly: Produce report documenting past activities 

and outlines planned activities for forthcoming month or 

quarterly.

Yes

Annually: Produce report formally indicating selected vendor 

activities and accomplishments for the preceding year.
Yes

Detailed Status Report – monthly: Yes
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Produce a report detailing progress to plans, pending issues, and 

recommendations for action. This report should be 

communicated to Deputy City Manager. The report should 

include:

Yes

Downtime reporting:  Including network and application 

downtime, identification of what was down and why it was 

down, length of time down, scheduled downtime, analysis and 

resolution of downtime, and financial analysis of downtime.

Yes

Turnaround time for changes/software fixes:  Including 

cause/resolution, number of changes/fixes per application, 

scheduled future changes (by quarter), nature of change/fix 

(scheduled / emergency). Vendor may need to coordinate with 

software vendors to acquire such information and/or reports 

as necessary.

Yes

Help Desk reporting (if selected):  Including number and type of 

request, time‐to‐ resolve request by priority, analysis of data 

and recommendations for countermeasures to avoid future 

calls.

Yes

Asset Management and Protection:  Including all security 

standards, security breaches, and thefts.
Yes

Personnel Report – quarterly: Yes

Produce a report within ten days after the end of each calendar 

quarter that lists the Selected Vendor personnel who provided 

services during each quarter, including a log of the hours worked 

by each and a description of the nature of work assigned.

Yes

Report on IT related performance measures developed by the City 

working in conjunction with the selected vendor.
Yes

Deliver other routine reports that the selected vendor is asked to 

generate at the request of the City.
Yes

Provide additional reporting as indicated in individual sections. Yes

Technology Advancement

Throughout the term of the Agreement, seek ways to increase the 

use of best practices to increase efficiencies, enhance the learning 

experience and expand services.

Yes

In conjunction with City leadership, implement and maintain the 

Strategic Information Technology Plan and work with City 

management to implement the recommendations that are 

identified in the plan.

Yes

Conduct periodic reviews and updates to the Plan to ensure that it 

remains consistent with City priorities.
Yes

Advise appropriate City management staff when called upon to 

report on the condition and adequacy of the City’s IT systems and 

software and to make recommendations for improvement to meet 

the City’s future needs.

Yes

Evaluate current City operations and recommend technology‐based 

solutions to improve services in City functions and operations.
Yes

Analyze data processing application needs and requests, evaluate 

alternative solutions and recommend appropriate software or 

hardware modifications and/or additions.

Yes

Stay current on data processing trends, applications, technologies 

and best practices that may be applicable to improving the overall 

technology environment at the City.

Yes
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Evaluate system and user equipment needs and estimate costs 

versus utility among alternative solutions including lease versus 

purchase options on all City hardware and peripheral equipment.  

Be proactive in communicating the timing of hardware and 

software upgrades that need to be performed.

Yes

Assist in the long‐range strategic planning of infrastructure (i.e., 

LAN, WAN) and other technology needs for the City.  Be proactive 

in identifying the need and timing for required infrastructure 

upgrades.

Yes

Plan for and manage the deployment of major upgrades to the City 

infrastructure including Microsoft Office upgrades, Windows 

operating system upgrades, database system upgrades, email 

system advancement/replacement and others. The expectation is 

the vendor will maintain overall accountability of such projects 

including circumstances where external vendors and/or parties are 

involved.

Yes

Documentation

Maintain current, and if necessary, create, documentation related 

to IT‐related policies, procedures, standards, disaster recovery plan, 

network diagram, communication line inventories, budget status, 

user lists and hardware and software inventories.

Yes

Recommend, create and maintain policies and procedures including 

security policies.
Yes

Establish City‐wide standards for desktop and server hardware that 

is periodically evaluated as technology advances.
Yes

Develop, as needed, and maintain Documentation for standards 

and procedures:
Yes

IT Standards and Procedures Manual shall be updated as needed 

and located in a common area within the Data Center.
Yes

Technical and product standards updated as needed. Yes

Create and maintain a central repository of common documents 

containing a copy(s) of training course material provided by the 

selected vendor or third-party vendors, equipment inventories, 

application inventories, etc. as required.

Yes

Maintain all Documentation in accordance with Change Control 

procedures.
Yes

Maintain a set of documents containing a copy(s) of standard 

specifications.
Yes

Maintain a set of documents containing a copy(s) of technical 

manuals delivered to the City or the selected vendor:
Yes

Ensure any reproduction of Documentation is in compliance with 

all appropriate copyright agreements. Obtain owner permission 

to reproduce Documentation when necessary.

Yes

All Documentation will be in printed form or, when available, in 

electronic format.
Yes

All Documentation maintained in a central repository will be 

easily accessible by the IT staff.
Yes

Sensitive documentation should be "securely" stored Yes

Access additions, deletions and modifications should be included in 

access controls and logging.
Yes

Develop and maintain an inventory of all documentation. Yes
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Hosting Services (Optional)
Comply Key Comments

Use enterprise-class hardware and software components.

Be provided from a data center facility that meets the operational 

characteristics of a Tier III data center facility as defined by the 

Uptime Institute.

Be provided from a data center facility and in a manner that is SOC 

compliant.

Include all hardware, software, and service licensing for a fully 

functioning solution.

Provide comprehensive monitoring and capacity management 

capabilities and services.

Include managed backup and disaster recovery services.

Allow for the scaling up or down of computing resources.

Work collaboratively with the current service provider to migrate 

the workloads currently hosted by the current service provider to 

the new cloud environment.

Hosting environment must have had a SOC 2 Type II audit within 

the last 12 months and have a clean auditor opinion (i.e., no 

compliance issues).

Perform a discovery and scoping activity during negotiation of a 

contract and refine proposed costs accordingly.
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Contract Terms & Conditions
Title Comply Key Comments

General Conditions Yes

Bids Yes

Authorized Signatures Yes

Late Bids Yes

Withdrawal of bids prior to opening Yes

Withdrawal of bids after bid opening Yes

Bid Amounts Yes

Exceptions and/or Substitutions Yes

Alternates Yes

Descriptions Yes

Bid Alterations Yes

Tax Exempt Status Yes

Quantities Yes

Bid Award Yes

Best Value Yes

Silence of Specifications for Complete Units Yes

Addenda Yes

General Bid/Surety Requirements (if required) Yes

General Insurance Requirements Yes

Responsiveness Yes

Responsible Standing of Bidder Yes

Proprietary Data Yes

Design, Strength and Quality Yes

Age and Manufacture Yes

Delivery Location Yes

Delivery/Completion Schedule Yes

Delivery Charges Yes

Installation Charges Yes

Operating Instructions and Training Yes

Storage (If Applicable) Yes

Compliance to Federal, State, County, and Local laws Yes

Patents and Copyrights Yes

Samples, Demonstrations, and Testing Yes

Acceptability Yes

Purchase Orders Yes

Invoices Yes

Payments Yes

Contract Definition Yes

Contract Agreement Yes

Change Order Yes

Price Determination Yes

Termination for Default Yes

Transitional Period Yes

Invalid, Illegal, or Unenforceable Provisions Yes

Injuries or Damages Resulting from Negligence Yes

Warranty Yes

Sale, Assignment, or Transfer of Contract Yes
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# Service Tower NRC MRC

Total Cost

(NRC+12*MRC)

1 General IT Support

Year 1 4,300.00$                         51,600.00$                       

Year 2 4,410.00$                         52,920.00$                       

Year 3 4,520.00$                         54,240.00$                       
Miscellaneous (please specify)

3-Year Total Cost 158,760.00$                     

Year 4 (City option for renewal) 4,630.00$                         55,560.00$                       

Escalator Rate (%) 2.5%

Total Cost for Year 4 (based on Escalator)

Year 5 (City option for renewal) 4,750.00$                         57,000.00$                       

Escalator Rate (%) 2.5%

Total Cost for Year 5 (based on Escalator)

2 IT Infrastructure

Year 1 4,300.00$                         51,600.00$                       

Year 2 4,410.00$                         52,920.00$                       

Year 3 4,520.00$                         54,240.00$                       
Miscellaneous (please specify)

3-Year Total Cost 158,760.00$                     

Year 4 (City option for renewal) 4,630.00$                         55,560.00$                       

Escalator Rate (%) 2.5%

Total Cost for Year 4 (based on Escalator)

Year 5 (City option for renewal) 4,750.00$                         57,000.00$                       

Escalator Rate (%) 2.5%

Total Cost for Year 5 (based on Escalator)

3 Cybersecurity

Year 1 4,300.00$                         51,600.00$                       

Year 2 4,410.00$                         52,920.00$                       

Year 3 4,520.00$                         54,240.00$                       

Miscellaneous (please specify)

3-Year Total Cost 158,760.00$                     

Year 4 (City option for renewal) 4,630.00$                         55,560.00$                       

Escalator Rate (%) 2.5%

Total Cost for Year 4 (based on Escalator)

Year 5 (City option for renewal) 4,750.00$                         57,000.00$                       

Escalator Rate (%) 2.5%

Total Cost for Year 5 (based on Escalator)

4 IT Leadership

Year 1 4,300.00$                         51,600.00$                       

Year 2 4,410.00$                         52,920.00$                       

Year 3 4,520.00$                         54,240.00$                       
Miscellaneous (please specify)

3-Year Total Cost 158,760.00$                     

Year 4 (City option for renewal) 4,630.00$                         55,560.00$                       

Escalator Rate (%) 2.5%

Total Cost for Year 4 (based on Escalator)

Year 5 (City option for renewal) 4,750.00$                         57,000.00$                       

Escalator Rate (%) 2.5%

Total Cost for Year 5 (based on Escalator)

5 Hosting Services

Year 1

Year 2

Year 3
Miscellaneous (please specify)

3-Year Total Cost

Year 4 (City option for renewal)

Escalator Rate (%)

Price Response Form

8 - Price Response Form 1 of 2
49

Item 2.



BPI Information Systems

# Service Tower NRC MRC

Total Cost

(NRC+12*MRC)

Price Response Form

Total Cost for Year 4 (based on Escalator)

Year 5 (City option for renewal)

Escalator Rate (%)

Total Cost for Year 5 (based on Escalator)

8 - Price Response Form 2 of 2
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Page: 1/1BUDGET REPORT FOR CITY OF MADISON HEIGHTS

2024-25
DEPT REQ

BUDGET

2023-24
DEPT REQ

BUDGET

2022-23
ACTIVITY

THRU 06/30/23

2022-23
AMENDED
BUDGET

2021-22
ACTIVITY

2020-21
ACTIVITY

DESCRIPTIONGL NUMBER

Fund: 101 GENERAL FUND
APPROPRIATIONS
Function: Unclassified
Dept 228 - INFORMATION TECHNOLOGY

46,500 32,500 16,441 30,200 19,085 19,992 COMPUTER SUPPLIES101-228-728-1000
3,500 3,500 4,195 3,500 2,018 4,044 COMPUTER PAPER AND FORMS101-228-732-0000

0 0 0 0 125 25 TOOLS AND SUPPLIES101-228-766-0000
162,214 155,975 119,050 149,976 149,976 144,162 CONTRACTUAL SERVICES101-228-818-0000
93,650 79,915 35,357 47,461 50,514 12,842 COMPUTER SERVICES101-228-818-3000

500 500 0 500 0 0 EQUIPMENT MAINTENANCE101-228-933-0000
13,433 12,917 0 1,680 0 0 TRAINING101-228-955-8660

216,622 264,672 12,259 77,561 20,832 35,402 COMPUTER EQUIPMENT101-228-982-0000
536,419 549,979 187,302 310,878 242,550 216,467       Totals for dept 228 - INFORMATION TECHNOLOGY

536,419 549,979 187,302 310,878 242,550 216,467     Total - Function Unclassified

536,419 549,979 187,302 310,878 242,550 216,467   TOTAL APPROPRIATIONS

(536,419)(549,979)(187,302)(310,878)(242,550)(216,467)NET OF REVENUES/APPROPRIATIONS - FUND 101
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