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IMPORTANT NOTICE 
This meeting will be held in person at the location listed above. Members of the public may 
provide written or oral comments on agenda items by following the instructions listed at the end 
of the agenda. 

CALL MEETING TO ORDER 

ROLL CALL 

CONSENT ITEMS (Items appearing on the Consent are considered routine Town business and may 
be approved by one motion.  Members of the public may provide input on any Consent Item(s) 
when the Chair asks for public comment on the Consent Items. Each speaker is limited to three 
minutes or such time as authorized by the Chair.) 
 

1. Approve the May 26, 2026, Policy Committee Meeting Minutes 
 
VERBAL COMMUNICATIONS (Members of the public are welcome to address the Committee on 
any matter that is not listed on the agenda and is within the subject matter jurisdiction of the 
Committee. During special meetings, members of the public are welcome to address the Committee 
only on items listed on the agenda. Town resources may not be used to facilitate audio or visual 
presentations. To ensure all agenda items are heard and unless additional time is authorized by the 
Chair, this portion of the agenda is limited to 30 minutes and no more than three (3) minutes per 
speaker.  In the event additional speakers were not able to be heard during the initial Verbal 
Communications portion of the agenda, an additional Verbal Communications will be opened prior 
to adjournment.) 

OTHER BUSINESS (Each speaker is limited to three minutes or such time as authorized by the Chair.) 

2. Review and Provide Direction on a Proposed Artificial Intelligence Policy Framework 

ADJOURNMENT 
 

ADA NOTICE - In compliance with the Americans with Disabilities Act, if you require special 
assistance to participate in this meeting, please contact the Clerk’s Office at (408) 354-6834. Please 
notify the Clerk’s Office at least two (2) business days prior to the meeting so that reasonable 
arrangements can be made to ensure accessibility in compliance with 28 CFR §35.102-35.104  and 
related provisions. 

 
 

TOWN OF LOS GATOS 
COUNCIL POLICY COMMITTEE MEETING AGENDA 

AUGUST 25, 2026 
110 EAST MAIN STREET 

TOWN COUNCIL CHAMBERS 
5:00 PM 

 

 
Rob Moore, Mayor 
Mary Badame, Council Member 
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NOTICE REGARDING SUPPLEMENTAL MATERIALS - Materials related to an item on this agenda 
submitted to the Committee after initial distribution of the agenda packets are available for public 
inspection in the Clerk’s Office at Town Hall, 110 E. Main Street, Los Gatos, and on the Town’s 
website at www.losgatosca.gov. Town Committee agendas and related materials can be viewed 
online at https://losgatos-ca.municodemeetings.com/. 

HOW TO PARTICIPATE 

The Town of Los Gatos strongly encourages your active participation in the public process. If you 
are interested in providing oral comments during the meeting, you must attend in-person, 
complete a speaker’s card, and return it to the staff. If you wish to speak to an item on the 
agenda, please list the item number on the speaker card. The time allocated to speakers may 
change to better facilitate the meeting.  If you are unable to attend the meeting in-person, you 
are welcome to submit written comments via email to clerk@losgatosca.gov.  
 
Public Comment During the Meeting: 
When called to speak, please limit your comments to three (3) minutes, or such other time as the 
Chair may decide, consistent with the time limit for speakers at a Town meeting. 
Speakers at public meetings may be asked to provide their name and to state whether they are a 
resident of the Town of Los Gatos. Providing this information is not required. 

Deadlines to Submit Written Comments: 
If you are unable to participate in person, you may email clerk@losgatosca.gov with the subject 
line “Public Comment Item #_” (insert the item number relevant to your comment).  Persons 
wishing to submit written comments to be included in the materials provided to the Commission 
must provide the comments as follows:  

 For inclusion in the agenda packet supplemental materials: by 3:00 p.m. the day before 
the Commission meeting. 

 For inclusion in a desk item: by 11:00 a.m. the day of the Commission meeting.  
 

 

Page 2



 

 
  

110 E. Main Street Los Gatos, CA 95030 ● 408-354-6832 
www.losgatosca.gov 

TOWN OF LOS GATOS                                          

TOWN COUNCIL POLICY COMMITTEE 

MEETING DATE: 8/25/2026 

ITEM NO: 1  

 

   

DRAFT 
Minutes of the Town Council Policy Committee Meeting  

May 26, 2026 
5:00 P.M. 

 
The Town Council Policy Committee conducted a special meeting in person. 
 

MEETING CALLED TO ORDER AT 5:00 P.M. 
 
ROLL CALL  
 
Committee Members Present: Mayor Rob Moore and Council Member Badame. 
 
Staff Present: Chris Constantin, Town Manager; Gabrielle Whelan, Town Attorney; Katy 
Nomura, Assistant Town Manager; and Wendy Wood, Town Clerk. 
 
CONSENT ITEMS (TO BE ACTED UPON BY A SINGLE MOTION) 
 
1. Approve the April 28, 2026, Policy Committee Meeting Minutes. 
 
The following individual spoke on item one: 
 

1. Member of the Public 
 
MOTION:     Motion by Council Member Badame to approve the minutes.  Seconded by 

Mayor Moore.  
 
VOTE: Motion passed unanimously. 
 
 
VERBAL COMMUNICATIONS 
 
The following individual spoke during verbal communications: 
 

1. Member of the Public 
 
OTHER BUSINESS 
 
2. Review, Provide Feedback, and Direction on the Proposed Policy for Technological 

Disruption of Remote Public Access During Council Meetings and Potential Revisions to the 
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SUBJECT: Draft Minutes of the Council Policy Committee Meeting of May 26, 2026 
 

Town Council Agenda Format and Rules Policy 
 
Wendy Wood, Town Clerk, presented the staff report. 
 
The committee discussed the item, asked questions, and provided feedback.  
 
The following individual spoke on this item: 
 

1. Member of the Public 
 
MOTION:     Motion by Council Member Badame to amend the Council meeting end time [in 

the Agenda Format and Rules Policy] to 11:00 p.m. Seconded by Mayor Moore. 
 
VOTE:  Motion passed unanimously. 
 
MOTION:     Motion by Council Member Badame to forward the Policy for Technological 

Disruption of Remote Public Access During Council Meetings to the Town Council 
for consideration and adoption with staff incorporating any edits which might 
include the Brown Act [discussion to consider changes regarding what the 
Town’s policy is if a single Council Member loses connection and quorum is 
maintained] and return with a final version for Council for approval. Seconded 
by Mayor Moore. 

 
VOTE:  Motion passed unanimously. 
 
 
ADJOURNMENT  
The meeting adjourned at approximately 5:27 p.m. 
 
 
This is to certify that the foregoing is a true  
and correct copy of the minutes of the 
May 26, 2026, meeting as approved by the Town 
Council Policy Committee. 

 
 
 
Wendy Wood, Town Clerk 
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PREPARED BY: Chris Constantin, Town Manager and Sai Kim, IT Director 
   
 

Reviewed by: Town Manager and Town Attorney 
   
 

110 E. Main Street Los Gatos, CA 95030 ● (408) 354-6832 
www.losgatosca.gov 

TOWN OF LOS GATOS                                          

COUNCIL POLICY COMMITTEE REPORT 

MEETING DATE: 08/25/2026 

ITEM NO: 2 

 
   

 

DATE:   August 25, 2026 

TO: Council Policy Committee 

FROM: Chris Constantin, Town Manager 

SUBJECT: Review and Provide Direction on a Proposed Artificial Intelligence Policy 
Framework 

 

RECOMMENDATION:  

Review and provide feedback on the proposed Artificial Intelligence Policy Framework and 
recommend forwarding the Framework to the Town Council for consideration and adoption. 
 
BACKGROUND: 

Artificial intelligence is increasingly being incorporated into many aspects of software, research 
tools, communications platforms, analytical systems, and operational technologies used by 
public agencies.  In many cities such as Los Gatos, the Microsoft 365 software suite includes AI 
capabilities for certain tasks.  Use of other tools, including free versions of commercial tools, 
are in use throughout many organizations without proper policies, training, and guidance.   
 
These tools can improve service delivery, expand staff capacity, increase accessibility, and 
reduce routine work.  They also can create issues if not properly guided and managed.  To 
reduce exposure in our organization, staff are working on creating the appropriate structure to 
leverage the benefits of AI tools and capabilities, and to moderate and place boundaries around 
how those tools and capabilities are used. 
 
Staff reviewed examples of practices from other cities as well as government and public sector 
guidance from the GovAI Coalition and National Institute of Standards and Technology to 
understand how other organizations, such as Los Gatos, could implement these types of tools 
while considering how to protect from misuse.  AI use in government is an emerging field, and 
most cities tend to be underdeveloped in how the tools should be properly used.  Thus, while 
we look at other practices, the approach for Los Gatos should be Los Gatos-focused and 
tailored to how we want to leverage these new tools. 
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SUBJECT: Review and Provide Direction on the Proposed Artificial Intelligence Policy 

Framework 
DATE:  August 25, 2026 
 
Staff developed the proposed Artificial Intelligence Policy Framework as a concise Council policy 
that establishes the Town's governing principles and boundaries for AI use. The Framework is 
intentionally technology neutral and does not establish detailed operating requirements.  The 
Framework is a balance between being too spare and overly broad in language to allow 
administrative policies and procedures to expand upon areas of the Policy Framework.  
Implementation would be addressed through administrative policies, procedures, and 
standards established by the Town Manager and supported by the IT Director.  Staff training on 
the Framework will be required, and a review of the tools the Town would authorize would 
consider the requirements of the Framework.   
 
Operational use of public safety technologies would continue to be governed by applicable law 
and Police Department policies and procedures, together with generally applicable Town 
requirements. The proposed Framework is included as Attachment 1, and supporting practices 
from other organizations are included in Attachment 2. 
 
DISCUSSION: 
 

Framework Approach 
The Framework is organized around seven policy pillars that substantially reflect the principal 
themes found in the municipal policies and other governance materials reviewed by staff.  The 
pillars include 
 

 Public Value and Workforce Augmentation,  

 Human Accountability and Oversight,  

 Privacy and Data Stewardship,  

 Security and Reliability,  

 Transparency and Trust,  

 Equity and Non-Discrimination, and  

 Legal Compliance.  
 
The Framework also establishes the respective governance roles of the Town Council, Town 
Manager, Town Attorney, and Information Technology Director and provides direction and 
boundaries for internal administrative policies and Townwide AI use.  The Framework also 
defines Artificial Intelligence and AI-Enabled Technology broadly enough to include AI 
functionality embedded within otherwise ordinary products, defines the threshold for a 
Consequential Town Decision or Action, establishes four prohibited use categories, and requires 
the Town Manager to review the Framework at least every two years and recommend 
amendments as needed. 
 
The central policy choice is to encourage responsible AI use while keeping consequential 
governmental authority with Town employees.  AI may assist with analysis, detection, alerts, 
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SUBJECT: Review and Provide Direction on the Proposed Artificial Intelligence Policy 

Framework 
DATE:  August 25, 2026 
 
monitoring, data collection, recommendations, and decision support, but those functions do 
not themselves constitute a final Town decision or action.  When AI contributes to a 
consequential Town decision or action, the decision or action remains subject to the human 
review, confirmation, and authorization required by applicable Town or departmental policy.  
 
The Framework also uses a proportionate disclosure standard so routine AI assistance does not 
require disclosure when an employee reviews the work, exercises independent judgment, and 
accepts responsibility for the result.  The disclosure standard reflects a deliberate policy choice. 
The City and County of San Francisco 2025 Generative AI Guidelines use a comparable tiered 
approach. Disclosure is not required for internal drafting or support. For public facing or 
sensitive work, the Guidelines require additional documentation, and individuals impacted by 
AI systems must receive direct notice when Generative AI substantially contributes to the work 
product. Other reviewed approaches are broader.  The 2023 Seattle Generative AI Policy 
required attribution when AI generated text was used substantively in a final product and for AI 
generated images and video, Los Altos Hills requires attribution whenever generated content is 
published, and Santa Cruz asks employees to indicate when AI contributed substantially to a 
work product.  Staff recommends proportionate standards and intends to provide more 
guidance in administrative policies and procedures which balance the extent of AI use with how 
the resulting output is used, interpreted, or relied upon by decision-makers and the public.  This 
allows staff to have a more thoughtful discussion and to provide staff a workable standard that 
can be implemented. 
 
 Prohibited Uses of AI 
The prohibited use section is intentionally technology neutral and establishes four broad 
boundaries.  The four areas address clear boundaries that are considered in other policies and 
industry guidance and are framed to be more applicable to our local government environment. 
 
AI may not independently make or carry out a consequential Town decision or action. A human 
must remain responsible for reviewing and authorizing such decisions or actions, a concept 
commonly described as keeping a human in the loop. Town staff should also confirm that 
information materially relied upon is sufficiently accurate and complete for the intended use.  
 
AI may not be used in a manner that results in unlawful discrimination, or that is deceptive, 
coercive, or intended to improperly manipulate an individual.  While this may seem obvious, it 
is important to establish a clear restriction that can be implemented through administrative 
policies, procedures, and guidelines designed to reduce the risk of these practices.  
 
AI may not be used to identify, monitor, classify, or profile individuals through automatic and 
continuous means unless the use is consistent with applicable law and authorized by applicable 
Town or departmental policy.  Portland expressly restricts surveillance or profiling outside 
lawful and approved purposes, while Santa Cruz addresses related risks through restrictions on 
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SUBJECT: Review and Provide Direction on the Proposed Artificial Intelligence Policy 

Framework 
DATE:  August 25, 2026 
 
unauthorized access, facial recognition, social scoring, and certain automated decisions.  For 
Los Gatos, the intent is to preserve lawful and authorized uses while establishing a clear policy 
boundary for uses that could affect privacy and civil liberties.  
 
AI may not be used to access, use, or disclose protected Town information except when 
authorized for an appropriate Town purpose and consistent with applicable law and Town or 
departmental policy.  These provisions address the underlying risks reflected in municipal 
policies such as San José, Portland, and Santa Cruz while allowing more specific technology and 
use restrictions to be established through Town administrative policies, Police Department 
policies and procedures, or other departmental requirements consistent with the Framework. 
Local government information is subject to public records, privacy, confidentiality, security, and 
other legal requirements.  Some Town information is protected from disclosure or restricted in 
use, so it should only be used with AI in a manner authorized for the information and the Town 
purpose involved.     
 

Comparison with AI Policies, Practices, and Guidance 
Staff reviewed the publicly available municipal AI policies and governance materials1. Although 
the documents vary in level of detail and organizational placement, the principal policy themes 
have many consistencies with the proposed Los Gatos Framework.  It should be noted that 
many of the cities and organizations that have AI policies are larger or intended for larger 
organizations. In addition, many cities do not have AI policies publicly available, indicating that 
many municipalities have not yet formally addressed AI governance through a Council-adopted 
policy. By adopting the proposed Framework, the Town of Los Gatos would take a proactive 
approach to AI governance and be among the municipalities beginning to establish a formal 
framework for the responsible use of AI.    
 
City of San José - Artificial Intelligence Policy 1.7.12: San José's policy is organized around 
effectiveness, transparency, equity, accountability, human-centered design, privacy, security 
and safety, and workforce empowerment. The Los Gatos Framework addresses these core 
governance subjects through its seven pillars and governance structure, although San José 
expressly includes workforce education and training within Workforce Empowerment. San José 
also requires AI reviews, vendor technical documentation, incident response, and sunset 
procedures. San José identifies specific prohibited uses, including real-time or covert biometric 
identification, emotion analysis, fully automated consequential decisions without meaningful 
human oversight, social scoring, and cognitive behavioral manipulation.  Los Gatos addresses 
the underlying concerns through broader prohibited use boundaries and its Human 
Accountability and Oversight pillar rather than adopting the same technology specific list. 
 
City of Sacramento – Artificial Intelligence Policy: Sacramento's citywide policy, effective 
January 2026, uses substantially the same core principles as San José and includes formal AI 

                                                           
1 Some of the best practices summaries utilized AI-assisted tools. 
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SUBJECT: Review and Provide Direction on the Proposed Artificial Intelligence Policy 

Framework 
DATE:  August 25, 2026 
 
review, human review of generative AI content, training, and specific privacy requirements for 
public safety employees. Los Gatos addresses the same underlying Council level concerns 
through employee accountability, review appropriate to the consequences of error, protection 
of sensitive information, and human confirmation of consequential actions.  Los Gatos also 
more explicitly preserves Police Department operational policies while maintaining generally 
applicable Town requirements. 
 
City of Anaheim – Administrative Regulation 158: Anaheim treats AI as a resource to support, 
rather than replace, human judgment and accountability.  Its regulation also addresses privacy 
and security, verification of AI output, transparency, bias, and department specific rules, and 
separately requires employee acknowledgment. The substantive governance concepts are 
reflected in the Los Gatos pillars, definitions, and prohibited uses. Employee acknowledgment, 
tool approval, and detailed data handling are administrative implementation measures that Los 
Gatos intends to address through administrative and technical standards. 
 
City of Santa Cruz - Artificial Intelligence Appropriate Use Policy: Santa Cruz emphasizes 
beneficial use, privacy and security, human oversight, accuracy, transparency, accountability, 
equity, continuous learning, and limits on fully automated consequential decisions.  Los Gatos 
addresses the same underlying concerns through broader requirements concerning human 
accountability, lawful and nondiscriminatory use, authorized identification and monitoring, and 
protection of Town information.  Santa Cruz also includes more specific requirements 
concerning public interaction, tool approval, employment uses, and IT risk review; those 
subjects can be addressed in the Town's administrative AI Use Policy and departmental 
procedures. 
 
Town of Los Altos Hills – Generative Artificial Intelligence Acceptable Use Policy: Los Altos 
Hills adopted a Council policy focused specifically on generative AI in February 2024.  It 
encourages innovation while requiring human responsibility, fact-checking, public records 
compliance, training, and attribution.  Los Gatos incorporates the same underlying 
accountability, reliability, transparency, legal compliance, and workforce principles, but is 
broader and technology neutral so that it remains applicable as AI becomes embedded in 
ordinary software and operational systems. 
 
City of Portland - BTS 4.04 Artificial Intelligence Use and Governance: Portland's 2026 
administrative rule identifies human-centered use, security and safety, privacy, transparency, 
equity, accountability, effectiveness, and workforce empowerment and applies a risk-based 
review model.  Portland also identifies specific prohibited uses addressing unlawful activity, 
unauthorized surveillance or profiling, automated consequential decisions without appropriate 
human review, manipulation, social scoring, and deceptive content.  These risks are also 
covered by Los Gatos's broader prohibited use boundaries.  Portland's procurement, vendor 
documentation, risk-model, risk assessment, and operational oversight requirements, together 
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SUBJECT: Review and Provide Direction on the Proposed Artificial Intelligence Policy 

Framework 
DATE:  August 25, 2026 
 
with its use of inventories or summaries of approved uses as transparency mechanisms, 
illustrate the type of implementation detail that the Los Gatos Framework would delegate to 
administrative policy. 
 
City of Boston - Generative Artificial Intelligence Policy: Boston places ultimate responsibility 
for AI-assisted work on employees, requires training, identifies unacceptable uses, and 
supplements its policy with separate resources including use-case guidance, an FAQ, an AI 
inventory, and data security guidance.  Los Gatos takes the same general approach of 
supporting productive use while retaining human accountability and using separate 
administrative controls for implementation. 
 

Alignment with Broader Government and Public Sector Practices 
The proposed Framework is also aligned with the broader guidance reviewed by staff. NIST AI 
Risk Management Framework 1.0 emphasizes valid and reliable systems, safety, security and 
resilience, accountability and transparency, privacy, fairness, and risk-based governance. The 
GovAI Coalition template uses substantially the same principles and contemplates supporting 
implementation tools and procedures, including AI review, vendor technical documentation, 
incident response, and an AI Governance Manual.  California Department of Technology 
guidance likewise addresses risk assessment, privacy, security, procurement, inventory, 
acceptable use, and workforce training. These materials support the Town's approach of 
establishing durable Council principles while reserving operational controls for administrative 
implementation. 
 
California Department of Technology Letter 25-01 establishes Generative AI requirements for 
State entities and is used here as a public sector benchmark rather than as a Town mandate. 
The Framework's Legal Compliance pillar requires compliance with applicable law, and the 
Town Attorney will advise on legal requirements as implementation proceeds. Implementing 
administrative policies and procedures should include verification of compliance with 
applicable State and federal law. 
 
CONCLUSION: 
 
The proposed Artificial Intelligence Policy Framework provides a concise and durable Council-
level foundation for the Town's use of AI.  The Framework incorporates the principal policy 
elements found in the municipal policies and broader best-practice materials reviewed by staff. 
Staff does not recommend adding additional operational detail to the Council Framework and 
recommends that the Council Policy Committee review the Framework, provide any desired 
feedback, and recommend forwarding it to the Town Council for consideration and adoption by 
Resolution. 
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SUBJECT: Review and Provide Direction on the Proposed Artificial Intelligence Policy 

Framework 
DATE:  August 25, 2026 
 
COORDINATION: 
 
The framework was reviewed by Town department heads and amendments were made based 
on their input.  Prior to final Town Council consideration, staff will continue coordination with 
the Town Attorney, Information Technology, Human Resources, and Police Department 
regarding implementation of the Framework.  Staff will confirm with the Town Attorney the 
Town's obligations under applicable California artificial intelligence legislation and under the 
Meyers-Milias-Brown Act, including any notice or meet and confer obligations arising from the 
introduction of AI-enabled technologies, and will provide notice to recognized employee 
organizations as appropriate. 
 
Attachments: 
1. Artificial Intelligence Policy Framework 
2. AI Practices and Policy Reference Compilation 
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ARTIFICIAL INTELLIGENCE POLICY FRAMEWORK 

 

PURPOSE: The Town of Los Gatos supports the responsible use of artificial intelligence to augment employee 
capabilities, improve service delivery and accessibility, enhance the quality and timeliness of Town work, and 
reduce routine administrative activity so employees can focus on work requiring human judgment, expertise, and 
public service. AI shall be used lawfully, securely, transparently, equitably, and accountably while protecting 
resident and employee privacy. This Framework establishes governing principles for the Town's use of AI and AI 
enabled functionality and is not intended to establish technology specific operating requirements or approval 
processes. Operational use of public safety technologies, including AI enabled technologies, shall be governed 
by applicable law and Police Department policies and procedures, together with generally applicable Town 
requirements. Other Town uses of AI shall be governed by administrative policies, procedures, and standards 
established by the Town Manager. 

 

POLICY PILLARS 

Public Value and 
Workforce 
Augmentation 

AI will be used to improve public service and support employees in performing work and taking actions 
that require human judgment and expertise. 

Human 
Accountability 
and Oversight 

Employees remain responsible and accountable for work and actions supported by AI. AI and AI 
enabled technologies may assist with analysis, detection, alerts, monitoring, data collection, 
recommendations, and decision support. These functions do not themselves constitute a final Town 
decision or action. When AI generated or AI assisted information contributes to a Consequential Town 
Decision or Action, the decision or action must be subject to the human review, confirmation, and 
authorization required by applicable Town or departmental policy. AI shall not independently exercise 
authority reserved to an authorized Town employee. 

Privacy and Data 
Stewardship 

Personal, confidential, privileged, law enforcement sensitive, and personally identifiable information may 
be used with AI and AI enabled technologies only when authorized for an appropriate Town purpose and 
consistent with applicable law and Town or departmental policy. AI shall not be used in ways that 
compromise protected Town information. 

Security and 
Reliability 

AI and AI enabled technologies shall be used in accordance with applicable Town and departmental 
policies, procedures, security requirements, and authorization processes. Employees shall appropriately 
review and verify AI generated information based on the purpose of the use and the reasonably 
foreseeable consequences of error. Administrative and departmental policies may establish additional 
controls appropriate to particular technologies, information, activities, or risks. 

Transparency & 
Trust 

The Town will disclose AI use when AI materially contributes to a Consequential Town Decision or 
Action, or when AI generated content is otherwise authorized to be presented to the public without 
substantive human review and verification. Disclosure is not required for research, analysis, drafting, 
summarization, translation, clerical, editorial, formatting, or other assistance when a Town employee 
reviews the resulting work, exercises independent judgment, and accepts responsibility for the final work 
product or action. 

Equity & Non 
Discrimination 

The Town will not use AI in a manner that results in unlawful discrimination. When AI materially 
contributes to a Consequential Town Decision or Action affecting a person, applicable Town or 
departmental policies shall provide for appropriate human review and safeguards, taking into 
consideration the nature and risk of the use, including reasonably foreseeable concerns regarding 
accuracy, accessibility, data quality, consistency, or inequitable effects. 

Legal 
Compliance 

The Town will comply with applicable laws and regulations, and the Town Attorney will advise on legal 
compliance. Nothing in this Framework supersedes or creates an additional approval requirement 
beyond an otherwise applicable statutory, Council approved, administrative, or departmental policy or 
procedure. The Town Manager will review this Framework at least every two years and recommend 
amendments to the Town Council as needed. 

ATTACHMENT 1 
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GOVERNANCE STRUCTURE 

Town Council Town Manager Town Attorney IT Director 

Adopts the AI Policy 
Framework and establishes the 

governing principles and 
boundaries for the Town use of 

artificial intelligence. 

Approves and administers Town 
administrative policies, 

procedures, and standards 
governing AI uses consistent with 

the AI Policy Framework. 

Advises on legal compliance, 
privacy, civil rights, public 
records, employment, law 

enforcement, contracting, and 
other legal issues associated 

with AI systems and uses. 

Establishes security and technical 
standards for AI and AI enabled 

technologies under existing Town 
authority and coordinates technical 

implementation consistent with 
applicable administrative and 

departmental policies. 

 

DEFINITIONS 

Artificial Intelligence (AI) 
and AI Enabled Technology 

A machine based system that, for a given set of human defined objectives, 
makes predictions, recommendations, or decisions influencing real or virtual 
environments, and any software, hardware, service, system, or process that 
operates in whole or in part using such a system, including AI functionality 
embedded within a product acquired or operated for another primary purpose. 

Consequential Town 
Decision or Action 

A Town decision or action that determines, denies, conditions, or materially 
affects a person's rights, benefits, employment, eligibility, licensing, enforcement 
exposure, safety, or access to Town services, or that commits the Town to a 
legal or financial obligation. 

PROHIBITED USES 

The Town will not use AI or AI enabled technologies: 
 

1. To independently make or carry out a Consequential Town Decision or Action without the human review, 
confirmation, and authorization required by applicable law or Town or departmental policy.  

2. In a manner that results in unlawful discrimination or is deceptive, coercive, or intended to improperly 
manipulate an individual.  

3. To identify, monitor, classify, or profile individuals through automatic and continuous means unless the use 
is consistent with applicable law and authorized by applicable Town or departmental policy.  

4. To access, use, or disclose protected Town information except when authorized for an appropriate Town 
purpose and consistent with applicable law and Town or departmental policy.  

 
More specific restrictions may be established through Town administrative policies, Police Department policies and 
procedures, or other departmental requirements consistent with this Framework. 
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Artificial Intelligence (AI) Policy

[Agency] 

I. Purpose

This policy establishes a comprehensive, yet flexible, governance structure for AI systems 
used by, or on behalf of, the [Agency]. This policy enables the [Agency] to use AI systems for 
the benefit of the community while safeguarding against potential harms.

The key objectives of the AI Policy are to:

 Provide guidance that is clear, easy to follow, and supports decision-making for the staff
(full-time, part-time), interns, consultants, contractors, partners, and volunteers who
may be purchasing, configuring, developing, operating, or maintaining the [Agency’s] AI
systems or leveraging AI systems to provide services to the [Agency].

 Ensure that when using AI systems, the [Agency] or those operating on its behalf,
adhere to the Guiding Principles that represent values with regards to how AI systems
are purchased, configured, developed, operated, or maintained.

 Define roles and responsibilities related to the [Agency’s] usage of AI systems.

 Establish and maintain processes to assess and manage risks and values presented by AI
systems used by the [Agency];

 Align the governance of AI systems with existing data governance, security, and privacy
measures in accordance with the [Agency’s Information Security Policy] and [Agency’s
Data Governance Policy].

 Define prohibited uses of AI systems;

 Establish “sunset” procedures to safely retire AI systems that no longer meet the needs
of the [Agency];

 Define how AI systems may be used for legitimate [Agency] purposes in accordance
with applicable local, state, and federal laws, and existing agency policies.

The [Agency] defines “artificial intelligence” or “AI” to be a machine-based system that can, for 
a given set of human-defined objectives, make predictions, recommendations, or decisions 
influencing real or virtual environments.1 AI systems use machine- and human-based inputs to 
perceive real and virtual environments; abstract such perceptions into models through analysis 
in an automated manner; and use model inference to formulate options for information or 
action.

1 Definition from 15 U.S.C. 9401(3)  .  
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The [Agency] defines an “AI system” to be any data system, software, hardware, application, 
tool, or utility that operates in whole or in part using AI.

The [Agency’s] AI systems and the data contained therein will be purchased, configured, 
developed, operated, and maintained using the [Agency’s] [AI Governance Manual, or 
applicable handbook].

II. Scope

This policy applies to:

1. All AI systems deployed by the [Agency] or on the [Agency’s] behalf; and

2. Staff (full-time, part-time), interns, consultants, contractors, partners, and volunteers 
who may be purchasing, configuring, developing, operating, or maintaining the 
[Agency’s] AI systems or who may be leveraging AI systems to provide services to the 
[Agency].

III. Guiding Principles for Responsible AI Systems

These principles describe the [Agency’s] values with regards to how AI systems are 
purchased, configured, developed, operated, or maintained. 

1. Human-Centered Design: AI systems are developed and deployed with a human-
centered approach that evaluates AI powered services for their impact on the public.

2. Security & Safety: AI systems maintain confidentiality, integrity, and availability 
through safeguards that prevent unauthorized access and use. Implementation of AI 
systems is reliable and safe, and minimizes risks to individuals, society, and the 
environment.

3. Privacy: Privacy is preserved in all AI systems by safeguarding personally identifiable 
information (PII) and sensitive data from unauthorized access, disclosure, and 
manipulation.

4. Transparency: The purpose and use of AI systems is proactively communicated and 
disclosed to the public. An AI system, its data sources, operational model, and policies 
that govern its use are understandable and documented.

5. Equity: AI systems support equitable outcomes for everyone. Bias in AI systems is 
effectively managed with the intention of reducing harm for anyone impacted by its use.

6. Accountability: Roles and responsibilities govern the deployment and maintenance of 
AI systems, and human oversight ensures adherence to relevant laws and regulations.

7. Effectiveness: AI systems are reliable, meet their objectives, and deliver precise and 
dependable outcomes for the utility and contexts in which they are deployed.
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8. Workforce Empowerment: Staff are empowered to use AI in their roles through 
education, training, and collaborations that promote participation and opportunity.

IV. Roles & Responsibilities

Several roles are responsible for enforcing this policy, outlined below.

 The [Chief Information Officer (CIO), or equivalent] is responsible for directing 
[Agency] technology resources, policies, projects, services, and coordinating the same 
with other [Agency] departments. The [CIO, or equivalent] shall designate the [Chief 
Information Security Officer (CISO), or equivalent] to actively ensure AI systems are 
used in accordance with the [Agency Information and System Security Policy, or 
applicable policy]. The [CIO, or equivalent] shall also designate the [Chief AI Officer 
(CAIO), or equivalent]. 

 The [CAIO, or equivalent] is responsible for ensuring that the [Agency’s] use of AI 
systems is done so in accordance with this policy and the [other related Agency policy].

 The [CISO, or equivalent] is responsible for overseeing the enterprise security 
infrastructure, cybersecurity operations, updating security policies, procedures, 
standards, guidelines, and monitoring policy compliance. 

 The [Chief Privacy Officer (CPO), or equivalent] is responsible for overseeing the 
enterprise digital privacy practices, data processing practices, and responsible usage 
of technology in compliance with the [Agency Privacy Policy, or applicable policy].  

 [Agency] departments are responsible for following this policy and following 
updates to this policy and the [AI Governance Manual, or applicable policy], and 
shall check compliance with these documents at least annually.

 The [CIO or designee, or equivalent] shall notify [Agency] departments when an 
update to this policy or the [AI Governance Manual, or applicable policy] is released.

 The [Attorney’s Office, or equivalent] is responsible for advising of any legal issues 
or risks associated with AI systems usage by or on behalf of [Agency] departments.

 The [Executive Office or designee, or equivalent] may, at its discretion, inspect the 
usage of AI systems and require a department to alter or cease its usage of AI 
systems or a partner’s usage of AI systems on behalf of the department.

 The [Finance Department – Purchasing Office, or equivalent] is responsible for 
overseeing the procurement of AI systems in alignment with existing IT 
procurement and governance processes and requiring vendors to comply with 
[Agency] policy standards through contractual agreements.

V. Policy

When purchasing, configuring, developing, operating, or maintaining AI systems, the [Agency] 

Attachment 2 - 3

Page 16

ITEM NO. 2.



    4

will: 

1. Uphold the Guiding Principles for Responsible AI Systems;

2. Conduct an AI Review to assess the potential risk of AI systems. The [CAIO, or 
equivalent] is responsible for coordinating review of AI systems used by the [Agency] as 
detailed in the [AI Governance Manual, or applicable policy];

3. Obtain technical documentation about AI systems using the AI FactSheet or create 
equivalent documentation if internally developing the AI system. The [Finance 
Department, Purchasing Office, or equivalent] is responsible for requiring vendors to 
complete the AI FactSheet;

4. Require contractors to comply with the [Requirements for AI Systems, or applicable 
legal addendum] overseen by the [Finance Department, Purchasing Office or 
equivalent]; and

5. In the event of an incident involving the use of the AI system, the [Agency] will follow 
an Incident Response Plan as detailed in the [AI Incident Response Plan, or equivalent]. 
The [CISO, or equivalent] is responsible for overseeing the security practices of AI 
systems used by or on behalf of [Agency] departments.

Prohibited Uses

The use of certain AI systems is prohibited due to the sensitive nature of the information 
processed and severe potential risk. This includes the following prohibited purposes:

 [Real-time and covert biometric identification.]

 Classification of human facial or body movements into certain emotions or sentiment 
with the use of computer vision techniques or emotion analysis. (e.g., positive, negative, 
neutral, happy, angry, nervous).]

 [Fully automated decisions that do not require any meaningful human oversight but 
substantially impact individuals.]

 [Social scoring, or the use of AI systems to track and classify individuals based on their 
behaviors, socioeconomic status, or personal characteristics.] 

 [Cognitive behavioral manipulation of people or specific vulnerable groups.]

 [Autonomous weapons systems.]

If [Agency] staff become aware of an instance where an AI system has caused harm, staff must 
report the instance to their supervisor and the [CAIO, or equivalent].

Sunset Procedures
If an AI system operated by the [Agency] or on its behalf ceases to provide a positive utility to 
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the [Agency’s] residents as determined by the [CAIO, or equivalent], then the use of that AI 
system must be halted unless express exception is provided by the [City Manager or City 
Council, or equivalents]. If the abrupt cessation of the use of that AI system would significantly 
disrupt the delivery of [Agency] services, usage of the AI system shall be gradually phased out 
over time. 

Public Records
The [Agency] is subject to the [applicable public records act policy]. [Agency] staff must follow 
all current procedures for records retention and disclosure. 

Policy Enforcement
All employees and agents of the [Agency], whether permanent or temporary, interns, 
volunteers, contractors, consultants, vendors, and other third parties operating AI systems on 
behalf of the [Agency] are required to abide by this Policy and the associated [AI Governance 
Manual, or applicable policy].

VI. Violations of the AI Policy

Violations of any section of the AI Policy, including failure to comply with the [Agency’s] [AI 
Governance Manual, or applicable handbook], may be subject to disciplinary action, up to 
and including termination. Violations made by a third party while operating an AI system on 
behalf of the [Agency] may result in a breach of contract and/or pursuit of damages. 
Infractions that violate local, state, federal or international law may be remanded to the 
proper authorities.

VII. Exceptions (optional)

Staff, as described in the scope of this policy, must adhere to all controls outlined in this 
policy document unless a specific documented exception is explicitly granted by [CAIO, or 
equivalent].  Policy violations that have not been formally documented as an exception will 
be treated as a security incident in accordance with [Agency] policy. [Agency] staff or 
Departments may encounter emergency situations that necessitate the immediate use of AI 
tools or technologies.  In these circumstances, each incident use case must obtain 
documented approval via the [Department Director, or equivalent] prior to use. In such 
situations, the [Department, staff or equivalent] must submit the [Department] approved use 
case to the [CAIO, or equivalent] for review within [30 days, or other duration] of the 
incident.

Restricted Platform Alternatives (optional)
In the event that the [Agency] restricts access to certain AI platforms, whenever practicable, the 
[Agency] will provide a URL redirect to a [Agency intranet website] that will provide the 
employee with alternative AI platforms which have been vetted and approved by the [Agency] 
for use. 

The purpose of this policy is to help prevent the exfiltration of [Agency] data to personal 
devices which would violate [Agency Acceptable Use Policies, Privacy Policy, Information 
Security Policy]. This approach allows employees to choose amongst various platforms which 
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meet applicable privacy and security standards established by the [Agency] to facilitate 
productivity.

The [CISO, or equivalent] will designate a department to perform regular assessments of AI 
platforms and to regularly monitor such platforms so that the [Agency] can restrict and remove 
access in the event of a security or privacy incident.

VIII. Terms & Definitions

Artificial Intelligence: “Artificial intelligence” or “AI” to be a machine-based system that can, 
for a given set of human-defined objectives, make predictions, recommendations, or decisions 
influencing real or virtual environments. Artificial intelligence systems use machine- and 
human-based inputs to perceive real and virtual environments; abstract such perceptions into 
models through analysis in an automated manner; and use model inference to formulate 
options for information or action.

Algorithm: A series of logical steps through which an agent (typically a computer or software 
program) turns particular inputs into particular outputs. 

AI system: Any system, software, sensor, or process that automatically generates outputs 
including, but not limited to, predictions, recommendations, or decisions that augment or 
replace human decision-making. This extends to software, hardware, algorithms, and data 
generated by these systems, used to automate large-scale processes or analyze large data sets. 

Additional terms and definitions are provided in the AI Governance Manual. 

IX. Acknowledgement

This policy was developed through the coordinated efforts of thousands in the GovAI Coalition 
who empower governments to leverage AI for the public good. 

Approved:

[Chief Information Officer or 
equivalent]

Date

Approved for posting:

[Director of Employee Relations 
Director of Human Resources, or 
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Date
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Certain commercial entities, equipment, or materials may be identified in this document in order to describe 
an experimental procedure or concept adequately. Such identification is not intended to imply recommenda-
tion or endorsement by the National Institute of Standards and Technology, nor is it intended to imply that 
the entities, materials, or equipment are necessarily the best available for the purpose. 

This publication is available free of charge from: https://doi.org/10.6028/NIST.AI.100-1

Update Schedule and Versions

The Artificial Intelligence Risk Management Framework (AI RMF) is intended to be a living document.

NIST will review the content and usefulness of the Framework regularly to determine if an update is appro-
priate; a review with formal input from the AI community is expected to take place no later than 2028. The
Framework will employ a two-number versioning system to track and identify major and minor changes. The
first number will represent the generation of the AI RMF and its companion documents (e.g., 1.0) and will
change only with major revisions. Minor revisions will be tracked using “.n” after the generation number
(e.g., 1.1). All changes will be tracked using a Version Control Table which identifies the history, including
version number, date of change, and description of change. NIST plans to update the AI RMF Playbook
frequently. Comments on the AI RMF Playbook may be sent via email to AIframework@nist.gov at any time
and will be reviewed and integrated on a semi-annual basis.
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Executive Summary
Artificial intelligence (AI) technologies have significant potential to transform society and
people’s lives – from commerce and health to transportation and cybersecurity to the envi-
ronment and our planet. AI technologies can drive inclusive economic growth and support
scientific advancements that improve the conditions of our world. AI technologies, how-
ever, also pose risks that can negatively impact individuals, groups, organizations, commu-
nities, society, the environment, and the planet. Like risks for other types of technology, AI
risks can emerge in a variety of ways and can be characterized as long- or short-term, high-
or low-probability, systemic or localized, and high- or low-impact.

The AI RMF refers to an AI system as an engineered or machine-based system that
can, for a given set of objectives, generate outputs such as predictions, recommenda-
tions, or decisions influencing real or virtual environments. AI systems are designed
to operate with varying levels of autonomy (Adapted from: OECD Recommendation
on AI:2019; ISO/IEC 22989:2022).

While there are myriad standards and best practices to help organizations mitigate the risks
of traditional software or information-based systems, the risks posed by AI systems are in
many ways unique (See Appendix B). AI systems, for example, may be trained on data that
can change over time, sometimes significantly and unexpectedly, affecting system function-
ality and trustworthiness in ways that are hard to understand. AI systems and the contexts
in which they are deployed are frequently complex, making it difficult to detect and respond
to failures when they occur. AI systems are inherently socio-technical in nature, meaning
they are influenced by societal dynamics and human behavior. AI risks – and benefits –
can emerge from the interplay of technical aspects combined with societal factors related
to how a system is used, its interactions with other AI systems, who operates it, and the
social context in which it is deployed.

These risks make AI a uniquely challenging technology to deploy and utilize both for orga-
nizations and within society. Without proper controls, AI systems can amplify, perpetuate,
or exacerbate inequitable or undesirable outcomes for individuals and communities. With
proper controls, AI systems can mitigate and manage inequitable outcomes.

AI risk management is a key component of responsible development and use of AI sys-
tems. Responsible AI practices can help align the decisions about AI system design, de-
velopment, and uses with intended aim and values. Core concepts in responsible AI em-
phasize human centricity, social responsibility, and sustainability. AI risk management can
drive responsible uses and practices by prompting organizations and their internal teams
who design, develop, and deploy AI to think more critically about context and potential
or unexpected negative and positive impacts. Understanding and managing the risks of AI
systems will help to enhance trustworthiness, and in turn, cultivate public trust.
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Social responsibility can refer to the organization’s responsibility “for the impacts
of its decisions and activities on society and the environment through transparent
and ethical behavior” (ISO 26000:2010). Sustainability refers to the “state of the
global system, including environmental, social, and economic aspects, in which the
needs of the present are met without compromising the ability of future generations
to meet their own needs” (ISO/IEC TR 24368:2022). Responsible AI is meant to
result in technology that is also equitable and accountable. The expectation is that
organizational practices are carried out in accord with “professional responsibility,”
defined by ISO as an approach that “aims to ensure that professionals who design,
develop, or deploy AI systems and applications or AI-based products or systems,
recognize their unique position to exert influence on people, society, and the future
of AI” (ISO/IEC TR 24368:2022).

As directed by the National Artificial Intelligence Initiative Act of 2020 (P.L. 116-283),
the goal of the AI RMF is to offer a resource to the organizations designing, developing,
deploying, or using AI systems to help manage the many risks of AI and promote trustwor-
thy and responsible development and use of AI systems. The Framework is intended to be
voluntary, rights-preserving, non-sector-specific, and use-case agnostic, providing flexibil-
ity to organizations of all sizes and in all sectors and throughout society to implement the
approaches in the Framework.

The Framework is designed to equip organizations and individuals – referred to here as
AI actors – with approaches that increase the trustworthiness of AI systems, and to help
foster the responsible design, development, deployment, and use of AI systems over time.
AI actors are defined by the Organisation for Economic Co-operation and Development
(OECD) as “those who play an active role in the AI system lifecycle, including organiza-
tions and individuals that deploy or operate AI” [OECD (2019) Artificial Intelligence in
Society—OECD iLibrary] (See Appendix A).

The AI RMF is intended to be practical, to adapt to the AI landscape as AI technologies
continue to develop, and to be operationalized by organizations in varying degrees and
capacities so society can benefit from AI while also being protected from its potential
harms.

The Framework and supporting resources will be updated, expanded, and improved based
on evolving technology, the standards landscape around the world, and AI community ex-
perience and feedback. NIST will continue to align the AI RMF and related guidance with
applicable international standards, guidelines, and practices. As the AI RMF is put into
use, additional lessons will be learned to inform future updates and additional resources.

The Framework is divided into two parts. Part 1 discusses how organizations can frame
the risks related to AI and describes the intended audience. Next, AI risks and trustworthi-
ness are analyzed, outlining the characteristics of trustworthy AI systems, which include
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valid and reliable, safe, secure and resilient, accountable and transparent, explainable and
interpretable, privacy enhanced, and fair with their harmful biases managed.

Part 2 comprises the “Core” of the Framework. It describes four specific functions to help
organizations address the risks of AI systems in practice. These functions – GOVERN,
MAP, MEASURE, and MANAGE – are broken down further into categories and subcate-
gories. While GOVERN applies to all stages of organizations’ AI risk management pro-
cesses and procedures, the MAP, MEASURE, and MANAGE functions can be applied in AI
system-specific contexts and at specific stages of the AI lifecycle.

Additional resources related to the Framework are included in the AI RMF Playbook,
which is available via the NIST AI RMF website:
https://www.nist.gov/itl/ai-risk-management-framework.

Development of the AI RMF by NIST in collaboration with the private and public sec-
tors is directed and consistent with its broader AI efforts called for by the National AI
Initiative Act of 2020, the National Security Commission on Artificial Intelligence recom-
mendations, and the Plan for Federal Engagement in Developing Technical Standards and
Related Tools. Engagement with the AI community during this Framework’s development
– via responses to a formal Request for Information, three widely attended workshops,
public comments on a concept paper and two drafts of the Framework, discussions at mul-
tiple public forums, and many small group meetings – has informed development of the AI
RMF 1.0 as well as AI research and development and evaluation conducted by NIST and
others. Priority research and additional guidance that will enhance this Framework will be
captured in an associated AI Risk Management Framework Roadmap to which NIST and
the broader community can contribute.
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Part 1: Foundational Information

1. Framing Risk

AI risk management offers a path to minimize potential negative impacts of AI systems,
such as threats to civil liberties and rights, while also providing opportunities to maximize
positive impacts. Addressing, documenting, and managing AI risks and potential negative
impacts effectively can lead to more trustworthy AI systems.

1.1 Understanding and Addressing Risks, Impacts, and Harms

In the context of the AI RMF, risk refers to the composite measure of an event’s probability
of occurring and the magnitude or degree of the consequences of the corresponding event.
The impacts, or consequences, of AI systems can be positive, negative, or both and can
result in opportunities or threats (Adapted from: ISO 31000:2018). When considering the
negative impact of a potential event, risk is a function of 1) the negative impact, or magni-
tude of harm, that would arise if the circumstance or event occurs and 2) the likelihood of
occurrence (Adapted from: OMB Circular A-130:2016). Negative impact or harm can be
experienced by individuals, groups, communities, organizations, society, the environment,
and the planet.

“Risk management refers to coordinated activities to direct and control an organiza-
tion with regard to risk” (Source: ISO 31000:2018).

While risk management processes generally address negative impacts, this Framework of-
fers approaches to minimize anticipated negative impacts of AI systems and identify op-
portunities to maximize positive impacts. Effectively managing the risk of potential harms
could lead to more trustworthy AI systems and unleash potential benefits to people (individ-
uals, communities, and society), organizations, and systems/ecosystems. Risk management
can enable AI developers and users to understand impacts and account for the inherent lim-
itations and uncertainties in their models and systems, which in turn can improve overall
system performance and trustworthiness and the likelihood that AI technologies will be
used in ways that are beneficial.

The AI RMF is designed to address new risks as they emerge. This flexibility is particularly
important where impacts are not easily foreseeable and applications are evolving. While
some AI risks and benefits are well-known, it can be challenging to assess negative impacts
and the degree of harms. Figure 1 provides examples of potential harms that can be related
to AI systems.

AI risk management efforts should consider that humans may assume that AI systems work
– and work well – in all settings. For example, whether correct or not, AI systems are
often perceived as being more objective than humans or as offering greater capabilities
than general software.
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Fig. 1. Examples of potential harms related to AI systems. Trustworthy AI systems and their
responsible use can mitigate negative risks and contribute to benefits for people, organizations, and
ecosystems.

1.2 Challenges for AI Risk Management

Several challenges are described below. They should be taken into account when managing
risks in pursuit of AI trustworthiness.

1.2.1 Risk Measurement

AI risks or failures that are not well-defined or adequately understood are difficult to mea-
sure quantitatively or qualitatively. The inability to appropriately measure AI risks does not
imply that an AI system necessarily poses either a high or low risk. Some risk measurement
challenges include:

Risks related to third-party software, hardware, and data: Third-party data or systems
can accelerate research and development and facilitate technology transition. They also
may complicate risk measurement. Risk can emerge both from third-party data, software or
hardware itself and how it is used. Risk metrics or methodologies used by the organization
developing the AI system may not align with the risk metrics or methodologies uses by
the organization deploying or operating the system. Also, the organization developing
the AI system may not be transparent about the risk metrics or methodologies it used. Risk
measurement and management can be complicated by how customers use or integrate third-
party data or systems into AI products or services, particularly without sufficient internal
governance structures and technical safeguards. Regardless, all parties and AI actors should
manage risk in the AI systems they develop, deploy, or use as standalone or integrated
components.

Tracking emergent risks: Organizations’ risk management efforts will be enhanced by
identifying and tracking emergent risks and considering techniques for measuring them.
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AI system impact assessment approaches can help AI actors understand potential impacts
or harms within specific contexts.

Availability of reliable metrics: The current lack of consensus on robust and verifiable
measurement methods for risk and trustworthiness, and applicability to different AI use
cases, is an AI risk measurement challenge. Potential pitfalls when seeking to measure
negative risk or harms include the reality that development of metrics is often an institu-
tional endeavor and may inadvertently reflect factors unrelated to the underlying impact. In
addition, measurement approaches can be oversimplified, gamed, lack critical nuance, be-
come relied upon in unexpected ways, or fail to account for differences in affected groups
and contexts.

Approaches for measuring impacts on a population work best if they recognize that contexts
matter, that harms may affect varied groups or sub-groups differently, and that communities
or other sub-groups who may be harmed are not always direct users of a system.

Risk at different stages of the AI lifecycle: Measuring risk at an earlier stage in the AI
lifecycle may yield different results than measuring risk at a later stage; some risks may
be latent at a given point in time and may increase as AI systems adapt and evolve. Fur-
thermore, different AI actors across the AI lifecycle can have different risk perspectives.
For example, an AI developer who makes AI software available, such as pre-trained mod-
els, can have a different risk perspective than an AI actor who is responsible for deploying
that pre-trained model in a specific use case. Such deployers may not recognize that their
particular uses could entail risks which differ from those perceived by the initial developer.
All involved AI actors share responsibilities for designing, developing, and deploying a
trustworthy AI system that is fit for purpose.

Risk in real-world settings: While measuring AI risks in a laboratory or a controlled
environment may yield important insights pre-deployment, these measurements may differ
from risks that emerge in operational, real-world settings.

Inscrutability: Inscrutable AI systems can complicate risk measurement. Inscrutability
can be a result of the opaque nature of AI systems (limited explainability or interpretabil-
ity), lack of transparency or documentation in AI system development or deployment, or
inherent uncertainties in AI systems.

Human baseline: Risk management of AI systems that are intended to augment or replace
human activity, for example decision making, requires some form of baseline metrics for
comparison. This is difficult to systematize since AI systems carry out different tasks – and
perform tasks differently – than humans.
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1.2.2 Risk Tolerance

While the AI RMF can be used to prioritize risk, it does not prescribe risk tolerance. Risk
tolerance refers to the organization’s or AI actor’s (see Appendix A) readiness to bear the
risk in order to achieve its objectives. Risk tolerance can be influenced by legal or regula-
tory requirements (Adapted from: ISO GUIDE 73). Risk tolerance and the level of risk that
is acceptable to organizations or society are highly contextual and application and use-case
specific. Risk tolerances can be influenced by policies and norms established by AI sys-
tem owners, organizations, industries, communities, or policy makers. Risk tolerances are
likely to change over time as AI systems, policies, and norms evolve. Different organiza-
tions may have varied risk tolerances due to their particular organizational priorities and
resource considerations.

Emerging knowledge and methods to better inform harm/cost-benefit tradeoffs will con-
tinue to be developed and debated by businesses, governments, academia, and civil society.
To the extent that challenges for specifying AI risk tolerances remain unresolved, there may
be contexts where a risk management framework is not yet readily applicable for mitigating
negative AI risks.

The Framework is intended to be flexible and to augment existing risk practices
which should align with applicable laws, regulations, and norms. Organizations
should follow existing regulations and guidelines for risk criteria, tolerance, and
response established by organizational, domain, discipline, sector, or professional
requirements. Some sectors or industries may have established definitions of harm or
established documentation, reporting, and disclosure requirements. Within sectors,
risk management may depend on existing guidelines for specific applications and
use case settings. Where established guidelines do not exist, organizations should
define reasonable risk tolerance. Once tolerance is defined, this AI RMF can be used
to manage risks and to document risk management processes.

1.2.3 Risk Prioritization

Attempting to eliminate negative risk entirely can be counterproductive in practice because
not all incidents and failures can be eliminated. Unrealistic expectations about risk may
lead organizations to allocate resources in a manner that makes risk triage inefficient or
impractical or wastes scarce resources. A risk management culture can help organizations
recognize that not all AI risks are the same, and resources can be allocated purposefully.
Actionable risk management efforts lay out clear guidelines for assessing trustworthiness
of each AI system an organization develops or deploys. Policies and resources should be
prioritized based on the assessed risk level and potential impact of an AI system. The extent
to which an AI system may be customized or tailored to the specific context of use by the
AI deployer can be a contributing factor.
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When applying the AI RMF, risks which the organization determines to be highest for the
AI systems within a given context of use call for the most urgent prioritization and most
thorough risk management process. In cases where an AI system presents unacceptable
negative risk levels – such as where significant negative impacts are imminent, severe harms
are actually occurring, or catastrophic risks are present – development and deployment
should cease in a safe manner until risks can be sufficiently managed. If an AI system’s
development, deployment, and use cases are found to be low-risk in a specific context, that
may suggest potentially lower prioritization.

Risk prioritization may differ between AI systems that are designed or deployed to directly
interact with humans as compared to AI systems that are not. Higher initial prioritization
may be called for in settings where the AI system is trained on large datasets comprised of
sensitive or protected data such as personally identifiable information, or where the outputs
of the AI systems have direct or indirect impact on humans. AI systems designed to interact
only with computational systems and trained on non-sensitive datasets (for example, data
collected from the physical environment) may call for lower initial prioritization. Nonethe-
less, regularly assessing and prioritizing risk based on context remains important because
non-human-facing AI systems can have downstream safety or social implications.

Residual risk – defined as risk remaining after risk treatment (Source: ISO GUIDE 73) –
directly impacts end users or affected individuals and communities. Documenting residual
risks will call for the system provider to fully consider the risks of deploying the AI product
and will inform end users about potential negative impacts of interacting with the system.

1.2.4 Organizational Integration and Management of Risk

AI risks should not be considered in isolation. Different AI actors have different responsi-
bilities and awareness depending on their roles in the lifecycle. For example, organizations
developing an AI system often will not have information about how the system may be
used. AI risk management should be integrated and incorporated into broader enterprise
risk management strategies and processes. Treating AI risks along with other critical risks,
such as cybersecurity and privacy, will yield a more integrated outcome and organizational
efficiencies.

The AI RMF may be utilized along with related guidance and frameworks for managing
AI system risks or broader enterprise risks. Some risks related to AI systems are common
across other types of software development and deployment. Examples of overlapping risks
include: privacy concerns related to the use of underlying data to train AI systems; the en-
ergy and environmental implications associated with resource-heavy computing demands;
security concerns related to the confidentiality, integrity, and availability of the system and
its training and output data; and general security of the underlying software and hardware
for AI systems.
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Organizations need to establish and maintain the appropriate accountability mechanisms,
roles and responsibilities, culture, and incentive structures for risk management to be ef-
fective. Use of the AI RMF alone will not lead to these changes or provide the appropriate
incentives. Effective risk management is realized through organizational commitment at
senior levels and may require cultural change within an organization or industry. In addi-
tion, small to medium-sized organizations managing AI risks or implementing the AI RMF
may face different challenges than large organizations, depending on their capabilities and
resources.

2. Audience

Identifying and managing AI risks and potential impacts – both positive and negative – re-
quires a broad set of perspectives and actors across the AI lifecycle. Ideally, AI actors will
represent a diversity of experience, expertise, and backgrounds and comprise demograph-
ically and disciplinarily diverse teams. The AI RMF is intended to be used by AI actors
across the AI lifecycle and dimensions.

The OECD has developed a framework for classifying AI lifecycle activities according to
five key socio-technical dimensions, each with properties relevant for AI policy and gover-
nance, including risk management [OECD (2022) OECD Framework for the Classification
of AI systems — OECD Digital Economy Papers]. Figure 2 shows these dimensions,
slightly modified by NIST for purposes of this framework. The NIST modification high-
lights the importance of test, evaluation, verification, and validation (TEVV) processes
throughout an AI lifecycle and generalizes the operational context of an AI system.

AI dimensions displayed in Figure 2 are the Application Context, Data and Input, AI
Model, and Task and Output. AI actors involved in these dimensions who perform or
manage the design, development, deployment, evaluation, and use of AI systems and drive
AI risk management efforts are the primary AI RMF audience.

Representative AI actors across the lifecycle dimensions are listed in Figure 3 and described
in detail in Appendix A. Within the AI RMF, all AI actors work together to manage risks
and achieve the goals of trustworthy and responsible AI. AI actors with TEVV-specific
expertise are integrated throughout the AI lifecycle and are especially likely to benefit from
the Framework. Performed regularly, TEVV tasks can provide insights relative to technical,
societal, legal, and ethical standards or norms, and can assist with anticipating impacts and
assessing and tracking emergent risks. As a regular process within an AI lifecycle, TEVV
allows for both mid-course remediation and post-hoc risk management.

The People & Planet dimension at the center of Figure 2 represents human rights and the
broader well-being of society and the planet. The AI actors in this dimension comprise
a separate AI RMF audience who informs the primary audience. These AI actors may in-
clude trade associations, standards developing organizations, researchers, advocacy groups,
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Fig. 2. Lifecycle and Key Dimensions of an AI System. Modified from OECD (2022) OECD
Framework for the Classification of AI systems — OECD Digital Economy Papers. The two inner
circles show AI systems’ key dimensions and the outer circle shows AI lifecycle stages. Ideally,
risk management efforts start with the Plan and Design function in the application context and are
performed throughout the AI system lifecycle. See Figure 3 for representative AI actors.

environmental groups, civil society organizations, end users, and potentially impacted in-
dividuals and communities. These actors can:

• assist in providing context and understanding potential and actual impacts;
• be a source of formal or quasi-formal norms and guidance for AI risk management;
• designate boundaries for AI operation (technical, societal, legal, and ethical); and
• promote discussion of the tradeoffs needed to balance societal values and priorities

related to civil liberties and rights, equity, the environment and the planet, and the
economy.

Successful risk management depends upon a sense of collective responsibility among AI
actors shown in Figure 3. The AI RMF functions, described in Section 5, require diverse
perspectives, disciplines, professions, and experiences. Diverse teams contribute to more
open sharing of ideas and assumptions about the purposes and functions of technology –
making these implicit aspects more explicit. This broader collective perspective creates
opportunities for surfacing problems and identifying existing and emergent risks.
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3. AI Risks and Trustworthiness

For AI systems to be trustworthy, they often need to be responsive to a multiplicity of cri-
teria that are of value to interested parties. Approaches which enhance AI trustworthiness
can reduce negative AI risks. This Framework articulates the following characteristics of
trustworthy AI and offers guidance for addressing them. Characteristics of trustworthy AI
systems include: valid and reliable, safe, secure and resilient, accountable and trans-
parent, explainable and interpretable, privacy-enhanced, and fair with harmful bias
managed. Creating trustworthy AI requires balancing each of these characteristics based
on the AI system’s context of use. While all characteristics are socio-technical system at-
tributes, accountability and transparency also relate to the processes and activities internal
to an AI system and its external setting. Neglecting these characteristics can increase the
probability and magnitude of negative consequences.

Fig. 4. Characteristics of trustworthy AI systems. Valid & Reliable is a necessary condition of
trustworthiness and is shown as the base for other trustworthiness characteristics. Accountable &
Transparent is shown as a vertical box because it relates to all other characteristics.

Trustworthiness characteristics (shown in Figure 4) are inextricably tied to social and orga-
nizational behavior, the datasets used by AI systems, selection of AI models and algorithms
and the decisions made by those who build them, and the interactions with the humans who
provide insight from and oversight of such systems. Human judgment should be employed
when deciding on the specific metrics related to AI trustworthiness characteristics and the
precise threshold values for those metrics.

Addressing AI trustworthiness characteristics individually will not ensure AI system trust-
worthiness; tradeoffs are usually involved, rarely do all characteristics apply in every set-
ting, and some will be more or less important in any given situation. Ultimately, trustwor-
thiness is a social concept that ranges across a spectrum and is only as strong as its weakest
characteristics.

When managing AI risks, organizations can face difficult decisions in balancing these char-
acteristics. For example, in certain scenarios tradeoffs may emerge between optimizing for
interpretability and achieving privacy. In other cases, organizations might face a tradeoff
between predictive accuracy and interpretability. Or, under certain conditions such as data
sparsity, privacy-enhancing techniques can result in a loss in accuracy, affecting decisions
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about fairness and other values in certain domains. Dealing with tradeoffs requires tak-
ing into account the decision-making context. These analyses can highlight the existence
and extent of tradeoffs between different measures, but they do not answer questions about
how to navigate the tradeoff. Those depend on the values at play in the relevant context and
should be resolved in a manner that is both transparent and appropriately justifiable.

There are multiple approaches for enhancing contextual awareness in the AI lifecycle. For
example, subject matter experts can assist in the evaluation of TEVV findings and work
with product and deployment teams to align TEVV parameters to requirements and de-
ployment conditions. When properly resourced, increasing the breadth and diversity of
input from interested parties and relevant AI actors throughout the AI lifecycle can en-
hance opportunities for informing contextually sensitive evaluations, and for identifying
AI system benefits and positive impacts. These practices can increase the likelihood that
risks arising in social contexts are managed appropriately.

Understanding and treatment of trustworthiness characteristics depends on an AI actor’s
particular role within the AI lifecycle. For any given AI system, an AI designer or developer
may have a different perception of the characteristics than the deployer.

Trustworthiness characteristics explained in this document influence each other.
Highly secure but unfair systems, accurate but opaque and uninterpretable systems,
and inaccurate but secure, privacy-enhanced, and transparent systems are all unde-
sirable. A comprehensive approach to risk management calls for balancing tradeoffs
among the trustworthiness characteristics. It is the joint responsibility of all AI ac-
tors to determine whether AI technology is an appropriate or necessary tool for a
given context or purpose, and how to use it responsibly. The decision to commission
or deploy an AI system should be based on a contextual assessment of trustworthi-
ness characteristics and the relative risks, impacts, costs, and benefits, and informed
by a broad set of interested parties.

3.1 Valid and Reliable

Validation is the “confirmation, through the provision of objective evidence, that the re-
quirements for a specific intended use or application have been fulfilled” (Source: ISO

9000:2015). Deployment of AI systems which are inaccurate, unreliable, or poorly gener-
alized to data and settings beyond their training creates and increases negative AI risks and
reduces trustworthiness.

Reliability is defined in the same standard as the “ability of an item to perform as required,
without failure, for a given time interval, under given conditions” (Source: ISO/IEC TS

5723:2022). Reliability is a goal for overall correctness of AI system operation under the
conditions of expected use and over a given period of time, including the entire lifetime of
the system.
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Accuracy and robustness contribute to the validity and trustworthiness of AI systems, and
can be in tension with one another in AI systems.

Accuracy is defined by ISO/IEC TS 5723:2022 as “closeness of results of observations,
computations, or estimates to the true values or the values accepted as being true.” Mea-
sures of accuracy should consider computational-centric measures (e.g., false positive and
false negative rates), human-AI teaming, and demonstrate external validity (generalizable
beyond the training conditions). Accuracy measurements should always be paired with
clearly defined and realistic test sets – that are representative of conditions of expected use
– and details about test methodology; these should be included in associated documen-
tation. Accuracy measurements may include disaggregation of results for different data
segments.

Robustness or generalizability is defined as the “ability of a system to maintain its level
of performance under a variety of circumstances” (Source: ISO/IEC TS 5723:2022). Ro-
bustness is a goal for appropriate system functionality in a broad set of conditions and
circumstances, including uses of AI systems not initially anticipated. Robustness requires
not only that the system perform exactly as it does under expected uses, but also that it
should perform in ways that minimize potential harms to people if it is operating in an
unexpected setting.

Validity and reliability for deployed AI systems are often assessed by ongoing testing or
monitoring that confirms a system is performing as intended. Measurement of validity,
accuracy, robustness, and reliability contribute to trustworthiness and should take into con-
sideration that certain types of failures can cause greater harm. AI risk management efforts
should prioritize the minimization of potential negative impacts, and may need to include
human intervention in cases where the AI system cannot detect or correct errors.

3.2 Safe

AI systems should “not under defined conditions, lead to a state in which human life,
health, property, or the environment is endangered” (Source: ISO/IEC TS 5723:2022). Safe
operation of AI systems is improved through:

• responsible design, development, and deployment practices;
• clear information to deployers on responsible use of the system;
• responsible decision-making by deployers and end users; and
• explanations and documentation of risks based on empirical evidence of incidents.

Different types of safety risks may require tailored AI risk management approaches based
on context and the severity of potential risks presented. Safety risks that pose a potential
risk of serious injury or death call for the most urgent prioritization and most thorough risk
management process.
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Employing safety considerations during the lifecycle and starting as early as possible with
planning and design can prevent failures or conditions that can render a system dangerous.
Other practical approaches for AI safety often relate to rigorous simulation and in-domain
testing, real-time monitoring, and the ability to shut down, modify, or have human inter-
vention into systems that deviate from intended or expected functionality.

AI safety risk management approaches should take cues from efforts and guidelines for
safety in fields such as transportation and healthcare, and align with existing sector- or
application-specific guidelines or standards.

3.3 Secure and Resilient

AI systems, as well as the ecosystems in which they are deployed, may be said to be re-
silient if they can withstand unexpected adverse events or unexpected changes in their envi-
ronment or use – or if they can maintain their functions and structure in the face of internal
and external change and degrade safely and gracefully when this is necessary (Adapted
from: ISO/IEC TS 5723:2022). Common security concerns relate to adversarial examples,
data poisoning, and the exfiltration of models, training data, or other intellectual property
through AI system endpoints. AI systems that can maintain confidentiality, integrity, and
availability through protection mechanisms that prevent unauthorized access and use may
be said to be secure. Guidelines in the NIST Cybersecurity Framework and Risk Manage-
ment Framework are among those which are applicable here.

Security and resilience are related but distinct characteristics. While resilience is the abil-
ity to return to normal function after an unexpected adverse event, security includes re-
silience but also encompasses protocols to avoid, protect against, respond to, or recover
from attacks. Resilience relates to robustness and goes beyond the provenance of the data
to encompass unexpected or adversarial use (or abuse or misuse) of the model or data.

3.4 Accountable and Transparent

Trustworthy AI depends upon accountability. Accountability presupposes transparency.
Transparency reflects the extent to which information about an AI system and its outputs is
available to individuals interacting with such a system – regardless of whether they are even
aware that they are doing so. Meaningful transparency provides access to appropriate levels
of information based on the stage of the AI lifecycle and tailored to the role or knowledge
of AI actors or individuals interacting with or using the AI system. By promoting higher
levels of understanding, transparency increases confidence in the AI system.

This characteristic’s scope spans from design decisions and training data to model train-
ing, the structure of the model, its intended use cases, and how and when deployment,
post-deployment, or end user decisions were made and by whom. Transparency is often
necessary for actionable redress related to AI system outputs that are incorrect or otherwise
lead to negative impacts. Transparency should consider human-AI interaction: for exam-
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ple, how a human operator or user is notified when a potential or actual adverse outcome
caused by an AI system is detected. A transparent system is not necessarily an accurate,
privacy-enhanced, secure, or fair system. However, it is difficult to determine whether an
opaque system possesses such characteristics, and to do so over time as complex systems
evolve.

The role of AI actors should be considered when seeking accountability for the outcomes of
AI systems. The relationship between risk and accountability associated with AI and tech-
nological systems more broadly differs across cultural, legal, sectoral, and societal contexts.
When consequences are severe, such as when life and liberty are at stake, AI developers
and deployers should consider proportionally and proactively adjusting their transparency
and accountability practices. Maintaining organizational practices and governing structures
for harm reduction, like risk management, can help lead to more accountable systems.

Measures to enhance transparency and accountability should also consider the impact of
these efforts on the implementing entity, including the level of necessary resources and the
need to safeguard proprietary information.

Maintaining the provenance of training data and supporting attribution of the AI system’s
decisions to subsets of training data can assist with both transparency and accountability.
Training data may also be subject to copyright and should follow applicable intellectual
property rights laws.

As transparency tools for AI systems and related documentation continue to evolve, devel-
opers of AI systems are encouraged to test different types of transparency tools in cooper-
ation with AI deployers to ensure that AI systems are used as intended.

3.5 Explainable and Interpretable

Explainability refers to a representation of the mechanisms underlying AI systems’ oper-
ation, whereas interpretability refers to the meaning of AI systems’ output in the context
of their designed functional purposes. Together, explainability and interpretability assist
those operating or overseeing an AI system, as well as users of an AI system, to gain
deeper insights into the functionality and trustworthiness of the system, including its out-
puts. The underlying assumption is that perceptions of negative risk stem from a lack of
ability to make sense of, or contextualize, system output appropriately. Explainable and
interpretable AI systems offer information that will help end users understand the purposes
and potential impact of an AI system.

Risk from lack of explainability may be managed by describing how AI systems function,
with descriptions tailored to individual differences such as the user’s role, knowledge, and
skill level. Explainable systems can be debugged and monitored more easily, and they lend
themselves to more thorough documentation, audit, and governance.
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Risks to interpretability often can be addressed by communicating a description of why
an AI system made a particular prediction or recommendation. (See “Four Principles of
Explainable Artificial Intelligence” and “Psychological Foundations of Explainability and
Interpretability in Artificial Intelligence” found here.)

Transparency, explainability, and interpretability are distinct characteristics that support
each other. Transparency can answer the question of “what happened” in the system. Ex-
plainability can answer the question of “how” a decision was made in the system. Inter-
pretability can answer the question of “why” a decision was made by the system and its
meaning or context to the user.

3.6 Privacy-Enhanced

Privacy refers generally to the norms and practices that help to safeguard human autonomy,
identity, and dignity. These norms and practices typically address freedom from intrusion,
limiting observation, or individuals’ agency to consent to disclosure or control of facets of
their identities (e.g., body, data, reputation). (See The NIST Privacy Framework: A Tool
for Improving Privacy through Enterprise Risk Management.)

Privacy values such as anonymity, confidentiality, and control generally should guide choices
for AI system design, development, and deployment. Privacy-related risks may influence
security, bias, and transparency and come with tradeoffs with these other characteristics.
Like safety and security, specific technical features of an AI system may promote or reduce
privacy. AI systems can also present new risks to privacy by allowing inference to identify
individuals or previously private information about individuals.

Privacy-enhancing technologies (“PETs”) for AI, as well as data minimizing methods such
as de-identification and aggregation for certain model outputs, can support design for
privacy-enhanced AI systems. Under certain conditions such as data sparsity, privacy-
enhancing techniques can result in a loss in accuracy, affecting decisions about fairness
and other values in certain domains.

3.7 Fair – with Harmful Bias Managed

Fairness in AI includes concerns for equality and equity by addressing issues such as harm-
ful bias and discrimination. Standards of fairness can be complex and difficult to define be-
cause perceptions of fairness differ among cultures and may shift depending on application.
Organizations’ risk management efforts will be enhanced by recognizing and considering
these differences. Systems in which harmful biases are mitigated are not necessarily fair.
For example, systems in which predictions are somewhat balanced across demographic
groups may still be inaccessible to individuals with disabilities or affected by the digital
divide or may exacerbate existing disparities or systemic biases.
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Bias is broader than demographic balance and data representativeness. NIST has identified
three major categories of AI bias to be considered and managed: systemic, computational
and statistical, and human-cognitive. Each of these can occur in the absence of prejudice,
partiality, or discriminatory intent. Systemic bias can be present in AI datasets, the orga-
nizational norms, practices, and processes across the AI lifecycle, and the broader society
that uses AI systems. Computational and statistical biases can be present in AI datasets
and algorithmic processes, and often stem from systematic errors due to non-representative
samples. Human-cognitive biases relate to how an individual or group perceives AI sys-
tem information to make a decision or fill in missing information, or how humans think
about purposes and functions of an AI system. Human-cognitive biases are omnipresent
in decision-making processes across the AI lifecycle and system use, including the design,
implementation, operation, and maintenance of AI.

Bias exists in many forms and can become ingrained in the automated systems that help
make decisions about our lives. While bias is not always a negative phenomenon, AI sys-
tems can potentially increase the speed and scale of biases and perpetuate and amplify
harms to individuals, groups, communities, organizations, and society. Bias is tightly asso-
ciated with the concepts of transparency as well as fairness in society. (For more informa-
tion about bias, including the three categories, see NIST Special Publication 1270, Towards
a Standard for Identifying and Managing Bias in Artificial Intelligence.)
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4. Effectiveness of the AI RMF

Evaluations of AI RMF effectiveness – including ways to measure bottom-line improve-
ments in the trustworthiness of AI systems – will be part of future NIST activities, in
conjunction with the AI community.

Organizations and other users of the Framework are encouraged to periodically evaluate
whether the AI RMF has improved their ability to manage AI risks, including but not lim-
ited to their policies, processes, practices, implementation plans, indicators, measurements,
and expected outcomes. NIST intends to work collaboratively with others to develop met-
rics, methodologies, and goals for evaluating the AI RMF’s effectiveness, and to broadly
share results and supporting information. Framework users are expected to benefit from:

• enhanced processes for governing, mapping, measuring, and managing AI risk, and
clearly documenting outcomes;

• improved awareness of the relationships and tradeoffs among trustworthiness char-
acteristics, socio-technical approaches, and AI risks;

• explicit processes for making go/no-go system commissioning and deployment deci-
sions;

• established policies, processes, practices, and procedures for improving organiza-
tional accountability efforts related to AI system risks;

• enhanced organizational culture which prioritizes the identification and management
of AI system risks and potential impacts to individuals, communities, organizations,
and society;

• better information sharing within and across organizations about risks, decision-
making processes, responsibilities, common pitfalls, TEVV practices, and approaches
for continuous improvement;

• greater contextual knowledge for increased awareness of downstream risks;
• strengthened engagement with interested parties and relevant AI actors; and
• augmented capacity for TEVV of AI systems and associated risks.
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Part 2: Core and Profiles

5. AI RMF Core

The AI RMF Core provides outcomes and actions that enable dialogue, understanding, and
activities to manage AI risks and responsibly develop trustworthy AI systems. As illus-
trated in Figure 5, the Core is composed of four functions: GOVERN, MAP, MEASURE,
and MANAGE. Each of these high-level functions is broken down into categories and sub-
categories. Categories and subcategories are subdivided into specific actions and outcomes.
Actions do not constitute a checklist, nor are they necessarily an ordered set of steps.

Fig. 5. Functions organize AI risk management activities at their highest level to govern, map,
measure, and manage AI risks. Governance is designed to be a cross-cutting function to inform
and be infused throughout the other three functions.

Risk management should be continuous, timely, and performed throughout the AI system
lifecycle dimensions. AI RMF Core functions should be carried out in a way that reflects
diverse and multidisciplinary perspectives, potentially including the views of AI actors out-
side the organization. Having a diverse team contributes to more open sharing of ideas and
assumptions about purposes and functions of the technology being designed, developed,
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deployed, or evaluated – which can create opportunities to surface problems and identify
existing and emergent risks.

An online companion resource to the AI RMF, the NIST AI RMF Playbook, is available
to help organizations navigate the AI RMF and achieve its outcomes through suggested
tactical actions they can apply within their own contexts. Like the AI RMF, the Playbook
is voluntary and organizations can utilize the suggestions according to their needs and
interests. Playbook users can create tailored guidance selected from suggested material
for their own use and contribute their suggestions for sharing with the broader community.
Along with the AI RMF, the Playbook is part of the NIST Trustworthy and Responsible AI
Resource Center.

Framework users may apply these functions as best suits their needs for managing
AI risks based on their resources and capabilities. Some organizations may choose
to select from among the categories and subcategories; others may choose and have
the capacity to apply all categories and subcategories. Assuming a governance struc-
ture is in place, functions may be performed in any order across the AI lifecycle as
deemed to add value by a user of the framework. After instituting the outcomes in
GOVERN, most users of the AI RMF would start with the MAP function and con-
tinue to MEASURE or MANAGE. However users integrate the functions, the process
should be iterative, with cross-referencing between functions as necessary. Simi-
larly, there are categories and subcategories with elements that apply to multiple
functions, or that logically should take place before certain subcategory decisions.

5.1 Govern

The GOVERN function:

• cultivates and implements a culture of risk management within organizations design-
ing, developing, deploying, evaluating, or acquiring AI systems;

• outlines processes, documents, and organizational schemes that anticipate, identify,
and manage the risks a system can pose, including to users and others across society
– and procedures to achieve those outcomes;

• incorporates processes to assess potential impacts;
• provides a structure by which AI risk management functions can align with organi-

zational principles, policies, and strategic priorities;
• connects technical aspects of AI system design and development to organizational

values and principles, and enables organizational practices and competencies for the
individuals involved in acquiring, training, deploying, and monitoring such systems;
and

• addresses full product lifecycle and associated processes, including legal and other
issues concerning use of third-party software or hardware systems and data.
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GOVERN is a cross-cutting function that is infused throughout AI risk management and
enables the other functions of the process. Aspects of GOVERN, especially those related to
compliance or evaluation, should be integrated into each of the other functions. Attention
to governance is a continual and intrinsic requirement for effective AI risk management
over an AI system’s lifespan and the organization’s hierarchy.

Strong governance can drive and enhance internal practices and norms to facilitate orga-
nizational risk culture. Governing authorities can determine the overarching policies that
direct an organization’s mission, goals, values, culture, and risk tolerance. Senior leader-
ship sets the tone for risk management within an organization, and with it, organizational
culture. Management aligns the technical aspects of AI risk management to policies and
operations. Documentation can enhance transparency, improve human review processes,
and bolster accountability in AI system teams.

After putting in place the structures, systems, processes, and teams described in the GOV-
ERN function, organizations should benefit from a purpose-driven culture focused on risk
understanding and management. It is incumbent on Framework users to continue to ex-
ecute the GOVERN function as knowledge, cultures, and needs or expectations from AI
actors evolve over time.

Practices related to governing AI risks are described in the NIST AI RMF Playbook. Table
1 lists the GOVERN function’s categories and subcategories.

Table 1: Categories and subcategories for the GOVERN function.

GOVERN 1:
Policies, processes,
procedures, and
practices across the
organization related
to the mapping,
measuring, and
managing of AI
risks are in place,
transparent, and
implemented
effectively.

GOVERN 1.1: Legal and regulatory requirements involving AI
are understood, managed, and documented.

GOVERN 1.2: The characteristics of trustworthy AI are inte-
grated into organizational policies, processes, procedures, and
practices.

GOVERN 1.3: Processes, procedures, and practices are in place
to determine the needed level of risk management activities based
on the organization’s risk tolerance.

GOVERN 1.4: The risk management process and its outcomes are
established through transparent policies, procedures, and other
controls based on organizational risk priorities.

Categories Subcategories

Continued on next page
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Table 1: Categories and subcategories for the GOVERN function. (Continued)

GOVERN 1.5: Ongoing monitoring and periodic review of the
risk management process and its outcomes are planned and or-
ganizational roles and responsibilities clearly defined, including
determining the frequency of periodic review.

GOVERN 1.6: Mechanisms are in place to inventory AI systems
and are resourced according to organizational risk priorities.

GOVERN 1.7: Processes and procedures are in place for decom-
missioning and phasing out AI systems safely and in a man-
ner that does not increase risks or decrease the organization’s
trustworthiness.

GOVERN 2:
Accountability
structures are in
place so that the
appropriate teams
and individuals are
empowered,
responsible, and
trained for mapping,
measuring, and
managing AI risks.

GOVERN 2.1: Roles and responsibilities and lines of communi-
cation related to mapping, measuring, and managing AI risks are
documented and are clear to individuals and teams throughout
the organization.

GOVERN 2.2: The organization’s personnel and partners receive
AI risk management training to enable them to perform their du-
ties and responsibilities consistent with related policies, proce-
dures, and agreements.

GOVERN 2.3: Executive leadership of the organization takes re-
sponsibility for decisions about risks associated with AI system
development and deployment.

GOVERN 3:
Workforce diversity,
equity, inclusion,
and accessibility
processes are
prioritized in the
mapping,
measuring, and
managing of AI
risks throughout the
lifecycle.

GOVERN 3.1: Decision-making related to mapping, measuring,
and managing AI risks throughout the lifecycle is informed by a
diverse team (e.g., diversity of demographics, disciplines, expe-
rience, expertise, and backgrounds).

GOVERN 3.2: Policies and procedures are in place to define and
differentiate roles and responsibilities for human-AI configura-
tions and oversight of AI systems.

GOVERN 4:
Organizational
teams are committed
to a culture

GOVERN 4.1: Organizational policies and practices are in place
to foster a critical thinking and safety-first mindset in the design,
development, deployment, and uses of AI systems to minimize
potential negative impacts.

Categories Subcategories

Continued on next page
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Table 1: Categories and subcategories for the GOVERN function. (Continued)

that considers and
communicates AI
risk.

GOVERN 4.2: Organizational teams document the risks and po-
tential impacts of the AI technology they design, develop, deploy,
evaluate, and use, and they communicate about the impacts more
broadly.

GOVERN 4.3: Organizational practices are in place to enable AI
testing, identification of incidents, and information sharing.

GOVERN 5:
Processes are in
place for robust
engagement with
relevant AI actors.

GOVERN 5.1: Organizational policies and practices are in place
to collect, consider, prioritize, and integrate feedback from those
external to the team that developed or deployed the AI system
regarding the potential individual and societal impacts related to
AI risks.

GOVERN 5.2: Mechanisms are established to enable the team
that developed or deployed AI systems to regularly incorporate
adjudicated feedback from relevant AI actors into system design
and implementation.

GOVERN 6: Policies
and procedures are
in place to address
AI risks and benefits
arising from
third-party software
and data and other
supply chain issues.

GOVERN 6.1: Policies and procedures are in place that address
AI risks associated with third-party entities, including risks of in-
fringement of a third-party’s intellectual property or other rights.

GOVERN 6.2: Contingency processes are in place to handle
failures or incidents in third-party data or AI systems deemed to
be high-risk.

Categories Subcategories

5.2 Map

The MAP function establishes the context to frame risks related to an AI system. The AI
lifecycle consists of many interdependent activities involving a diverse set of actors (See
Figure 3). In practice, AI actors in charge of one part of the process often do not have full
visibility or control over other parts and their associated contexts. The interdependencies
between these activities, and among the relevant AI actors, can make it difficult to reliably
anticipate impacts of AI systems. For example, early decisions in identifying purposes and
objectives of an AI system can alter its behavior and capabilities, and the dynamics of de-
ployment setting (such as end users or impacted individuals) can shape the impacts of AI
system decisions. As a result, the best intentions within one dimension of the AI lifecycle
can be undermined via interactions with decisions and conditions in other, later activities.
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This complexity and varying levels of visibility can introduce uncertainty into risk man-
agement practices. Anticipating, assessing, and otherwise addressing potential sources of
negative risk can mitigate this uncertainty and enhance the integrity of the decision process.

The information gathered while carrying out the MAP function enables negative risk pre-
vention and informs decisions for processes such as model management, as well as an
initial decision about appropriateness or the need for an AI solution. Outcomes in the
MAP function are the basis for the MEASURE and MANAGE functions. Without contex-
tual knowledge, and awareness of risks within the identified contexts, risk management is
difficult to perform. The MAP function is intended to enhance an organization’s ability to
identify risks and broader contributing factors.

Implementation of this function is enhanced by incorporating perspectives from a diverse
internal team and engagement with those external to the team that developed or deployed
the AI system. Engagement with external collaborators, end users, potentially impacted
communities, and others may vary based on the risk level of a particular AI system, the
makeup of the internal team, and organizational policies. Gathering such broad perspec-
tives can help organizations proactively prevent negative risks and develop more trustwor-
thy AI systems by:

• improving their capacity for understanding contexts;
• checking their assumptions about context of use;
• enabling recognition of when systems are not functional within or out of their in-

tended context;
• identifying positive and beneficial uses of their existing AI systems;
• improving understanding of limitations in AI and ML processes;
• identifying constraints in real-world applications that may lead to negative impacts;
• identifying known and foreseeable negative impacts related to intended use of AI

systems; and
• anticipating risks of the use of AI systems beyond intended use.

After completing the MAP function, Framework users should have sufficient contextual
knowledge about AI system impacts to inform an initial go/no-go decision about whether
to design, develop, or deploy an AI system. If a decision is made to proceed, organizations
should utilize the MEASURE and MANAGE functions along with policies and procedures
put into place in the GOVERN function to assist in AI risk management efforts. It is incum-
bent on Framework users to continue applying the MAP function to AI systems as context,
capabilities, risks, benefits, and potential impacts evolve over time.

Practices related to mapping AI risks are described in the NIST AI RMF Playbook. Table
2 lists the MAP function’s categories and subcategories.
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Table 2: Categories and subcategories for the MAP function.

MAP 1: Context is
established and
understood.

MAP 1.1: Intended purposes, potentially beneficial uses, context-
specific laws, norms and expectations, and prospective settings in
which the AI system will be deployed are understood and docu-
mented. Considerations include: the specific set or types of users
along with their expectations; potential positive and negative im-
pacts of system uses to individuals, communities, organizations,
society, and the planet; assumptions and related limitations about
AI system purposes, uses, and risks across the development or
product AI lifecycle; and related TEVV and system metrics.

MAP 1.2: Interdisciplinary AI actors, competencies, skills, and
capacities for establishing context reflect demographic diversity
and broad domain and user experience expertise, and their par-
ticipation is documented. Opportunities for interdisciplinary col-
laboration are prioritized.

MAP 1.3: The organization’s mission and relevant goals for AI
technology are understood and documented.

MAP 1.4: The business value or context of business use has been
clearly defined or – in the case of assessing existing AI systems
– re-evaluated.

MAP 1.5: Organizational risk tolerances are determined and
documented.

MAP 1.6: System requirements (e.g., “the system shall respect
the privacy of its users”) are elicited from and understood by rel-
evant AI actors. Design decisions take socio-technical implica-
tions into account to address AI risks.

MAP 2:
Categorization of
the AI system is
performed.

MAP 2.1: The specific tasks and methods used to implement the
tasks that the AI system will support are defined (e.g., classifiers,
generative models, recommenders).

MAP 2.2: Information about the AI system’s knowledge limits
and how system output may be utilized and overseen by humans
is documented. Documentation provides sufficient information
to assist relevant AI actors when making decisions and taking
subsequent actions.

Categories Subcategories

Continued on next page
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Table 2: Categories and subcategories for the MAP function. (Continued)

MAP 2.3: Scientific integrity and TEVV considerations are iden-
tified and documented, including those related to experimental
design, data collection and selection (e.g., availability, repre-
sentativeness, suitability), system trustworthiness, and construct
validation.

MAP 3: AI
capabilities, targeted
usage, goals, and
expected benefits
and costs compared
with appropriate
benchmarks are
understood.

MAP 3.1: Potential benefits of intended AI system functionality
and performance are examined and documented.

MAP 3.2: Potential costs, including non-monetary costs, which
result from expected or realized AI errors or system functionality
and trustworthiness – as connected to organizational risk toler-
ance – are examined and documented.

MAP 3.3: Targeted application scope is specified and docu-
mented based on the system’s capability, established context, and
AI system categorization.

MAP 3.4: Processes for operator and practitioner proficiency
with AI system performance and trustworthiness – and relevant
technical standards and certifications – are defined, assessed, and
documented.

MAP 3.5: Processes for human oversight are defined, assessed,
and documented in accordance with organizational policies from
the GOVERN function.

MAP 4: Risks and
benefits are mapped
for all components
of the AI system
including third-party
software and data.

MAP 4.1: Approaches for mapping AI technology and legal risks
of its components – including the use of third-party data or soft-
ware – are in place, followed, and documented, as are risks of in-
fringement of a third party’s intellectual property or other rights.

MAP 4.2: Internal risk controls for components of the AI sys-
tem, including third-party AI technologies, are identified and
documented.

MAP 5: Impacts to
individuals, groups,
communities,
organizations, and
society are
characterized.

MAP 5.1: Likelihood and magnitude of each identified impact
(both potentially beneficial and harmful) based on expected use,
past uses of AI systems in similar contexts, public incident re-
ports, feedback from those external to the team that developed
or deployed the AI system, or other data are identified and
documented.

Categories Subcategories

Continued on next page
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Table 2: Categories and subcategories for the MAP function. (Continued)

MAP 5.2: Practices and personnel for supporting regular en-
gagement with relevant AI actors and integrating feedback about
positive, negative, and unanticipated impacts are in place and
documented.

Categories Subcategories

5.3 Measure

The MEASURE function employs quantitative, qualitative, or mixed-method tools, tech-
niques, and methodologies to analyze, assess, benchmark, and monitor AI risk and related
impacts. It uses knowledge relevant to AI risks identified in the MAP function and informs
the MANAGE function. AI systems should be tested before their deployment and regu-
larly while in operation. AI risk measurements include documenting aspects of systems’
functionality and trustworthiness.

Measuring AI risks includes tracking metrics for trustworthy characteristics, social impact,
and human-AI configurations. Processes developed or adopted in the MEASURE function
should include rigorous software testing and performance assessment methodologies with
associated measures of uncertainty, comparisons to performance benchmarks, and formal-
ized reporting and documentation of results. Processes for independent review can improve
the effectiveness of testing and can mitigate internal biases and potential conflicts of inter-
est.

Where tradeoffs among the trustworthy characteristics arise, measurement provides a trace-
able basis to inform management decisions. Options may include recalibration, impact
mitigation, or removal of the system from design, development, production, or use, as well
as a range of compensating, detective, deterrent, directive, and recovery controls.

After completing the MEASURE function, objective, repeatable, or scalable test, evaluation,
verification, and validation (TEVV) processes including metrics, methods, and methodolo-
gies are in place, followed, and documented. Metrics and measurement methodologies
should adhere to scientific, legal, and ethical norms and be carried out in an open and trans-
parent process. New types of measurement, qualitative and quantitative, may need to be
developed. The degree to which each measurement type provides unique and meaningful
information to the assessment of AI risks should be considered. Framework users will en-
hance their capacity to comprehensively evaluate system trustworthiness, identify and track
existing and emergent risks, and verify efficacy of the metrics. Measurement outcomes will
be utilized in the MANAGE function to assist risk monitoring and response efforts. It is in-
cumbent on Framework users to continue applying the MEASURE function to AI systems
as knowledge, methodologies, risks, and impacts evolve over time.
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Practices related to measuring AI risks are described in the NIST AI RMF Playbook. Table
3 lists the MEASURE function’s categories and subcategories.

Table 3: Categories and subcategories for the MEASURE function.

MEASURE 1:
Appropriate
methods and metrics
are identified and
applied.

MEASURE 1.1: Approaches and metrics for measurement of AI
risks enumerated during the MAP function are selected for imple-
mentation starting with the most significant AI risks. The risks
or trustworthiness characteristics that will not – or cannot – be
measured are properly documented.

MEASURE 1.2: Appropriateness of AI metrics and effectiveness
of existing controls are regularly assessed and updated, including
reports of errors and potential impacts on affected communities.

MEASURE 1.3: Internal experts who did not serve as front-line
developers for the system and/or independent assessors are in-
volved in regular assessments and updates. Domain experts,
users, AI actors external to the team that developed or deployed
the AI system, and affected communities are consulted in support
of assessments as necessary per organizational risk tolerance.

MEASURE 2: AI
systems are
evaluated for
trustworthy
characteristics.

MEASURE 2.1: Test sets, metrics, and details about the tools used
during TEVV are documented.

MEASURE 2.2: Evaluations involving human subjects meet ap-
plicable requirements (including human subject protection) and
are representative of the relevant population.

MEASURE 2.3: AI system performance or assurance criteria
are measured qualitatively or quantitatively and demonstrated
for conditions similar to deployment setting(s). Measures are
documented.

MEASURE 2.4: The functionality and behavior of the AI sys-
tem and its components – as identified in the MAP function – are
monitored when in production.

MEASURE 2.5: The AI system to be deployed is demonstrated
to be valid and reliable. Limitations of the generalizability be-
yond the conditions under which the technology was developed
are documented.

Categories Subcategories

Continued on next page
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Table 3: Categories and subcategories for the MEASURE function. (Continued)

MEASURE 2.6: The AI system is evaluated regularly for safety
risks – as identified in the MAP function. The AI system to be de-
ployed is demonstrated to be safe, its residual negative risk does
not exceed the risk tolerance, and it can fail safely, particularly if
made to operate beyond its knowledge limits. Safety metrics re-
flect system reliability and robustness, real-time monitoring, and
response times for AI system failures.

MEASURE 2.7: AI system security and resilience – as identified
in the MAP function – are evaluated and documented.

MEASURE 2.8: Risks associated with transparency and account-
ability – as identified in the MAP function – are examined and
documented.

MEASURE 2.9: The AI model is explained, validated, and docu-
mented, and AI system output is interpreted within its context –
as identified in the MAP function – to inform responsible use and
governance.

MEASURE 2.10: Privacy risk of the AI system – as identified in
the MAP function – is examined and documented.

MEASURE 2.11: Fairness and bias – as identified in the MAP
function – are evaluated and results are documented.

MEASURE 2.12: Environmental impact and sustainability of AI
model training and management activities – as identified in the
MAP function – are assessed and documented.

MEASURE 2.13: Effectiveness of the employed TEVV met-
rics and processes in the MEASURE function are evaluated and
documented.

MEASURE 3:
Mechanisms for
tracking identified
AI risks over time
are in place.

MEASURE 3.1: Approaches, personnel, and documentation are
in place to regularly identify and track existing, unanticipated,
and emergent AI risks based on factors such as intended and ac-
tual performance in deployed contexts.

MEASURE 3.2: Risk tracking approaches are considered for
settings where AI risks are difficult to assess using currently
available measurement techniques or where metrics are not yet
available.

Categories Subcategories

Continued on next page
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Table 3: Categories and subcategories for the MEASURE function. (Continued)

MEASURE 3.3: Feedback processes for end users and impacted
communities to report problems and appeal system outcomes are
established and integrated into AI system evaluation metrics.

MEASURE 4:
Feedback about
efficacy of
measurement is
gathered and
assessed.

MEASURE 4.1: Measurement approaches for identifying AI risks
are connected to deployment context(s) and informed through
consultation with domain experts and other end users. Ap-
proaches are documented.

MEASURE 4.2: Measurement results regarding AI system trust-
worthiness in deployment context(s) and across the AI lifecycle
are informed by input from domain experts and relevant AI ac-
tors to validate whether the system is performing consistently as
intended. Results are documented.

MEASURE 4.3: Measurable performance improvements or de-
clines based on consultations with relevant AI actors, in-
cluding affected communities, and field data about context-
relevant risks and trustworthiness characteristics are identified
and documented.

Categories Subcategories

5.4 Manage

The MANAGE function entails allocating risk resources to mapped and measured risks on
a regular basis and as defined by the GOVERN function. Risk treatment comprises plans to
respond to, recover from, and communicate about incidents or events.

Contextual information gleaned from expert consultation and input from relevant AI actors
– established in GOVERN and carried out in MAP – is utilized in this function to decrease
the likelihood of system failures and negative impacts. Systematic documentation practices
established in GOVERN and utilized in MAP and MEASURE bolster AI risk management
efforts and increase transparency and accountability. Processes for assessing emergent risks
are in place, along with mechanisms for continual improvement.

After completing the MANAGE function, plans for prioritizing risk and regular monitoring
and improvement will be in place. Framework users will have enhanced capacity to man-
age the risks of deployed AI systems and to allocate risk management resources based on
assessed and prioritized risks. It is incumbent on Framework users to continue to apply
the MANAGE function to deployed AI systems as methods, contexts, risks, and needs or
expectations from relevant AI actors evolve over time.

Page 31

Attachment 2 - 42

Page 55

ITEM NO. 2.



NIST AI 100-1 AI RMF 1.0

Practices related to managing AI risks are described in the NIST AI RMF Playbook. Table
4 lists the MANAGE function’s categories and subcategories.

Table 4: Categories and subcategories for the MANAGE function.

MANAGE 1: AI
risks based on
assessments and
other analytical
output from the
MAP and MEASURE
functions are
prioritized,
responded to, and
managed.

MANAGE 1.1: A determination is made as to whether the AI
system achieves its intended purposes and stated objectives and
whether its development or deployment should proceed.

MANAGE 1.2: Treatment of documented AI risks is prioritized
based on impact, likelihood, and available resources or methods.

MANAGE 1.3: Responses to the AI risks deemed high priority, as
identified by the MAP function, are developed, planned, and doc-
umented. Risk response options can include mitigating, transfer-
ring, avoiding, or accepting.

MANAGE 1.4: Negative residual risks (defined as the sum of all
unmitigated risks) to both downstream acquirers of AI systems
and end users are documented.

MANAGE 2:
Strategies to
maximize AI
benefits and
minimize negative
impacts are planned,
prepared,
implemented,
documented, and
informed by input
from relevant AI
actors.

MANAGE 2.1: Resources required to manage AI risks are taken
into account – along with viable non-AI alternative systems, ap-
proaches, or methods – to reduce the magnitude or likelihood of
potential impacts.

MANAGE 2.2: Mechanisms are in place and applied to sustain
the value of deployed AI systems.

MANAGE 2.3: Procedures are followed to respond to and recover
from a previously unknown risk when it is identified.

MANAGE 2.4: Mechanisms are in place and applied, and respon-
sibilities are assigned and understood, to supersede, disengage, or
deactivate AI systems that demonstrate performance or outcomes
inconsistent with intended use.

MANAGE 3: AI
risks and benefits
from third-party
entities are
managed.

MANAGE 3.1: AI risks and benefits from third-party resources
are regularly monitored, and risk controls are applied and
documented.

MANAGE 3.2: Pre-trained models which are used for develop-
ment are monitored as part of AI system regular monitoring and
maintenance.

Categories Subcategories

Continued on next page
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Table 4: Categories and subcategories for the MANAGE function. (Continued)

MANAGE 4: Risk
treatments,
including response
and recovery, and
communication
plans for the
identified and
measured AI risks
are documented and
monitored regularly.

MANAGE 4.1: Post-deployment AI system monitoring plans
are implemented, including mechanisms for capturing and eval-
uating input from users and other relevant AI actors, appeal
and override, decommissioning, incident response, recovery, and
change management.

MANAGE 4.2: Measurable activities for continual improvements
are integrated into AI system updates and include regular engage-
ment with interested parties, including relevant AI actors.

MANAGE 4.3: Incidents and errors are communicated to relevant
AI actors, including affected communities. Processes for track-
ing, responding to, and recovering from incidents and errors are
followed and documented.

Categories Subcategories

6. AI RMF Profiles

AI RMF use-case profiles are implementations of the AI RMF functions, categories, and
subcategories for a specific setting or application based on the requirements, risk tolerance,
and resources of the Framework user: for example, an AI RMF hiring profile or an AI
RMF fair housing profile. Profiles may illustrate and offer insights into how risk can be
managed at various stages of the AI lifecycle or in specific sector, technology, or end-use
applications. AI RMF profiles assist organizations in deciding how they might best manage
AI risk that is well-aligned with their goals, considers legal/regulatory requirements and
best practices, and reflects risk management priorities.

AI RMF temporal profiles are descriptions of either the current state or the desired, target
state of specific AI risk management activities within a given sector, industry, organization,
or application context. An AI RMF Current Profile indicates how AI is currently being
managed and the related risks in terms of current outcomes. A Target Profile indicates the
outcomes needed to achieve the desired or target AI risk management goals.

Comparing Current and Target Profiles likely reveals gaps to be addressed to meet AI risk
management objectives. Action plans can be developed to address these gaps to fulfill
outcomes in a given category or subcategory. Prioritization of gap mitigation is driven by
the user’s needs and risk management processes. This risk-based approach also enables
Framework users to compare their approaches with other approaches and to gauge the
resources needed (e.g., staffing, funding) to achieve AI risk management goals in a cost-
effective, prioritized manner.
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AI RMF cross-sectoral profiles cover risks of models or applications that can be used across
use cases or sectors. Cross-sectoral profiles can also cover how to govern, map, measure,
and manage risks for activities or business processes common across sectors such as the
use of large language models, cloud-based services or acquisition.

This Framework does not prescribe profile templates, allowing for flexibility in implemen-
tation.
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Appendix A:
Descriptions of AI Actor Tasks from Figures 2 and 3
AI Design tasks are performed during the Application Context and Data and Input phases
of the AI lifecycle in Figure 2. AI Design actors create the concept and objectives of AI
systems and are responsible for the planning, design, and data collection and processing
tasks of the AI system so that the AI system is lawful and fit-for-purpose. Tasks include ar-
ticulating and documenting the system’s concept and objectives, underlying assumptions,
context, and requirements; gathering and cleaning data; and documenting the metadata
and characteristics of the dataset. AI actors in this category include data scientists, do-
main experts, socio-cultural analysts, experts in the field of diversity, equity, inclusion,
and accessibility, members of impacted communities, human factors experts (e.g., UX/UI
design), governance experts, data engineers, data providers, system funders, product man-
agers, third-party entities, evaluators, and legal and privacy governance.

AI Development tasks are performed during the AI Model phase of the lifecycle in Figure
2. AI Development actors provide the initial infrastructure of AI systems and are responsi-
ble for model building and interpretation tasks, which involve the creation, selection, cali-
bration, training, and/or testing of models or algorithms. AI actors in this category include
machine learning experts, data scientists, developers, third-party entities, legal and privacy
governance experts, and experts in the socio-cultural and contextual factors associated with
the deployment setting.

AI Deployment tasks are performed during the Task and Output phase of the lifecycle in
Figure 2. AI Deployment actors are responsible for contextual decisions relating to how
the AI system is used to assure deployment of the system into production. Related tasks
include piloting the system, checking compatibility with legacy systems, ensuring regu-
latory compliance, managing organizational change, and evaluating user experience. AI
actors in this category include system integrators, software developers, end users, oper-
ators and practitioners, evaluators, and domain experts with expertise in human factors,
socio-cultural analysis, and governance.

Operation and Monitoring tasks are performed in the Application Context/Operate and
Monitor phase of the lifecycle in Figure 2. These tasks are carried out by AI actors who are
responsible for operating the AI system and working with others to regularly assess system
output and impacts. AI actors in this category include system operators, domain experts, AI
designers, users who interpret or incorporate the output of AI systems, product developers,
evaluators and auditors, compliance experts, organizational management, and members of
the research community.

Test, Evaluation, Verification, and Validation (TEVV) tasks are performed throughout
the AI lifecycle. They are carried out by AI actors who examine the AI system or its
components, or detect and remediate problems. Ideally, AI actors carrying out verification
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and validation tasks are distinct from those who perform test and evaluation actions. Tasks
can be incorporated into a phase as early as design, where tests are planned in accordance
with the design requirement.

• TEVV tasks for design, planning, and data may center on internal and external vali-
dation of assumptions for system design, data collection, and measurements relative
to the intended context of deployment or application.

• TEVV tasks for development (i.e., model building) include model validation and
assessment.

• TEVV tasks for deployment include system validation and integration in production,
with testing, and recalibration for systems and process integration, user experience,
and compliance with existing legal, regulatory, and ethical specifications.

• TEVV tasks for operations involve ongoing monitoring for periodic updates, testing,
and subject matter expert (SME) recalibration of models, the tracking of incidents
or errors reported and their management, the detection of emergent properties and
related impacts, and processes for redress and response.

Human Factors tasks and activities are found throughout the dimensions of the AI life-
cycle. They include human-centered design practices and methodologies, promoting the
active involvement of end users and other interested parties and relevant AI actors, incor-
porating context-specific norms and values in system design, evaluating and adapting end
user experiences, and broad integration of humans and human dynamics in all phases of the
AI lifecycle. Human factors professionals provide multidisciplinary skills and perspectives
to understand context of use, inform interdisciplinary and demographic diversity, engage
in consultative processes, design and evaluate user experience, perform human-centered
evaluation and testing, and inform impact assessments.

Domain Expert tasks involve input from multidisciplinary practitioners or scholars who
provide knowledge or expertise in – and about – an industry sector, economic sector, con-
text, or application area where an AI system is being used. AI actors who are domain
experts can provide essential guidance for AI system design and development, and inter-
pret outputs in support of work performed by TEVV and AI impact assessment teams.

AI Impact Assessment tasks include assessing and evaluating requirements for AI system
accountability, combating harmful bias, examining impacts of AI systems, product safety,
liability, and security, among others. AI actors such as impact assessors and evaluators
provide technical, human factor, socio-cultural, and legal expertise.

Procurement tasks are conducted by AI actors with financial, legal, or policy management
authority for acquisition of AI models, products, or services from a third-party developer,
vendor, or contractor.

Governance and Oversight tasks are assumed by AI actors with management, fiduciary,
and legal authority and responsibility for the organization in which an AI system is de-
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signed, developed, and/or deployed. Key AI actors responsible for AI governance include
organizational management, senior leadership, and the Board of Directors. These actors
are parties that are concerned with the impact and sustainability of the organization as a
whole.

Additional AI Actors

Third-party entities include providers, developers, vendors, and evaluators of data, al-
gorithms, models, and/or systems and related services for another organization or the or-
ganization’s customers or clients. Third-party entities are responsible for AI design and
development tasks, in whole or in part. By definition, they are external to the design, devel-
opment, or deployment team of the organization that acquires its technologies or services.
The technologies acquired from third-party entities may be complex or opaque, and risk
tolerances may not align with the deploying or operating organization.

End users of an AI system are the individuals or groups that use the system for specific
purposes. These individuals or groups interact with an AI system in a specific context. End
users can range in competency from AI experts to first-time technology end users.

Affected individuals/communities encompass all individuals, groups, communities, or
organizations directly or indirectly affected by AI systems or decisions based on the output
of AI systems. These individuals do not necessarily interact with the deployed system or
application.

Other AI actors may provide formal or quasi-formal norms or guidance for specifying
and managing AI risks. They can include trade associations, standards developing or-
ganizations, advocacy groups, researchers, environmental groups, and civil society
organizations.

The general public is most likely to directly experience positive and negative impacts of
AI technologies. They may provide the motivation for actions taken by the AI actors. This
group can include individuals, communities, and consumers associated with the context in
which an AI system is developed or deployed.
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Appendix B:
How AI Risks Differ from Traditional Software Risks
As with traditional software, risks from AI-based technology can be bigger than an en-
terprise, span organizations, and lead to societal impacts. AI systems also bring a set of
risks that are not comprehensively addressed by current risk frameworks and approaches.
Some AI system features that present risks also can be beneficial. For example, pre-trained
models and transfer learning can advance research and increase accuracy and resilience
when compared to other models and approaches. Identifying contextual factors in the MAP
function will assist AI actors in determining the level of risk and potential management
efforts.

Compared to traditional software, AI-specific risks that are new or increased include the
following:

• The data used for building an AI system may not be a true or appropriate representa-
tion of the context or intended use of the AI system, and the ground truth may either
not exist or not be available. Additionally, harmful bias and other data quality issues
can affect AI system trustworthiness, which could lead to negative impacts.

• AI system dependency and reliance on data for training tasks, combined with in-
creased volume and complexity typically associated with such data.

• Intentional or unintentional changes during training may fundamentally alter AI sys-
tem performance.

• Datasets used to train AI systems may become detached from their original and in-
tended context or may become stale or outdated relative to deployment context.

• AI system scale and complexity (many systems contain billions or even trillions of
decision points) housed within more traditional software applications.

• Use of pre-trained models that can advance research and improve performance can
also increase levels of statistical uncertainty and cause issues with bias management,
scientific validity, and reproducibility.

• Higher degree of difficulty in predicting failure modes for emergent properties of
large-scale pre-trained models.

• Privacy risk due to enhanced data aggregation capability for AI systems.
• AI systems may require more frequent maintenance and triggers for conducting cor-

rective maintenance due to data, model, or concept drift.
• Increased opacity and concerns about reproducibility.
• Underdeveloped software testing standards and inability to document AI-based prac-

tices to the standard expected of traditionally engineered software for all but the
simplest of cases.

• Difficulty in performing regular AI-based software testing, or determining what to
test, since AI systems are not subject to the same controls as traditional code devel-
opment.
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• Computational costs for developing AI systems and their impact on the environment
and planet.

• Inability to predict or detect the side effects of AI-based systems beyond statistical
measures.

Privacy and cybersecurity risk management considerations and approaches are applicable
in the design, development, deployment, evaluation, and use of AI systems. Privacy and
cybersecurity risks are also considered as part of broader enterprise risk management con-
siderations, which may incorporate AI risks. As part of the effort to address AI trustworthi-
ness characteristics such as “Secure and Resilient” and “Privacy-Enhanced,” organizations
may consider leveraging available standards and guidance that provide broad guidance to
organizations to reduce security and privacy risks, such as, but not limited to, the NIST Cy-
bersecurity Framework, the NIST Privacy Framework, the NIST Risk Management Frame-
work, and the Secure Software Development Framework. These frameworks have some
features in common with the AI RMF. Like most risk management approaches, they are
outcome-based rather than prescriptive and are often structured around a Core set of func-
tions, categories, and subcategories. While there are significant differences between these
frameworks based on the domain addressed – and because AI risk management calls for
addressing many other types of risks – frameworks like those mentioned above may inform
security and privacy considerations in the MAP, MEASURE, and MANAGE functions of the
AI RMF.

At the same time, guidance available before publication of this AI RMF does not compre-
hensively address many AI system risks. For example, existing frameworks and guidance
are unable to:

• adequately manage the problem of harmful bias in AI systems;
• confront the challenging risks related to generative AI;
• comprehensively address security concerns related to evasion, model extraction, mem-

bership inference, availability, or other machine learning attacks;
• account for the complex attack surface of AI systems or other security abuses enabled

by AI systems; and
• consider risks associated with third-party AI technologies, transfer learning, and off-

label use where AI systems may be trained for decision-making outside an organiza-
tion’s security controls or trained in one domain and then “fine-tuned” for another.

Both AI and traditional software technologies and systems are subject to rapid innovation.
Technology advances should be monitored and deployed to take advantage of those devel-
opments and work towards a future of AI that is both trustworthy and responsible.
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Appendix C:
AI Risk Management and Human-AI Interaction
Organizations that design, develop, or deploy AI systems for use in operational settings
may enhance their AI risk management by understanding current limitations of human-
AI interaction. The AI RMF provides opportunities to clearly define and differentiate the
various human roles and responsibilities when using, interacting with, or managing AI
systems.

Many of the data-driven approaches that AI systems rely on attempt to convert or represent
individual and social observational and decision-making practices into measurable quanti-
ties. Representing complex human phenomena with mathematical models can come at the
cost of removing necessary context. This loss of context may in turn make it difficult to
understand individual and societal impacts that are key to AI risk management efforts.

Issues that merit further consideration and research include:

1. Human roles and responsibilities in decision making and overseeing AI systems
need to be clearly defined and differentiated. Human-AI configurations can span
from fully autonomous to fully manual. AI systems can autonomously make deci-
sions, defer decision making to a human expert, or be used by a human decision
maker as an additional opinion. Some AI systems may not require human oversight,
such as models used to improve video compression. Other systems may specifically
require human oversight.

2. Decisions that go into the design, development, deployment, evaluation, and use
of AI systems reflect systemic and human cognitive biases. AI actors bring their
cognitive biases, both individual and group, into the process. Biases can stem from
end-user decision-making tasks and be introduced across the AI lifecycle via human
assumptions, expectations, and decisions during design and modeling tasks. These
biases, which are not necessarily always harmful, may be exacerbated by AI system
opacity and the resulting lack of transparency. Systemic biases at the organizational
level can influence how teams are structured and who controls the decision-making
processes throughout the AI lifecycle. These biases can also influence downstream
decisions by end users, decision makers, and policy makers and may lead to negative
impacts.

3. Human-AI interaction results vary. Under certain conditions – for example, in
perceptual-based judgment tasks – the AI part of the human-AI interaction can am-
plify human biases, leading to more biased decisions than the AI or human alone.
When these variations are judiciously taken into account in organizing human-AI
teams, however, they can result in complementarity and improved overall perfor-
mance.
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4. Presenting AI system information to humans is complex. Humans perceive and
derive meaning from AI system output and explanations in different ways, reflecting
different individual preferences, traits, and skills.

The GOVERN function provides organizations with the opportunity to clarify and define
the roles and responsibilities for the humans in the Human-AI team configurations and
those who are overseeing the AI system performance. The GOVERN function also creates
mechanisms for organizations to make their decision-making processes more explicit, to
help counter systemic biases.

The MAP function suggests opportunities to define and document processes for operator
and practitioner proficiency with AI system performance and trustworthiness concepts, and
to define relevant technical standards and certifications. Implementing MAP function cat-
egories and subcategories may help organizations improve their internal competency for
analyzing context, identifying procedural and system limitations, exploring and examining
impacts of AI-based systems in the real world, and evaluating decision-making processes
throughout the AI lifecycle.

The GOVERN and MAP functions describe the importance of interdisciplinarity and demo-
graphically diverse teams and utilizing feedback from potentially impacted individuals and
communities. AI actors called out in the AI RMF who perform human factors tasks and
activities can assist technical teams by anchoring in design and development practices to
user intentions and representatives of the broader AI community, and societal values. These
actors further help to incorporate context-specific norms and values in system design and
evaluate end user experiences – in conjunction with AI systems.

AI risk management approaches for human-AI configurations will be augmented by on-
going research and evaluation. For example, the degree to which humans are empowered
and incentivized to challenge AI system output requires further studies. Data about the fre-
quency and rationale with which humans overrule AI system output in deployed systems
may be useful to collect and analyze.
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Appendix D:
Attributes of the AI RMF
NIST described several key attributes of the AI RMF when work on the Framework first
began. These attributes have remained intact and were used to guide the AI RMF’s devel-
opment. They are provided here as a reference.

The AI RMF strives to:

1. Be risk-based, resource-efficient, pro-innovation, and voluntary.
2. Be consensus-driven and developed and regularly updated through an open, trans-

parent process. All stakeholders should have the opportunity to contribute to the AI
RMF’s development.

3. Use clear and plain language that is understandable by a broad audience, including
senior executives, government officials, non-governmental organization leadership,
and those who are not AI professionals – while still of sufficient technical depth to
be useful to practitioners. The AI RMF should allow for communication of AI risks
across an organization, between organizations, with customers, and to the public at
large.

4. Provide common language and understanding to manage AI risks. The AI RMF
should offer taxonomy, terminology, definitions, metrics, and characterizations for
AI risk.

5. Be easily usable and fit well with other aspects of risk management. Use of the
Framework should be intuitive and readily adaptable as part of an organization’s
broader risk management strategy and processes. It should be consistent or aligned
with other approaches to managing AI risks.

6. Be useful to a wide range of perspectives, sectors, and technology domains. The AI
RMF should be universally applicable to any AI technology and to context-specific
use cases.

7. Be outcome-focused and non-prescriptive. The Framework should provide a catalog
of outcomes and approaches rather than prescribe one-size-fits-all requirements.

8. Take advantage of and foster greater awareness of existing standards, guidelines, best
practices, methodologies, and tools for managing AI risks – as well as illustrate the
need for additional, improved resources.

9. Be law- and regulation-agnostic. The Framework should support organizations’
abilities to operate under applicable domestic and international legal or regulatory
regimes.

10. Be a living document. The AI RMF should be readily updated as technology, under-
standing, and approaches to AI trustworthiness and uses of AI change and as stake-
holders learn from implementing AI risk management generally and this framework
in particular.
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San Francisco Generative AI Guidelines (2025) 
For All City and County personnel, including employees, contractors, consultants, volunteers, and vendors 

working on behalf of the City  

July 7th, 2025 

Top 5 Guidelines for Using Generative AI 

1. Whether generated by AI or a human, you are ultimately responsible for any content you use or 

share. 

2. Copilot Chat is available to City employees as a secure option for most Generative AI tasks. 

Other secure enterprise tools may also be available to staff. We strongly discourage the use of  

Generative AI tools that have not been purchased or vetted by the City. If you must use  public 

or consumer Generative AI tools, never enter sensitive, confidential, or City data, as these tools 

may store or reuse the information you provide.  

3. Always review, edit, fact-check, validate, and/or test AI generated content, which isn’t always 

accurate. 

4. Always disclose AI use when it contributes to public-facing or sensitive work or required by 

regulations. Ensure the Generative AI tool is properly recorded in the City’s 22J inventory and 

provide direct notice to impacted individuals. 

5. Never use Generative AI to generate deepfakes—fake images or recordings--or other content 

that could be mistakenly interpreted by someone to be real.  

1. Introduction 

Enterprise Generative AI (GenAI) tools procured and licensed by the Department of Technology (DT) are 

now available for use by staff of the City and County of San Francisco (City), opening new opportunities 

to improve the effectiveness, efficiency, and responsiveness of City services for all San Franciscans. 

Unlike other AI technologies used by the City—which support informed decisions based on input data— 

GenAI tools can generate new content based on patterns identified in large datasets, often in a matter 

of seconds. Examples include text, images, music, and code. 

However, the use of GenAI technology by the City also poses unique risks to its workers, residents, and 

visitors.  While AI-generated content can appear authoritative and polished, it can be inaccurate, biased, 

or misleading. GenAI use can also heighten the risk of privacy breaches, unauthorized data sharing, and 

cybersecurity threats. Furthermore, overreliance on GenAI for decisions that affect the public’s rights or 

safety can reduce transparency, weaken accountability, and erode trust in government.  
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1.1. Purpose of the Guidelines 

These guidelines are designed to help City staff use GenAI tools effectively and responsibly, while 

maintaining public trust, protecting resident data, and preserving the integrity of City systems. 

Although GenAI tools provided by DT offer stronger privacy and security protections compared to public 

or consumer AI tools, they still pose significant risks. These include bias, misinformation, factual errors, 

hallucinations, copyright violations, and inconsistent outputs. Such risks are heightened when City 

employees rely on these tools without exercising the necessary human oversight. To mitigate these 

risks, all GenAI outputs should be carefully reviewed before use to ensure accuracy, fairness, and 

alignment with City values and policies. City staff must also adhere to existing data protection and 

governance requirements, and provide transparency to the public about when and how GenAI tools are 

being used, in compliance with the City AI Transparency Ordinance (Chapter 22J). 

1.2. Scope of the Guidelines 

With some important distinctions, the guidelines outlined in Sections 2.1 through 2.3 of this document 

apply to both: 

• Enterprise GenAI tools—like ChatGPT Enterprise, Microsoft Copilot, Snowflake Cortex, Adobe 

apps and Express, and other approved systems—licensed and managed through the Department 

of Technology (DT). These tools:  

o Have been procured and configured for City use; 

o Allow use of sensitive City data (and restrict any vendor use of City data for AI 

training). This includes protected health information (PHI) and personally identifiable 

information (PII) when using tools that have Business Associate Agreements (BAAs) in 

place, such as Microsoft Copilot and Snowflake Cortex; 

o Have passed cybersecurity risk assessments; and 

o Support the City’s data retention standards and obligations for public request for access 

 

• Public or consumer GenAI tools — such as free online chatbots or apps not procured or 

managed by the City. These tools do not provide adequate privacy protections, and information 

shared with them is often used to train the underlying models, posing potential confidentiality 

risks. 

While the use of public or consumer GenAI tools for City business is strongly discouraged, we recognize 

that such tools may still be used in limited circumstances. If you want to use public or consumer GenAI 

tools, you must obtain prior departmental approval and follow the precautions outlined in Section 

2.4. 

2. City Guidelines for Generative AI Use 

The GenAI uses outlined below are grouped by risk level, each with corresponding mitigation strategies 

and disclosure requirements.  
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As a general rule, City employees must always thoroughly review, edit, fact-check, validate, and/or test 

their output, as applicable. You are ultimately responsible for any content you use or share. 

2.1. Low-Risk Use: Internal Efficiency Tasks Performed Using Enterprise 

Generative AI Tools 

You may use City-procured AI tools for: 

• Drafting internal emails, memos, or communications 

• Creating summaries of meetings, documents, or reports 

• Writing, editing, or debugging code 

• Generating outlines or first drafts of internal materials 

• Improving language access between the general public and City staff. 

These uses help improve efficiency and reduce workload, but you remain the expert reviewer. 

Safeguards and Responsibilities  

Even when handling simple tasks, AI can make errors, omit context, or return outdated or biased 

information. There’s no such thing as zero risk. To ensure responsible and safe use of AI tools:  

• For summaries or memos, only use material you are already familiar with so you can spot issues. 

You should be able to independently evaluate the quality and correctness of the output. 

• Always double-check factual claims, hyperlinks, and references to ensure content is backed by 

evidence. 

• Always review and edit AI’s output critically before using or sharing it. 

• Only use GenAI for coding tasks if you already know the programming language. You must be 

able to review, debug, and test any AI-generated code. 

Disclosure Requirements 

Disclosure is not required when using AI for internal drafting or support. You remain fully responsible for 

any content you use or share, including any errors or omissions introduced by AI. 

2.2. Medium- to High-Risk Use: Public-Facing or Sensitive Work Performed Using 

Enterprise Generative AI Tools 

Use extra caution and follow additional steps when City-approved AI tools are used to perform tasks 

affecting public communication, services, or decisions such as: 

• Drafting or translating public-facing content. 

• Drafting interview questions and screening materials for hiring processes. 

• Summarizing policy-related data. 

• Supporting decisions related to services, enforcement, or eligibility. 

• Contributing to documents that affect regulation or safety. 
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For these use-cases, AI can serve as a support tool, but it should never make final decisions that affect 

individuals or public outcomes.  

Safeguards and Responsibilities 

To ensure responsible and safe use of Enterprise AI tools used to perform public-facing or sensitive 

work: 

• Only use GenAI if you have deep subject-matter expertise to review its output. This ensures you 

can spot errors, detect harmful implications, review suggestions critically, and make informed 

decisions based in AI-generated content. 

• Review and edit AI-generated outputs to ensure they reflect the City’s values, promote equity, 

and uphold ethical standards and digital accessibility standards including the use of inclusive 

language and design practices that serve residents with visual, cognitive, or motor impairments. 

• Actively monitor for instances of bias and correct them manually. 

 

Disclosure Requirements 

When using Enterprise GenAI tools for public-facing or sensitive work, usage should be properly 

documented through the 22J process. 

To promote transparency toward the public, individuals impacted by AI systems must receive a direct 

notice disclosing that GenAI substantially contributed to the work product. At minimum, this direct 

notice must include: a clear plain-language, multilingual statement that GenAI was used; the name and 

version of the tool used; a note indicating that the content was reviewed by City staff; and contact 

information for questions, appeals, or corrections.  

Direct Notice – Sample Template (please check with your department for specific requirements 

or approved language) 

This content was generated with the assistance of [Tool Name, Version] and reviewed by City 

staff for accuracy. 

For questions, appeals, or corrections, contact: [Email]. 

View this notice in: [Español] · [中文] · [Tagalog] 

Or contact [email] for additional options. 

 

Depending on the type of content and its intended audience, other regulatory requirements related to 

disclosures or disclaimers, such as those under AB 3030, may also apply. Staff should always consult with 

their department for specific guidance on compliance with applicable laws and policies. 

Furthermore,  if you paraphrase, quote, or incorporate any AI-generated content into your own work 

(whether text, image, data, or other), you should cite it appropriately, just as you would any external 

source. Established citation guidelines, such as those from the MLA Style Center, recommend including 

the following details:  a description of the prompt; the name and version of the AI tool; the 

developer/company; the date of interaction; and a URL to the tool or session, if applicable. 
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Example: Quoting AI-Generated Text 

When asked to describe the symbolism of the green light in The Great Gatsby, ChatGPT provided 

a summary about optimism, the unattainability of the American dream, greed, and 

covetousness. However, when further prompted to cite the source on which that summary was 

based, it noted that it lacked “the ability to conduct research or cite sources independently” but 

that it could “provide a list of scholarly sources related to the symbolism of the green light in The 

Great Gatsby” (“In 200 words”). 

Works-Cited-List Entry (MLA Style):  

“In 200 words, describe the symbolism of the green light in The Great Gatsby” follow-up prompt 

to list sources. ChatGPT, 13 Feb. version, OpenAI, 9 Mar. 2023, https://chat.openai.com/chat. 

If a GenAI tool references or summarizes secondary sources (e.g., articles, studies, or reports), you must 

verify the original material and cite the primary source directly, just as you would in traditional research. 

 

2.3. Prohibited Uses  

To protect public trust, safety, and ethical standards, do not use GenAI tools for any of the following: 

• Relying on AI to create City official documents or make decisions without expert human review. 

• Generating images, audio, or video that could be mistaken for real people (including public 

officials or members of the public). 

• Creating “deepfakes” or impersonations of any person or official—even with disclaimers. 

• Fabricating fictional survey respondents or public input for research or outreach purposes. 

• Relying on AI to review legal or regulatory issues. 

2.4. Using Public or Consumer Generative AI Tools: Additional Guidance 

The use of public or consumer Generative AI tools in place of City-approved enterprise solutions is 

strongly discouraged. Any experimental use of non-approved Generative AI technologies must receive 

prior departmental approval.  

To ensure the security of City systems and data and best serve the public when using public or consumer 

GenAI tools, follow this guidance in addition to the ones outlined for Enterprise GenAI Tools:  

• Never enter sensitive or protected data that cannot be fully released to the public, including 

personal information, health information, City data, and/or financial information. This 

information can be viewed by the companies that make the tools and, in some cases, other 

members of the public. Once entered, this information becomes part of the public record. The 

handling and disclosure of sensitive information is already governed by several City policies, 

including but not limited to: 
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o Charter Section 16.130, Privacy First Policy 

o Administrative Code Section 12M.2(a), Nondisclosure of Private Information 

o Campaign & Governmental Conduct Code section 3.228, Disclosure or Use of 

Confidential City Information 

o The “Computers and Data Information Systems” section of the Department of Human 

Resource’s Employee Handbook (January 2012, page 48) 

o Please refer to Citywide Data Classification Standard for more specifics on data 

classification and department responsible roles 

 

• Never conceal the use of public or consumer GenAI tools from your coworkers and remain 

transparent about when and how these tools are used in your work. 

 

2.5. Guidance for Departmental IT Leaders 

Departmental IT leaders have a responsibility to support right-sized GenAI uses that deliver the greatest 

public benefit. This begins with ensuring that AI projects are problem-led and not technology-led, by 

centering the specific needs and challenges faced by the department and the communities it services. 

In parallel, Departmental IT leaders must ensure responsibility and transparency in how GenAI tools are 

used, especially when they could influence department decisions, erode the public’s rights or safety, or 

affect access to critical services. This responsibility includes ensuring that their department complies 

with the transparency requirements set forth in Chapter 22J of the Administrative Code.  

To support these goals, IT leaders should adhere to the following guidance:  

• If your department is considering adopting or piloting a new GenAI tool, please reach out to the 

Emerging Technology Team at ai@sfgov.org early in the process to ensure alignment with 

citywide standards, policy requirements, and support. 

• When purchasing technology that includes GenAI, collect the information required by 22J from 

vendors during contract execution or shortly thereafter. This includes the name of the 

technology and vendor; a description of its purpose, function, intended use, and operational 

context; training and generated data; an explanation of how the technology works; what it is 

optimizing for and its accuracy (preferably with numerical metrics); conditions affecting 

performance; testing for bias (including results); procedures for reporting issues or incidents; 

oversight mechanisms; and whether collected data may be used to train proprietary or third-

party systems. 

• Designate at least one 22J Lead responsible for: 

o Managing compliance with 22J. 

o Coordinating inventory submissions and acting as the point of contact for the Emerging 

Technology Team. 

o Determining whether each GenAI technology your department uses--or is planning to 

procure, borrow, or receive--qualifies for an exemption under 22J. 

o Submitting required information for non-exempt GenAI tools under 22J through 

LogicGate 22J or an MS form. 
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o Notifying DT of any updates if GenAI tools are decommissioned, replaced or added to 

your department’s inventory.  

o Supporting annual compliance reviews by the City Controller. 

• Encourage staff to participate in GenAI–related training offered by the City to understand risks, 

use cases, and functionalities of specific Enterprise GenAI tools. 

• If a Gen-AI feature becomes available to staff without your department’s prior approval, contact 

the vendor to learn about privacy and security implications, and deactivate the functionality if 

needed. If the tool is licensed and managed by DT, report the issue immediately to the Emerging 

Technology Team at ai@sfgov.org. 

3. Data Protection Requirements 

The use of City data in Enterprise AI tools is subject to the following restrictions: 

• For Copilot Chat and Snowflake, you can use Level 4 data and below (Levels 1–4). 

• For ChatGPT Enterprise, you can use Level 3 data and below (Levels 1–3). 

• Only use PHI (Protected Health Information) in tools that have a BAA (Business Associate 

Agreement) in place, such as Copilot Chat and Snowflake subject to your department’s 

approval. 

• To verify which types of department-specific data are permitted for use with City-approved 

tools, always check with your Department.  

• Do not enter any sensitive or protected data including personal information, health 

information, and/or financial information into public or consumer AI tools  not provisioned or 

approved for City use.  

Content entered into or generated by GenAI tools may constitute public records and may be subject to 

disclosure under the California Public Records Act (CPRA), as well as the City and County of San 

Francisco’s public access and records retention requirements, including the Sunshine Ordinance. For 

Copilot Chat, user inputs and AI-generated content are retained for 30 days, consistent with the 

retention period for Microsoft Teams. For ChatGPT Enterprise, content is retained for 90 days. 

 

4. Data Governance  

Generative AI tools depend on accurate, clean, and well-organized data. If City data is outdated, 

inconsistent, or poorly maintained, AI outputs may be inaccurate or misleading. 

Every department has a role in: 

• Keeping records and metadata up to date 

• Using standardized formats per the City’s Data Management Policy 

• Ensuring data is managed according to City policies 

Strong data governance supports reliable and fair AI usage. 
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5. Background 

5.1. Current Legislative and Regulatory Landscape 

Since the release of the City’s first GenAI guidelines in December 2023, the national regulatory 

landscape has shifted significantly. President Biden’s 2023 Executive Order, which prioritized AI safety, 

security, and responsible use, was rescinded in early 2025 and replaced with a lighter-touch, pro-

innovation policy that emphasizes deregulation and national competitiveness over public safeguards.  At 

the state level, Governor Newsom reaffirmed California’s leadership in responsible AI governance with 

the release of a Report on Frontier AI Policy in June 2025. The report highlights growing risks--like AI-

generated scams, disinformation, and threats involving dangerous materials--and calls for strong, 

practical safeguards. These include enhanced transparency, independent evaluations, whistleblower 

protections, and systems to track harmful incidents. Built on a “trust but verify” approach, the report 

argues that thoughtful regulation supports, rather than hinders, responsible innovation.5.2. San 

Francisco: the Home of AI 

San Francisco is at the center of the AI boom, with many of the world’s most influential AI companies--

including OpenAI, Anthropic, Databricks--as well as a growing ecosystem of startups and research labs 

headquartered in the City. As the home of AI, San Francisco is also on the front lines of addressing its 

real-world impacts on residents, workers, and public services. Given the scale of innovation underway, 

and the potential consequences of inaction, the City has both a responsibility and an opportunity to lead 

in the civic use of AI through responsible and accountable governance. 

While the City will continue to track federal and state developments, it is also charting its own course 

under Mayor Lurie's leadership by embracing intentional, practical AI adoption grounded in ethical 

standards and public trust—one that delivers more effective, efficient, and responsive services to all San 

Franciscans. 

5.3. Development of Guidelines 

The Emerging Technology Team developed these updated GenAI-focused guidelines in close 

coordination with the City’s AI Advisory Committee, a staff working group that provides guidance on the 

adoption, governance, and ethical use of emerging technologies in the City.  

6. Contact & Versioning 

The AI Advisory Committee will regularly update the City Guidelines for Generative AI Use to reflect new 

law, regulations, lessons learned from application, and developments in GenAI technology. Check these 

Guidelines regularly for updates, and bookmark to stay informed.  

For questions or help with tool selection, training opportunities, or policy interpretation please check 

with the Emerging Technology Team at ai@sfgov.org.   
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This report includes content drafted with support from ChatGPT Enterprise (GPT-4o, OpenAI, June 2025). 

All content was reviewed and finalized by the Emerging Technology Team. 

 

Glossary 
Algorithms: are a set of rules that a machine follows to generate an outcome or a decision. 

Artificial Intelligence (AI): refers to a group of technologies that can perform complex cognitive tasks 

like recognizing and classifying images or powering autonomous vehicles. Many AI systems are built 

using machine learning models. For a task like image recognition, the model learns pixel patterns from a 

large dataset of existing images and uses these patterns to recognize and classify new images. 

Auditability for AI: AI where the outputs are explainable, monitored and validated on a regular basis. 

Bard: is a conversational Gen AI chatbot built by Google 

Black box models: are those where you cannot effectively determine how or why a model produced a 

specific result. 

Chatbots: are computer programs that simulate conversations. Chatbots have been around for a few 

decades. Basic chatbots (without Gen AI) use ML to understand human prompts and provide more-or-

less scripted answers that can guide users through a process. Gen AI chatbots can provide more human-

like, conversational answers. 

ChatGPT: is a conversational Gen AI chatbot built by OpenAI 

Dall-e: is a Gen AI application that can generate images based on text prompts 

Discriminative AI: In contrast to Gen AI, Discriminative AI models do not generate new content but can 

be used to predict quantities (for example, predicting home prices) or to assign group membership (for 

example, classifying images). 

Enterprise Generative AI Tool: City-approved GenAI tool procured and managed by the Department of 

Technology or another City department. These tools are configured for City use, support sensitive data 

(with BAAs where applicable), meet cybersecurity standards, and follow strict privacy, legal, and data 

retention requirements. 

Generative AI (Gen AI): refers to a group of technologies that can generate new content based on a user 

provided prompt. Many are powered by LLMs. 

Large language models (LLMs): are a type of machine learning model trained using large amounts of 

text data. These models learn nuanced patterns and structure of language. This allows the model to 

understand a user generated prompt and provide a text response that is coherent. The responses are 

based on predicting the most likely word in a sequence of words and as a result, the answers are not 

always contextually correct. The training datasets used to build these models can contain gender, racial, 
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political and other biases. Since the models have learnt from biased data, their outputs can reflect these 

biases. Generative AI applications are built using these LLMs. 

Machine Learning (ML): is a method for learning the rules of an algorithm based on existing data. 

Machine learning model: is an algorithm that is built by learning patterns in existing data. For example, 

a machine learning model to predict house prices is constructed by learning from historical data on 

home prices. The model may learn that price increases with square footage, changes by neighborhood, 

and depends on the year of construction. 

Microsoft Copilot: an AI-powered assistant integrated across Microsoft 365 applications that helps users 

draft content, summarize emails, analyze data, and automate tasks. 

Model validation: methods to determine whether the outputs generated by a machine learning model 

are unbiased and accurate. 

Public or consumer Generative AI Tool: free or third-party Generative AI tool not managed by the City. 

Snowflake Cortex: a suite of built-in Generative AI and machine learning capabilities within the 

Snowflake data platform. Cortex allows users to securely analyze, summarize, and generate insights 

from data using large language models, all within the City's existing Snowflake environment. 

Training data: The dataset that is used by a machine learning model to learn the rules. 
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GUIDELINE 

Generative Artificial Intelligence Policy 
POL-209 

Purpose 
The purpose of this policy is to set forth requirements City departments will observe when acquiring and 

using software that meets the definition of “generative artificial intelligence.”  

Scope 
All City departments. Vendors, contractors, and volunteers who operate on behalf of the City are also 

subject to this policy.  

Definitions 
Generative Artificial Intelligence (Generative AI) is a class of computer software and systems, or 

functionality within systems, that use large language models, algorithms, deep-learning, and machine 

learning models, and are capable of generating new content, including but not limited to text, images, 

video, and audio, based on patterns and structures of input data. These also include systems capable of 

ingesting input and translating that input into another form, such as text-to-code systems. 

While this policy document includes principles that apply to AI technologies generally, the policy 

statements apply only to generative AI systems.  

Artificial Intelligence (AI) Principles 
Principles describe general codes of conduct that represent the City’s values and are aligned with our 

responsibilities to the residents we serve. These principles serve to guide City employees in their use of 

both generative and traditional AI technology. City employees shall adhere to the principles and 

requirements outlined in this policy, and will be held accountable for compliance with these 

commitments. 

1. Innovation and Sustainability: The City values public service innovation to meet our residents’ 

needs. We commit to responsibly explore and evaluate AI technologies, which will improve our 

services and advance beneficial outcomes for both people and the environment.  

2. Transparency and Accountability: The City values transparency and accountability and understands 

the importance of these values in our use of AI systems. The City will ensure that the development, 

use, and deployment of AI systems are evaluated for and compliant with all laws and regulations 

applicable to the City prior to use, and will make documentation related to the use of AI systems 

available publicly. 

3. Validity and Reliability: The City will work to ensure that AI systems perform reliably and 

consistently under the conditions of expected use, and that ongoing evaluation of system accuracy 

throughout the development and/or deployment lifecycle is managed, governed, and auditable, to 

the greatest extent possible. 

4. Bias and Harm Reduction and Fairness: We acknowledge that AI systems have the potential to 

perpetuate inequity and bias resulting in unintended harms on Seattle residents. The City will 

evaluate AI systems through an equity lens, in alignment with our Race and Social Justice 
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commitments, for potential impacts such as discrimination and unintended harms arising from data, 

human, or algorithmic bias to the extent possible. 

5. Privacy Enhancing: The City values data privacy and understands the importance of protecting 

personal data. We work to ensure that policies and standard operating procedures that reduce 

privacy risk are in place, and are applied to the AI system throughout development, testing, 

deployment, and use to the greatest extent possible. 

6. Explainability and Interpretability: The City understands the importance of leveraging AI systems, 

models, and outputs that are easily interpreted and explained. We work to ensure all AI systems and 

their models are explainable to the extent possible, and that system outputs are interpretable and 

communicated in clear language, representative of the context for use and deployment.  

7. Security and Resiliency: Securing our data, systems, and infrastructure is important to the City. We 

will ensure AI systems are evaluated for resilience and can maintain confidentiality, integrity, and 

availability of data and critical City systems, through protection mechanisms to minimize security 

risks to the greatest extent possible, in alignment with governing policy and identified best 

practices. 

Policy 

1. Acquisition of Generative AI Technology 
1.1. Consistent with the City’s standards for Acquisition of Technology Resources, City employees 

may be authorized to use pre-approved generative AI software tools or they may request a non-

standard acquisition of generative AI software through Seattle IT’s current request process. 

1.2. Seattle IT shall review exception requests according to its current risk and impact methodology, 

which shall include specific review criteria for generative AI technology. Seattle IT shall either 

approve or deny a request according to its criteria.  

1.3. The City’s standard for technology acquisition applies to all technology, including free-to-use 

software or software-as-a-service tools.  

1.4. If a technology that has already been approved for use in the City adds or incorporates 

generative AI capabilities, no additional approval is required to use those capabilities, however 

all other aspects in this policy apply to said use. 

1.5. Seattle IT may revoke authorization for a technology that adds AI capabilities, or may restrict 

the use of those AI capabilities, if, in its judgment, those AI capabilities present risks that cannot 

be effectively mitigated to comply with this policy or other City policies. 

2. Use of Generative AI Outputs 
2.1. Outputs of Generative AI systems must be reviewed by humans prior to each use in an official 

City capacity (“Human in the Loop” or HITL). HITL review processes shall be documented by 

owning departments and shall demonstrate how the HITL review was conducted to adhere to 

the principles outlined in this document.  

2.2. Documentation of HITL reviews shall be retained according to the appropriate records retention 

schedule. 
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3. Attribution, Accountability, and Transparency of Authorship  
3.1. All images and videos created by Generative AI systems must be attributed to the appropriate 

Generative AI system. Wherever possible, attributions and citations to the City of Seattle should 

be embedded in the image or video (e.g., via digital watermark). 

3.2. If text generated by an AI system is used substantively in a final product, attribution to the 

relevant AI system is required. 

3.3. If a significant amount of source code generated by an AI system is used in a final software 

product, or if any amount is used for an important or critical function, attribution to the 

appropriate AI system is required via comments in the source code and in product 

documentation. 

3.4. All attributions should include the name of the AI system used plus an HITL assertion (which 

should include the department or group who reviewed/edited the content).  

Example: Some material in this brochure was generated using ChatGPT 4.0 and was reviewed 

for accuracy by a member of the Department of Human Services before publication.  

3.5. Departments shall interpret “substantive use” thresholds to be consistent with the principles 

outlined in this document as well as relevant intellectual property laws. 

4. Reducing Bias and Harm 
4.1. Generative AI systems may produce outputs based on stereotypes or use data that is historically 

biased against protected classes. City employees must leverage RSJI resources (e.g., the Racial 

Equity Toolkit) and/or work with their departmental RSJI Change Team to conduct and apply a 

Racial Equity Toolkit (RET) prior to the use of a Generative AI tool, especially uses that will 

analyze datasets or be used to inform decisions or policy. As per the objectives of the RSJ 

program, the RET should document the steps the department will take to evaluate AI-generated 

content to ensure that its output is accurate and free of discrimination and bias against 

protected classes. 

5. Data Privacy 
5.1. Use of generative AI tools shall be consistent with the principles and standards described in the 

City’s Data Privacy Policy and Information Security Policy. 

5.2. Unless suitable enterprise controls and data protection mitigations are in place, employees shall 

not submit data that is classified by the City’s data classification guidelines as Confidential or 

Confidential with Special Handling, or that otherwise not considered to be acceptable to 

disclose to the public, shall not be submitted to Generative AI systems. 

5.3. No City data or records, including inputs or prompts, are to be used for training or parameter-

tuning for Generative AI models outside the City’s control. AI technologies that cannot prevent 

City data or records from contributing to their language models may not be used by City 

employees.  

Attachment 2 - 73

Page 86

ITEM NO. 2.

https://seattlegov.sharepoint.com/sites/ITD_PO/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FITD%5FPO%2FShared%20Documents%2FResources%2FPR%2D01Privacy%5FPolicy%2Epdf&parent=%2Fsites%2FITD%5FPO%2FShared%20Documents%2FResources
https://seattlegov.sharepoint.com/sites/ITD_ControlledDocuments/Policies/ITSP-InformationTechnologySecurityPolicy-POL201.pdf
https://seattlegov.sharepoint.com/sites/ITD_ControlledDocuments/Policies/GUI110-Data-Classification-Guideline.pdf


 Page 4 of 5 

6. Public Records & City Records Management 
6.1. All records generated, used, or stored by Generative AI vendors or solutions may be considered 

public records and must be disclosed upon request. 

6.2. All Generative AI solutions and/or vendors approved for City use shall be required to support 

retrieval and export of all prompts and outputs (either via exposed functionality or through 

vendor contract assurances).  

6.3. City employees who use generative AI tools are required to maintain, or be able to retrieve 

upon request, records of inputs, prompts, and outputs in a manner consistent with the City’s 

records management and public disclosure policies and practices.  

Exceptions 
Exceptions must be approved in advance through submission of a Seattle IT Exception Review Approval 

request in Service Hub. This can be submitted directly or with the assistance of Client Engagement 

personnel. Note: this section refers to exceptions to this policy as it relates to generative AI tools that are 

in use by the City. It does not refer to requests for acquisition of non-standard applications or 

technologies.  

Non-compliance 
The Chief Technology Officer (CTO) is responsible for compliance with this policy. Enforcement may be 

imposed in coordination with individual division directors and department leaders. Non-compliance may 

result in department leaders imposing disciplinary action, restriction of access, or more severe penalties 

up to and including termination of employment or vendor contract. 

Related Standards and Policies 
• City Privacy Policy [POL-202] 

• Acquisition of Technology Resources [STA-209] 

• Information Security Policy [POL-201] 

• Data Classification Guideline [GUI-110]  

Responsibilities 
The policy will be maintained through the Data Privacy, Accountability and Compliance (DPAC) division, 

owned by the Director of DPAC and City of Seattle Chief Privacy Officer. Their responsibilities include 

creating and maintaining the generative AI risk and impact criteria and the documents and forms to 

support the exception review process for this technology. 

Document Control  
This policy shall be effective on 11/1/2023 and shall be reviewed annually.  
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TOWN OF LOS ALTOS HILLS 
26379 Fremont Road 
Los Altos Hills, CA 94022  
Phone: (650) 941-7222 
www.losaltoshills.ca.gov 
 

Generative Artificial Intelligence Acceptable Use Policy 
 

Approved by City Council Feb 15, 2024 

 
1. Executive Summary 

 
The Town of Los Altos Hills uses reliable, collaborative, and secure information technology 
solutions to support the efforts of staff in delivering high-quality services to its community.  
 
As new, relevant local government technologies arise, the Town often assesses the value that 
each can deliver. In 2022, generative AI – creating meaningful output such as text and images 
from human prompts -- emerged as a powerful new tool in a wide range of contexts. The Town 
quickly recognized that this technology could be extraordinarily useful in the public sector while 
also acknowledging that it could create unacceptable risks. 
 
The Town of Los Altos Hills will partner and collaborate with other government agencies in the 
region and beyond to maximize the benefits of generative AI and to reduce its risks such as 
security, privacy, and content issues. 
 
This policy provides rules and guidance for Town staff to support responsible use of generative AI 
tools. The Town is committed to encouraging the use of emerging technologies that promote 
progress and innovation, increase organizational performance and quality service delivery, and 
serve the public good.   
 

2. Version Control 
 

Date Version What Who 

11/18/23 1.0 Draft policy framework External consultant 

11/24/23 2.0 First full draft of policy External consultant 

11/27/23 2.1 Review and minor modifications City Manager 

12/17/23 3.0 Incorporates feedback from tech committee LAH Tech Committee 

2/15/2024 3.0 Adopted by City Council LAH City Council 
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3. Definitions 
 

What Description 

User Staff, contractors, or others using Generative AI for Town work purposes. 

Town The local government of The Town of Los Altos Hills, California. 

Artificial 
Intelligence (AI) 

A system that performs certain tasks that simulate those of a human. 

Generative AI A system that creates content such as text, audio, or images in response to 
human or computer inputs. 

 
4. Purpose 

 
The purpose of this policy is to set forth requirements and guidance that Town users must adhere 
to when acquiring and using solutions that meet the definition of generative artificial intelligence 
(AI). 
 

5. Scope 
 
While AI is a broad and deep topic, this policy is currently concerned with solutions that use a 
specific type of AI called generative AI. Examples include ChatGPT and Google Bard, as well as 
products from Stability.ai, Jasper.ai, and similar. This policy also acknowledges that the 
boundaries of such solutions can be complex to define, and the nature of the technology is 
changing at a high rate. In the event of uncertainty in how any part of this policy applies, staff 
should first seek guidance from a supervisor. 
 

6. Benefits and Risks of Using Generative AI in Local Government 
 

Benefits (not an exhaustive list): 
 

a) Ability to analyze large amounts of information and then identify patterns, answer 
questions, make recommendations, and summarize findings. 

 
b) Reduce time spent on regular tasks including the creation of documents such as memos, 

emails, job descriptions, and reports, and assist with rapid knowledge acquisition. 
 

c) Improved decision-making by discovering and exploring scenarios, evaluating options, 
and analyzing relevant data. 

 
d) Assist in the development of new content such as policies and procedures, website 

content, and social media posts, including rewording and improving grammar. 
 

e) Provide community-facing chatbots that provide 24-hour access to information and 
services. 

 
f) Translates text into different languages. 
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Risks (not an exhaustive list): 
 

a) May create output that uses, for example, inappropriate, generic, and irrelevant 
language, bias, and tone. Translations too, may not be of an acceptable level of quality. 

 
b) Information produced may not be accurate, which includes dates, places, names, events, 

and more.  
 

c) May reveal personally identifiable or sensitive information, disclose confidential 
information, or release draft information to the public. 

 
d) Reliance may reduce the important use of human empathy, personal contact, discretion, 

and judgement. 
 

e) All input and output content may be subject to relevant public record laws.  
 

f) Content produced may be subject to copyright laws and use could result in legal 
challenges. 

 
7. Acceptable Uses of Generative AI  

 
The range of uses of generative AI are wide and new capabilities are being frequently introduced. 
This list provides a small set of staff usage examples that can be used as guidance. 
 

a) Creating an outline for written content. The generative AI content is used as a starting 
point, but the final product is created by staff. Examples include: 

 

• Letters 

• Emails 

• Project documentation 

• Speaker notes 

• Presentation slides 

• Social media posts 

• RFPs and similar 

• Web content 

• Reports 

• Procedures 

• Policies 

• Job descriptions 

• Press releases 
 
b) Copying a document into a generative AI tool for the purposes of summarizing and/or 

querying it. 
 

c) Suggesting writing improvements. 
 

d) Learning about and exploring topics. 
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e) Analyzing different types of data. 

 
f) Idea generation. 
 
g) Research. 

 
8. Requirements for Using Generative AI  

 
a) All generative AI tools used for work purposes require an account that is explicitly for 

Town use. Personal accounts are not permitted for work use. 
 

b) Assume that all use of generative AI tools and content are subject to relevant public 
records requests and must adhere to existing Town data retention requirements where 
appropriate. 

 
c) Only provide input content that is okay for public disclosure. 

 
d) Staff are responsible for all outcomes of generative AI used for work purposes. 

Specifically, the consequences of generative AI use are a human responsibility and 
issues cannot be deferred to the software and system. Staff assume all responsibility for 
content produced by generative AI. 
 

e) Conduct a fact check on all content that is produced by generative AI. Staff must 
validate all output and ensure that it is factually correct. Staff are responsible for 
managing the risks of AI hallucinations, i.e., the creation by AI of inaccurate or 
nonsensical content. 

 
f) Provide attribution whenever generated content is published including images. 

 
g) Log usage of generative AI for possible reference purposes later. 

 
h) Do not use generative AI to generate code or audio at this time. 

 
9. Procurement of Generative AI Solutions 

 
a) To procure generative AI solutions, staff must follow the existing policies and procedures 

for acquiring hardware and software for the Town.  
 

b) Staff acknowledge that the procurement process may be slower than normal as a risk and 
impact assessment may be required. 
 

c) The policy and procedures for acquiring generative AI solutions also applies to free-to-
use, freemium, open source, software-as-a-service (SaaS), and any other solution 
formats. 
 

d) Approval to procure a generative AI solution is not required if the identical solution has 
already been formally approved. 
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e) Use of any generative AI solution may be restricted or revoked at any time if, in the 

judgement of the Town, the risk of use results in non-compliance in part or full, with this 
policy or any other Town policy, or other relevant policy, rule, or law. 

 
10. Enforcement 

 
Enforcement may be imposed in coordination with individual division directors and department 
leaders. Non-compliance may result in department leaders imposing disciplinary action, 
restriction of access, or more severe penalties up to and including termination of employment or 
vendor contract. 
 

11. Training 
 
The Town will occasionally provide training in generative AI and specific tools. For specific 
requirements, staff should work with their supervisor to request training following their normal 
learning needs process. 
 
Khan Academy provides high-quality, free online training. Access via khanacademy.org and search 
for “generative AI” 
 
For developing prompt engineering skills—the ability to provide good input for great generative 
AI output—the following site provides free, high-quality training: learnprompting.org 
 

12. Contact and Oversight Information 
 
This policy will be maintained through the City Manager’s department, owned by the City 
Manager or designee. Their responsibilities include creating and maintaining the generative AI 
risk and impact criteria, making recommendations for policy updates, communicating updates on 
the Towns position on generative AI, and as a point of contact for escalating challenges and issues 
with the technology. 
 

13. Document Control 
 
This policy shall be effective on Feb 15, 2024 and shall be reviewed annually. A review and update 
may also be initiated in the event of substantive changes to generative AI and its associated 
solutions. 
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I-82.4   Artificial Intelligence Appropriate Use Policy  
To:  Department Heads 
Subject: I-82.4 Artificial Intelligence Appropriate Use Policy 
 
PURPOSE  
This policy provides guidelines for City of Santa Cruz (City) employees and officials on the use 
of artificial intelligence (AI). The City is dedicated to the responsible and ethical use of AI 
technologies, aiming to enhance processes, improve services for residents, and empower 
employees to excel in their work. In response to the rapid development of AI tools, the City will 
consistently assess and revise this policy to ensure alignment with ethical, legal standards, and the 
latest advancements in AI as required. 
This policy establishes a comprehensive, yet flexible, governance structure for AI 
systems used by, or on behalf of, the City. This policy enables the City to use AI systems 
for the benefit of the community while safeguarding against potential harms. 

The key objectives of the AI Policy are to: 

a. Provide guidance that is clear, easy to follow, and supports decision-making for the 
staff (full-time, part-time), interns, consultants, contractors, partners, and 
volunteers who may be purchasing, configuring, developing, operating, or 
maintaining the City’s systems or leveraging AI systems to provide services to the 
City. 

b. Ensure that when using AI systems, the City or those operating on its behalf, 
adhere to the Guiding Principles that represent values with regards to how AI 
systems are purchased, configured, developed, operated, or maintained. 

c. Define roles and responsibilities related to the City’s usage of AI systems. 
d. Establish and maintain processes to assess and manage risks presented by AI 

systems used by the City. 
e. Align the governance of AI systems with existing data governance, security, 

and privacy measures in accordance with Administrative Procedure Order 
(APO) I-82.1 Use of City of Santa Cruz’s Electronic Systems and Tools. 

f. Define prohibited uses of AI systems. 
 

SCOPE 
This policy applies to any employee or official using or accessing the City’s Technology 
Resources and Systems to access AI technologies deployed by the City or are involved in using 
AI tools or platforms on behalf of the organization. Employee as used in this policy is defined as 
an individual performing business activities under direct supervision of another City employee 
and includes full-time, part-time, and temporary employees, contractors, unpaid interns, and 
volunteers. Officials as used in this policy is defined as anyone in a position of official authority 
that holds a legislative or administrative position of any kind, whether appointed or elected. 
 
DEFINITIONS 
 
Artificial Intelligence (AI): 
The City defines “artificial intelligence” or “AI” to be a machine-based system that can, for a 
given set of human-defined objectives, make predictions, recommendations, or decisions 
influencing real or virtual environments. AI systems use machine and human-based inputs to 
perceive real and virtual environments; abstract such perceptions into models through analysis in 
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an automated manner; and use model inference to formulate options for information or action.  
The City defines an “AI system or technologies” to be any data system, software, hardware, 
application, tool, or utility that operates in whole or in part using AI. 
 
Generative AI Tools 
A category of AI tools designed to generate new content, data, or outputs based on patterns and 
information learned from existing examples. Generative AI tools are computer programs capable 
of many activities, including but not limited to completing general administrative office tasks, 
data analysis, programming, and image creation. While these tools can improve productivity, it is 
crucial to use them responsibly to comply with various laws, maintain data privacy and security, 
and uphold City values. 
 
AI-Powered Search  
A category of advanced search technology that integrates artificial intelligence (AI) to enhance 
traditional search engine functionalities, such as those found in platforms like Google and Bing. 
AI-powered search leverages techniques like machine learning, natural language processing 
(NLP), and deep learning. 
 
POLICY 
 
Guiding Principles 
Staff should be open to responsibly incorporating AI tools into their work where it can be 
beneficial for making services better, more just, and more efficient. Each employee is responsible 
for using AI tools in a manner that ensures the security of sensitive information and aligns with 
City policies. Specific guiding principles include: 
 

a. Data Privacy and Security: Comply with all data privacy and security standards such as 
Health Insurance Portability and Accountability Act (HIPAA), Criminal Justice 
Information Systems (CJIS), Internal Revenue Service (IRS), and the California 
Consumer Privacy Act (CCPA) to protect Personally Identifiable Information (PII), 
Protected Health Information (PHI), or any sensitive data in AI prompts.  

b. Treat AI prompts as if they were publicly visible online to anyone. Treat AI prompts, 
data inputs, and outputs as if they are subject to the Freedom of Information Act and 
Public Records Act. Privacy is preserved in all AI systems by safeguarding personally 
identifiable information (PII) and sensitive data from unauthorized access, disclosure, and 
manipulation. 

c. Informed Consent: Members of the public should be informed when they are interacting 
with an AI tool and have an “opt out” alternative to using AI tools available.  

d. Responsible Use: AI tools and systems should be used ethically and always include 
human oversight to ensure accountability and proper decision-making. 

e. Continuous Learning: Employees using AI tools are encouraged to educate themselves 
on effective and appropriate AI usage for their work. 

f. Avoiding Bias: AI tools can create biased outputs. When using AI tools, develop AI 
usage practices that minimize bias and regularly review outputs to ensure fairness and 
accuracy, as you do for all content.  

g. Equity: AI systems should support equitable outcomes for everyone. Bias in AI systems 
is effectively managed with the intention of reducing harm for anyone impacted by its 
use.  

h. Decision Making: Do not use AI tools to make impactful decisions. Be conscientious 
about how AI tools are used to inform decision making processes.  
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i. Accuracy: AI tools can generate inaccurate and false information. Take time to review 
and verify AI-generated content to ensure quality, accuracy, and compliance with City 
guidelines and policies.  

j. Transparency: The use of AI systems should be explainable to those who use and are 
affected by their use. The purpose and use of AI systems is proactively communicated 
and disclosed to the public to ensure transparency. When using this rapidly evolving 
technology, indicate when AI tools contributed substantially to the development of a 
work product. Use good judgement when considering citing use of AI tools. For example, 
when working with regulatory, legal, or life critical subjects, citations will be appropriate. 
When attributing AI usage in a work product, indicate the product and version used. 
Some example citations include:  

i. Whole Document Example: [Artificial Intelligence contributed to the 
development of this document using Google Bard, 2023, in compliance 
with the City of Santa Cruz Appropriate Use Policy.]  

ii. Specific Citation Example: OpenAI. (2023). ChatGPT (Mar 14 version) 
[Large language model]  

iii. In text Example for specific information: (OpenAI, 2023) 
k. Accountability: Employees are solely responsible for ensuring the quality, accuracy, and 

regulatory compliance of all AI generated content utilized in the scope of employment. 
The City will regularly monitor and evaluate approved AI products to ensure they meet 
security and risk management criteria. Roles and responsibilities govern the deployment 
and maintenance of AI systems, and human oversight ensures adherence to relevant laws 
and regulations.  

l. Security & Safety: AI systems maintain confidentiality, integrity, and availability 
through safeguards that prevent unauthorized access and use. Implementation of AI 
systems is reliable and safe, and minimizes risks to individuals, society, and the 
environment. 
 

Prohibited Use of AI systems 
a. Unauthorized Access: Do not use AI tools to access data or systems you are not 

authorized to use. Examples of systems that might be deemed unauthorized are AI 
systems that: 

i. utilize facial recognition,  
ii. make automated decisions without human oversight,  

iii. attempt to make emotional recognition,  
iv. provide social services decision-making,  
v. create hyper-realistic images, videos or audio that are indistinguishable 

from reality, or 
vi. perform automated image alteration without disclosure. 

b. Unlawful Activities: AI tools must not be used for any illegal, harmful, or malicious 
activities. This includes activities that perpetuate unlawful bias, automate unlawful 
discrimination, and produce other harmful outcomes. 

c. Employment Decisions: Do not use AI to make consequential decisions regarding 
hiring, benefits, discipline, or other sensitive matters in which bias could play a role, 
without additional verification and human oversight. Information gathered from AI, 
including but not limited to insight on an employee’s work performance and behavior, 
shall not be used in any disciplinary decisions without additional verification and human 
oversight. 
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d. Sensitive Data: Do not enter internal, sensitive, or restricted data into any AI tool or 
service (e.g. PII, PHI, HIPAA, IRS, CJIS). No AI tool currently meets the City’s security, 
privacy, and compliance standards for handling anything besides public data. However, 
in the event internal, sensitive, or restricted data may be utilized by an AI system, notice 
will be provided to all affected individuals within a reasonable time and manner.  

e. Automated decisions: Do not use AI Tools to make fully automated decisions that do 
not require any meaningful human oversight but substantially impact individuals. AI 
should not be utilized as a sole means to prepare individualized personnel documents, 
including but not limited to, disciplinary documents and performance evaluations. 

f. Social scoring: Do not use AI tools to track and classify individuals based on their 
behaviors, socioeconomic status, or personal characteristics. 

g. Behavioral manipulation: AI tools must not be used as a cognitive manipulation tool of 
people or specific vulnerable groups. 

 
Roles and Responsibilities 
 
The Information Technology (IT) Director shall: 

a. Designate an IT Manager to actively monitor and ensure AI systems are used in 
compliance with this policy as well as I-82.1 Use of City of Santa Cruz’s Electronic 
Systems and Tools. This will ensure AI systems are aligned with organizational policies 
and standards. 

b. Authorize an IT Manager to conduct regular inspections of AI system usage within 
departments. If any department or its partners are found to be using AI systems 
inappropriately or outside policy guidelines, the IT Manager will have the authority to 
direct departments to modify or discontinue the use of such systems. 

c. Communicate policy updates to all City departments whenever changes are made to this 
policy or the overarching City of Santa Cruz Technology Use Policies. This will help 
maintain consistency in policy adherence across all departments and ensure timely 
implementation of new directives. 

The IT Manager shall: 
a. Supervise the enterprise security infrastructure, ensuring that the proper mechanisms 

for monitoring and compliance with AI-related policies are in place. This includes 
continuous review of security controls and policy enforcement measures. 

b. Collaborate with City departments to conduct an AI Risk Review. This review will 
evaluate the risks associated with the introduction, integration, and usage of AI systems. 
The objective is to identify potential vulnerabilities, data privacy issues, and ethical risks 
before adopting any AI system. 

c. Provide guidance on AI-related security practices and offer training, where needed, to 
ensure departments understand the cybersecurity risks associated with AI tools and their 
proper usage. 

The IT Department shall: 
a. Maintain and publish a list of approved AI tools on the IT intranet site. This list will 

be reviewed and updated regularly to ensure departments have access to the latest 
approved tools. 

b. Facilitate AI tool requests from City departments. If a department wishes to use an AI 
tool not on the approved list, they must contact the IT Department via 
helpdesk@santacruzca.gov. The IT Department will review the tool for security, 
compliance, and functionality before approving its use. 
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c. Update and maintain guidelines for AI tool usage and ensure that departments have 
clear documentation and processes in place to comply with the city’s AI governance 
framework. 

d. Training: Develop and provide training resources to the Human Resources department to 
be included in the new employee orientation training. 

City Departments shall: 
a. Adhere to this AI policy and any future updates, as well as I-82.1 Use of City of Santa 

Cruz’s Electronic Systems and Tools. Departments must annually check for compliance 
with these documents to ensure continuous alignment with updated policies and 
technological changes. 

b. Seek approval from the IT Department prior to implementing any unapproved AI 
system. This ensures that all AI systems are vetted for security, ethical implications, and 
compliance with city policies before they are deployed. 

c. Use an official City of Santa Cruz email address when registering or creating accounts 
with AI service providers to maintain security and accountability. This will also facilitate 
easier monitoring and traceability in case of any incidents related to AI usage. 

d. Report AI-related concerns or potential issues immediately to the IT Department. This 
includes any suspicious activity, security breaches, or ethical concerns stemming from 
the use of AI tools, ensuring timely mitigation and resolution. 
 

NO RIGHT OF PRIVACY 
See I-82.1 Use of City of Santa Cruz’s Technology Resources and Tools. 
 
VIOLATIONS OF POLICY 
See I-82.1 Use of City of Santa Cruz’s Technology Resources 
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CITY OF PORTLAND 
TECHNOLOGY SERVICES 
ADMINISTRATIVE RULES 

DATA, APPLICATIONS AND PROCESSES 

City of Portland Core Values: 
Anti-racism | Equity | Transparency | Communication | Collaboration | Fiscal Responsibility 

 
BTS – 4.04 Artificial Intelligence Use and Governance 
 
Purpose This administrative rule establishes requirements for the acquisition, 

development, and deployment of artificial intelligence (AI) systems and 
services by City bureaus and service areas. These requirements ensure 
the responsible, ethical, consistent, and secure use of AI technologies in 
alignment with: 

• The City of Portland's Core Values; and 
• The City’s existing administrative rules regarding information 

security and acceptable use of technology. 
 

The key objectives of this Rule are to: 
• Provide clear, practical guidance which supports decision-making 

for City-authorized users who may be purchasing, configuring, 
developing, operating, using, or maintaining the City’s AI systems 
or who use AI systems to provide services to the City. 

• Define roles and responsibilities related to the oversight and 
responsible use of City AI systems. 

• Inform all City-authorized users that, when using AI-enabled 
systems, they must adhere to City's AI Usage Guidelines for 
appropriate use of AI systems. 

• Align the oversight of AI system security with existing Information 
Security and privacy requirements in the related BTS Information 
Security Administrative Rule. 

• Align the acceptable use of AI systems with existing related HR 
administrative rules as referenced in Guidance for this rule. 

• Establish and maintain processes to assess and manage risks and 
benefits presented by the implementations of AI systems in the 
City. 

• Promote transparency by communicating the purpose and use of 
AI systems to staff and the public, including through inventories or 
summaries of approved uses, consistent with City privacy and 
security requirements. 

• Outline prohibited uses of AI systems. 
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• Ensure compliance with public records inspection and retention 
laws 

 
The City Code authorizes the Bureau of Technology Services (BTS) 
Director position held by the Chief Information Officer to manage and 
establish this citywide policy and standards. BTS is responsible for 
ensuring compliance with this Administrative Rule and for making 
decisions regarding risk assessments, appropriate use, vendor 
requirements, and operational oversight of AI products and services 
within the City. 
 

 
Key Definitions 
and Terminology 

 
Artificial Intelligence (AI): Machine-based systems that, based on 
human-defined objectives or parameters, can make predictions, 
generate recommendations or decisions, retrieve, synthesize, and 
analyze data, and perform other tasks that influence real or virtual 
environments. AI systems use human and machine generated inputs to 
interpret environments, transform those interpretations into models, 
and produce outputs (such as options for information or action) through 
automated inference. 
Algorithm: A defined set of instructions or logical steps used by a 
computer program (including AI agents) to transform inputs into 
outputs. 
AI systems: Any software, hardware, service, or process that uses 
algorithms and data to automatically generate outputs, including 
predictions, recommendations, or decisions, that augment or replace 
human judgment. This includes systems used to automate processes, 
analyze large data sets, or otherwise perform tasks traditionally 
requiring human intelligence. 
City-authorized users: People including full-time and part-time 
employees, contractors, vendors, volunteers, interns, consultants, 
partners, and other authorized parties.  
Generative AI (GenAI): A sub-class of AI systems that use machine 
learning models (including large language models, deep learning, and 
related algorithms) to generate new content. This includes, but is not 
limited to, text, images, video, audio, code, and other media produced in 
response to input data or “prompts.” Generative AI may also transform 
inputs into different formats, such as converting text into computer code 
or creating graphics, images, or video from text prompts. 
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Eligibility or 
Applicability 

This Rule applies to: 
All AI systems and services deployed by the City or operated on the 
City’s behalf that process City data, directly support City operations, or 
interact with City staff or the public. It does not extend to incidental or 
internal vendor or contractor uses of AI unrelated to City work (e.g., a 
vendor’s internal HR system, spam filtering, or productivity tools). This 
exclusion for incidental or internal vendor or contractor use does not 
apply when a vendor’s AI system processes, stores, or analyzes City data 
for any purpose beyond routine IT operations such as system 
maintenance, security monitoring, or spam filtering. 
All City-authorized users (including full-time and part-time employees, 
contractors, vendors, volunteers, interns, consultants, partners, and 
other authorized parties) who may be purchasing, configuring, 
developing, operating, using, or maintaining the City’s AI systems, or who 
use AI systems as part of the services they deliver to the City. 
Vendors who access or process City information while providing goods 
or services. Vendor use of City data with AI technologies is limited to the 
purposes expressly authorized in their contract with the City and must 
comply with all applicable contractual, cybersecurity, and data protection 
requirements. City information may not be used for training, testing, or 
improving vendor AI models unless explicitly permitted in writing by the 
City. 
 

 
Roles, 
Responsibility, 
Process and 
Procedures 

 
Roles and Responsibilities 
The Chief Information Officer (CIO) is responsible for managing City 
technology resources, policies, projects, and services. These 
responsibilities include AI systems and services. The CIO coordinates 
these across City bureaus and service areas. The CIO and BTS will own 
and maintain this policy and notify City bureaus and service areas when 
updates are released. 
The Chief Information Security Officer (CISO) ensures AI systems are 
used in accordance with BTS Administrative Rule and all applicable 
compliance regulations. The CISO oversees enterprise cybersecurity 
infrastructure and cybersecurity operations, and updates security 
policies, procedures, standards, guidelines, and incident response 
measures as needed. 
The Chief Procurement Officer (CPO) oversees the procurement of AI 
systems in alignment with existing IT procurement and governance 
processes, administrative rules, and public procurement laws. The CPO, 
in collaboration with the City Attorney, is responsible for requiring 
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vendors to comply with applicable City policies and standards through 
contractual agreements. 
The City Administrator, or designee, may, at their discretion, inspect 
the usage of AI systems and require a bureau or service area to alter or 
cease its usage of AI systems, or the usage of AI systems by a partner on 
behalf of the City. 
The Bureau of Technology Services (BTS) will evaluate AI products and 
their alignment with City IT strategy, risk assessments, and procurement 
procedures. BTS will provide ongoing oversight of AI services and 
products in the City.  
 
Identifying Artificial Intelligence 
City employees and other authorized users are required to consider 
whether a proposed product or service includes AI functionality when 
making or evaluating technology use or purchase proposals. To assist in 
this evaluation, the following questions serve as an initial screening: 

• Does the technology use data to provide predictions, 
recommendations, insights, or decisions? 

• Does the technology generate language, graphics, data, or 
computer code based on human inputs or “prompts”? 

• Does the technology augment or replace human decision-making? 
• Does the vendor offering the technology use words such as 

“personalized,” “tailored,” or “adaptive” in its marketing? 
 

A “yes” to any of these questions may indicate that the technology is an 
AI system and may therefore fall within the scope of this rule.  
 
When uncertain, staff should consult BTS, which will make the final 
determination. If there are questions or disagreements about whether a 
product or service qualifies as an AI system, BTS will make the final 
determination. 
 

 
Procurement, 
Configuration, 
Operation and 
Use 

 
Procurement of AI Products and Services 
The requestor, typically a bureau or service area IT Manager or 
equivalent role, must submit a business case to BTS for an initial risk 
assessment prior to initiating procurement of an AI system. The risk 
assessment will evaluate the potential impacts and risks of the proposed 
implementation. 
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1. The CPO and CISO are responsible for developing and maintaining 
the City’s AI System Procurement Requirements and for ensuring 
that contractors comply with these requirements. 

2. The CPO will require vendors to complete the City’s hosted service 
questionnaire before finalizing an AI-related procurement. The 
questionnaire will be updated to include AI-specific requirements 
and disclosures, including whether City data will be used for model 
training, fine-tuning, evaluation or improvement. Vendors must 
provide technical documentation describing data handling, model 
behavior, and any adaptive or learning components of the system. 
The CPO will collect and maintain this documentation as part of 
the procurement and contracting record. For AI systems 
developed by a bureau or project team, equivalent disclosures and 
documentation must be provided. 

3. Vendor use of City data for training, testing, or improving AI 
models is prohibited unless explicitly authorized in writing by the 
City and governed by applicable contractual, cybersecurity, and 
data protection requirements. Contracts must include audit or 
verification rights, proportional to risk, that allow the City to 
confirm vendor compliance with agreed-upon data use, security, 
and AI-specific requirements. 

4. When bureaus become aware of AI being added to an existing City 
system, the responsible bureau must notify BTS. BTS, in 
consultation with CPO and the CISO as needed, will review the new 
features and may require updated questionnaires, disclosures, 
documentation or other actions. BTS will apply the same risk 
model used for new AI systems and may require mitigations, 
impose conditions, or prohibit use if risks cannot be reduced to 
acceptable levels. 

 
Configuration, Operation, and Use 

City-authorized users must abide by this Administrative Rule in the 
implementation and use of AI systems. 

1. City-authorized users must comply with the City’s Human 
Resources Administrative Rule for Information Technologies. 

2. City-authorized users must follow the City’s AI Usage Guidelines 
when using AI systems to generate content for City or public use, 
including requirements for review, validation and disclosure of AI 
involvement. 
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3. All implementations and use of AI systems must comply with City 
Information Security rules as specified in BTS Information Security 
Administrative Rule. 

4. All content and services that use AI systems to generate their 
outputs must provide language access consistent with the City’s 
Language Access Policy referenced in Guidance for this Rule and 
compliance with Title VI of the Civil Rights Act of 1964. 

5. AI systems that interact with the public or influence public-facing 
services must clearly communicate when AI is used, consistent 
with the transparency expectations outlined in the City’s AI Usage 
Guidelines and applicable risk-based review requirements. 

6. Use, configuration, and operational safeguards must reflect the 
system’s risk level under the City’s AI Risk Model, including any 
additional oversight, controls, or disclosures required for higher-
risk uses. 

 
Prohibited Uses 
AI systems, tools, and services provided or authorized by the City of 
Portland must not be used for any criminal, malicious, discriminatory, or 
otherwise unauthorized purpose. Exceptions must be specifically 
approved by the City Administrator, or designee,  and no exception may 
authorize conduct that is unlawful, unethical, or contrary to City policy. 
 
Examples of prohibited uses include, but are not limited to: 

• Illegal or malicious activities, including fraud, cyberattacks, or 
other unlawful conduct. 

• Circumventing security, privacy, or intellectual property 
protections. 

• Harassment, surveillance, or profiling outside of lawful and 
approved purposes (e.g., real-time or covert biometric 
identification in public spaces, such as facial or gait recognition). 

• Automated decision-making without an appropriate level of 
human review, proportionate to the risk, when outcomes could 
significantly affect an individual’s health, safety, rights, or financial 
well-being (e.g., decisions about an individual’s employment, or 
specific law enforcement actions). Automated tools may assist 
with efficiency, but final determinations in these areas require 
human review. 

• Manipulating or exploiting individuals or groups, including 
through subliminal, coercive, or deceptive techniques (e.g., 
emotion recognition or behavior-shaping systems). 
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• Assigning social scores or rankings to individuals based on 
personal characteristics, socioeconomic status, or behaviors. This 
prohibition does not apply to the City’s use of aggregated or de-
identified data (such as census or household-level data) for 
legitimate statistical analysis, planning, or service delivery. 

• Producing or distributing harmful, misleading, or deceptive 
content in the name of the City or while using City resources. 

 
 
Principles and 
Risk  

 
Principles of AI Use 
These principles describe the City’s values regarding how AI systems are 
purchased, configured, developed, operated, used and maintained and 
are further defined under the Guidance for this Rule. 

• Human-Centered Design and Use, 
• Security and Safety, 
• Privacy, 
• Transparency, 
• Equity, 
• Accountability,  
• Effectiveness, and 
• Workforce Empowerment, 

 
Risk Management 
AI implementations pose unique risks in addition to those inherent in all 
information technology. Therefore, it is important to have a risk 
assessment and management model that evaluates risks based on the 
specific use case. 
 
BTS will use a risk-based approach to conduct an initial AI risk 
assessment. This AI Risk Model assessment is referenced in the Guidance 
for this Rule and is further detailed in the City’s AI Usage Guidelines. It 
will determine the extent of controls, compliance criteria, and oversight 
required for a particular AI product, service, or use case. BTS will support 
this assessment by coordinating privacy, equity, and surveillance reviews 
as applicable and by applying the governance processes established 
under the City’s AI governance program. 
 
The initial AI risk assessment does not replace or take precedence over 
other required risk assessments for new technologies. These include, but 
are not limited to, information security, privacy, financial, and legal risk 
assessments. Such assessments will be performed by their respective 
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responsible parties in partnership with BTS and will be integrated into 
the City’s broader AI governance workflow. 
 

 
Resources 

 
Refer to BTS 4.04 Guidance (attached as separate document and to be 
linked once rule is approved and published) for additional details, 
references to related Administrative Rules, contact information and 
other resources including the City’s AI Usage Guidelines. 
 

Administrative 
Rule Record 

Adopted by City Administrator as a Final Rule, effective March 6, 2026 
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City of San José                                 City Administrative Policy Manual 

Artificial Intelligence (AI) Policy                        1.7.12  

Effective Date: June 28, 2024 
Page 1 of 4 

 

PURPOSE 
 
This policy establishes a governance structure that allows the City of San José (hereafter referred 
to as “City”) to utilize Artificial Intelligence (AI) and AI systems (systems) while providing the 
necessary safeguards for purposeful and responsible use. 
 
The key objectives of the AI Policy are to: 
 

• Provide guidance that is clear, easy to follow, and supports decision-making for the staff, 
interns, consultants, contractors, partners, and volunteers who may be purchasing, 
configuring, developing, using, maintaining, or leveraging AI to provide services to the City; 

• Ensure that the use of AI systems adheres to the Guiding Principles with regard to how 
systems are purchased, configured, developed, operated, or maintained; 

• Define roles and responsibilities related to the usage of AI; 

• Establish and maintain processes to assess and manage risks presented by AI; 

• Align the governance of AI with existing data governance, security, and privacy measures in 
accordance with the City’s Information and Systems Security Policy and City Council’s Digital 
Privacy Policy; 

• Define prohibited uses of AI systems; 

• Establish “sunset” procedures to safely retire systems that no longer meet the needs of the 
City; and 

• Define how AI may be used for legitimate purposes in accordance with applicable local, state, 
and federal laws, and existing agency policies. 

 
AI systems and the data contained therein will be purchased, configured, developed, operated, and 
maintained using the City’s AI Handbook, which will be managed by the Chief Information Officer 
(CIO). 
 
SCOPE 
 
This policy applies to: 
 

1. All systems deployed by the City; and 
2. Staff, interns, consultants, contractors, partners, and volunteers who may be purchasing, 

configuring, developing, using, or maintaining the AI or who may be leveraging systems to 
provide services to the City (collectively referred to as "users"). 

 
GUIDING PRINCIPLES FOR RESPONSIBLE AI SYSTEMS 
 
These principles describe the City’s values with regard to how AI systems are purchased, 
configured, developed, used, or maintained.  
 

1. Effectiveness: Systems are reliable, meet their objectives, and deliver precise and 
dependable outcomes for the utility and contexts in which they are deployed; 

2. Transparency: The purpose and use of systems is proactively communicated and disclosed 
to the public. A system, its data sources, operational model, and policies that govern its use 
are understandable and documented;  

3. Equity: Systems deliberately support equitable outcomes for everyone. Bias in systems is 
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effectively managed with the intention of reducing harm for anyone impacted by the system’s 
use;  

4. Accountability: Roles and responsibilities govern the deployment and maintenance of 
systems, and human oversight ensures adherence to relevant laws and regulations;  

5. Human-Centered Design: Systems are developed and deployed with a human-centered 
approach that evaluates AI powered services for their impact on the public; 

6. Privacy: Privacy is preserved in all AI systems by safeguarding personally identifiable 
information (PII) and sensitive data from unauthorized access, disclosure, and manipulation 
in accordance with the City Council’s Digital Privacy Policy; 

7. Security & Safety: Systems maintain confidentiality, integrity, and availability through 
safeguards in accordance with the City’s Information and Systems Security Policy. The 
integrity of information into and out of the City is maintained in light of fake AI-generated 
content. Implementation of systems is reliable and safe, minimizing risks to individuals, 
society, and the environment; and 

8. Workforce Empowerment: Staff are empowered to use AI in their roles through education, 
training, and collaborations that promote participation and opportunity. 
 

RESPONSIBILITIES 
 
Several roles are responsible for enforcing this Policy, outlined below. 
 

• The Information Technology Department Director / Chief Information Officer (CIO) is 
responsible for directing technology resources, policies, projects, services, and coordinating 
the same with other departments. The CIO shall designate the City Information Security Officer 
(CISO) and City Digital Privacy Officer (CDPO) to actively ensure the security, resilience, 
privacy, and policy compliance of the systems used by the City.  

• The CISO and CDPO are responsible for recommending updates to this policy and the AI 
Handbook. 

 
POLICY 
 
When purchasing, configuring, developing, using, or maintaining AI systems, users will:  
 

1. Uphold the Guiding Principles for AI systems outlined above; 
2. Conduct an AI Review to assess the potential risk of the AI system. The CDPO or designee is 

responsible for coordinating review of AI systems used by the City as detailed in the AI 
Handbook; 

3. Obtain technical documentation about AI systems. The Finance Department, or other 
department overseeing the purchase of an AI system, is responsible for requiring vendors to 
disclose AI usage and to provide technical documentation (e.g., via the AI FactSheet as 
defined in the Terms and Definitions section, below) at the request of the CDPO; and 

4. In the event of an incident involving the use of the AI system, follow the City’s AI Incident 
Response Plan in accordance with the Information and Systems Security Policy. The CISO is 
responsible for overseeing the security practices of AI systems used by or on behalf the City. 

 
Additionally, Finance is required to ask vendors to disclose the use of AI in procurement solicitations 
and to comply with the Requirements for AI Systems upon the request of the CDPO or designee. 
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Prohibited Uses 
 
The use of certain AI systems is prohibited due to the sensitive nature of the information processed 
and severe potential risk.  This includes, but is not limited to, the following prohibited purposes: 
 

• Real-time and covert biometric identification; 

• Emotion analysis, or the use of computer vision techniques to classify human facial and body 
movements into certain emotions or sentiment (e.g., positive, negative, neutral, happy, angry, 
nervous); 

• Fully automated decisions that substantially impact the rights or safety of individuals with no 
meaningful human oversight; 

• Social scoring, or the use of AI systems to track and classify individuals based on their 
behaviors, socioeconomic status, or personal characteristics; and 

• Cognitive behavioral manipulation of people or specific vulnerable groups. 
 
If staff become aware of an instance where an AI has caused harm, staff must report the instance to 
their supervisor, the CDPO, and the Office of Employee Relations no later than 24 hours after 
discovery. 
 
Sunset Procedures 
 
If an AI system operated by the City or on its behalf ceases to provide a positive outcome to the 
City as determined by the staff or CDPO, then the City must halt the use of that system unless 
express exception is provided by the CIO. If the abrupt cessation of the use of that AI system would 
significantly disrupt the delivery of services, a gradual phased out approach must be approved by 
the CIO before sunsetting. All measures to minimize the impact and recovery must be considered 
in the termination or phase out protocol, including but not limited to: 
 

• Ownership and future access of data; 

• Portability of the AI model, algorithm, and/or data; and 

• Impact to services, users, and residents. 
 
Public Records 
 
The City must consider applicable public records laws before implementing an AI system and must 
comply with the City’s Open Government and Ethics Provisions and the California Public Records 
Act. More information can be found in City’s Administration Policy Manual 6.1.4 Open Government 
Policy. 
 
Policy Enforcement 
 
All employees and agents of the City, whether permanent or temporary, interns, volunteers, 
contractors, consultants, vendors, and other third parties operating AI systems on behalf of the City 
are required to abide by this Policy and the associated AI Handbook. 
 
VIOLATIONS OF THE AI POLICY 
 
Violations of any section of the AI Policy, including failure to comply with the AI Handbook, may be 
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subject to disciplinary action, up to and including termination. Violations made by a third party while 
operating an AI system on behalf of the City may result in a breach of contract and/or pursuit of 
damages. Infractions that violate local, state, federal or international law may be remanded to the 
proper authorities. 
 

TERMS AND DEFINITIONS 
 
Artificial Intelligence: “Artificial intelligence” or “AI” is a machine-based system that can, for a given 
set of human-defined objectives, make predictions, recommendations, or decisions influencing real 
or virtual environments. Artificial intelligence systems use machine and human-based inputs to 
perceive real and virtual environments; abstract such perceptions into models through analysis in an 
automated manner; and use model inference to formulate options for information or action. 
 
Algorithm: A series of logical steps through which an agent (typically a computer or software 
program) turns particular inputs into particular outputs.   
 
System: Any software, sensor, or process that uses AI to automatically generate outputs including, 
but not limited to, predictions, recommendations, or decisions that augment or replace human 
decision-making. This extends to software, hardware, algorithms, and data generated by these 
systems used to automate large-scale processes or analyze large data sets.  
 
AI Fact Sheet: A template that captures the “nutrition facts,” or essential technical details, of an AI 
system. Vendors are expected to complete the AI Fact Sheet during the procurement process. The 
AI Fact Sheet is a critical document that provides technical information needed to adequately 
understand, evaluate, and use AI systems.  Maintained by the Information Technology Department. 
 
 
Approved: 
 
 
 
 
 
 
Approved for posting: 
 
 
 
 
 

 /s/  6/28/2024 

 Khaled Tawfik 
Information Technology Department 
Director / Chief Information Officer 

 Date 

 /s/  6/28/2024 

 Jennifer A. Maguire 
City Manager 

 Date 
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CityofAnaheim Administrative Regulation

CHAPTER 1 -ADMINISTRATIVE

Subject: Artificial Intelligence A.R.  158
AppropriateUsePolicyIssue Date: June10, 2026

Revised:   
Page  ( 1) of (6)  

Purpose:  
Thepurposeofthisadministrative regulation isto:  

Establish clearguidelines fortheresponsible andethicaluse (otherwise referred toas
appropriate use) ofartificial intelligence (AI) toolsbycityusers. Asnewtechnologies
suchasAIbecome integrated intoourpublicsectorwork, itisessential toensurethat
theirusealignswithappropriate legalstandards, protects privacy, maintains public trust,  
andpromotes thecity’soperational efficiency. Thisadministrative regulation provides
theframework forcityuserstouseAIresponsibly whileensuring compliance withthese
standards. AIshallonlybeusedasaresource tosupportdecision-makingprocesses and
tasks, nottoreplace human judgment oraccountability, particularly fortasks, projects
andassignments thatinvolve criticaldecisionmakingoroutcomes.    

Scope:  
Thisadministrative regulation applies to: 

AllcityusersofAItoolswhileconducting officialcitybusiness, including employees
andofficials. Itcovers theuseofAItools, including thosethatgenerate text, images,  
videos, orothercontentbasedondatathatisinputted, aswellasAImodels thatare
trainedonorprocesspublicorprivate information.  

Definitions: 
Artificial Intelligence (AI): Anytool, software, platform, system, orapplication,  
whether provided byanexternal source, orcreatedbythecity, thatcanprovidea
response, produce content (e.g., text, images, code, etc.) orprovideaservice, basedon
information, instructions, orpromptsprovided byahumanuser.   

CityData: Anydatacreated, managed, orusedbythecity, including butnotlimitedto
documents, emails, reports, anddatabases containing personal, public, orconfidential
information.  
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Authorized UseofAI: 
AItoolsmaybeusedforcity-related tasksinthefollowing circumstances, withusers
independently verifying factualstatements, citations, legalauthorities, calculations, and
recommendations generated byAIsystems beforerelyinguponordistributing such
information:  

1. TaskAutomation: Streamlining repetitive taskssuchasreportgeneration,  
summarization, andcustomer service interactions.  

2. Research andAnalysis: Assisting indataprocessing, generating initialdrafts
ofdocuments, research, andperforming analysis.  

3. Creative Design: Generating content formarketing, public relations, and
digitalcommunication, including socialmediapostsandinformational
materials. 

4. Non-sensitive Data: Useofpublic, non-sensitive datainputted intoapproved
cityAItoolstogenerate analysisorcontent isacceptable ifitadheres tocity
policieshereinandanyrelevant laws. Anysensitive dataenteredintoanAItool
mustbesecureandnotopentopublicviewing.   

5. CityApproved ToolUseOnly: OnlycityapprovedAItoolsmaybeusedby
cityusers. Allnon-approved toolsmustreceiveapproval fromthedepartment,  
ITManager, andfromthecitymanager. Anyneworexperimental AItools
mustbeapproved bythecitybeforecityusersareauthorized tousethem. This
includes reviewandapproval fromIT.  Thecityiscognizant thatpublic-facing
browser-basedAItools, suchasChatGPT exist, andwhilepermissible to
utilize, usersarenot-permitted toentersensitive, personalorconfidential
information.   

6. Examples: Someexamples ofauthorized uses includedraftingcitycouncil
agendasummaries, analyzing data, responding toservice requestsorcreating
memossummarizing research.  

Prohibited UseofAI: 
Inaddition tonotusingAIforanypurposes thatmayviolateanylaws, thefollowing uses
ofAIareprohibited:  

1. Generating Misinformation: UsingAItoproduceordisseminate false,  
misleading, orbiased information.  

2. Personal Use: UsingAIforpersonal usenotrelatedtocitybusiness.   

3. Infringing onIntellectual Property: UsingAItoproduceworkthat
plagiarizes orviolatescopyrights, trademarks, orother intellectual property
rights.  
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4.Processing SensitiveorConfidential Personal Information: AIshouldnotbe
usedtoprocess sensitiveorconfidential personal dataunlessexplicit approval
isobtained fromthedepartment head, andsafeguards areinplace. This
includesonlyenteringsensitiveorconfidential information intosecureAItools
created forthecityandnotopentopublicviewing.   

5. Privileged orConfidential Information:  Nousershall inputprivileged
communications, attorneyworkproduct, litigation strategy, orconfidential
legaladvice intoanAIsystemunlessexpressly approved ordirectedbythe
CityAttorney.  

6.BiasandDiscrimination: AItoolsmustnotbeusedinwaysthatperpetuate
bias, discrimination, orinequity. Cityusersareexpected tomonitor theserisks
andtakecorrective actionwhenneeded.  

7. Examples: Someexamples ofprohibited useincludeusingAIasasolebasis
forhiring, termination orperformance evaluations, bylawenforcement asa
solebasisformakingenforcement decisions, orbycityuserstobenefit them
personally.   

DataPrivacyandSecurity: 
Thefollowing specificdataprivacyandsecurityprotocols applytotheuseofAI:  

1. DataHandling: Cityusersmustensure thatnocitydatacontaining personally
identifiable information (PII), protected healthinformation (PHI), or
programming codeisuploaded intoanyAItoolunlesssuchtoolsaredata
maskedorexpressly approvedandconfigured forsuchusebythedepartment
headandinformation technology department.  

2. Third-PartyAITools: Useofthird-partyAItoolsshouldbeassessed fordata
privacy risks. Toolsshouldnotbeusedwithoutverifying thattheymeetcity
datasecurity standards (asestablished byinformation technology (IT)). The
Cityanditsvendorsshallcomplywithapplicable privacyandsecurity lawsand
contractual requirements. 

3. Security Compliance: AllAItoolsmustcomplywiththecity’sITsecurity
standards, andallgenerated contentshouldbestoredandsharedsecurely.  

4. SensitiveorProtected Data: AllcityusersofAImustremember thatany
sensitive, confidential orprotected data (health, financial, legal) thatisentered
intoanAItoolmaybecomepublicandshould refrain fromentering anysuch
datathatcouldjeopardize theconfidentiality ofsuchinformation. Assuch,  
usersofcityAItoolsshallnotenteranysensitiveorprotected dataintopublic
facingorconsumer availableAItoolsthatarenotproprietary tothecity (no
dataownership bythecity) and/oropentopublicviewing. Furthermore, forAI
toolsthatareproprietary tothecity, thecitymustensurethatthevendorwill
notshareanypersonalorconfidential information entered intotheAItool, and
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thattherearesafeguards provided tothecitytoensure thatthereshallbeno
unauthorized useorviewingofsuchdataenteredbythecityintotheAItool.   

EthicalConsiderations:  
Thefollowing additional ethicsrelatedstandards mustbekeptinmindwhenusingAI:  

1. Transparency: Toensure transparency, ITshalldisclose through itswebsiteor
othergeneral communications, thatitutilizesAIasatoolinaccordance with
applicable ethicalstandards foraccountability, biasprevention, scrutiny,  
verification andreviewofanyAIgenerated work-product. AnyspecificAI
transparency requirements under federalorstatelawsshallalsobeadhered to.   

2. Accountability: Cityusersareresponsible forreviewing andvalidating the
outputgenerated byAIsystems. AnyAI-generated contentmustbealigned
withcityvaluesandstandards. AIcannot replacehumanoversightordecision- 
making inallareasofwork, including publicsafetyorcityregulation.  

3. BiasPrevention: Cityusersmustensure thatAIisusedinwaysthatdonot
start, perpetuate orsupport systemic biases.  

4. ScrutinyofWork: WhenusinganycityapprovedAItoolfortasksthataffect
publiccommunication, ordecisionsorservices offeredtothepublic, use
additional stepstoensure thatanyfinaldecisions thatmayaffectanysuch
individuals ofthepublicarereviewed foroutputaccuracy andavoidance of
bias. Examplesofsuchtasksinclude, butarenotlimitedto, creating interview
questions forjobvacancies, screening materials forhiring, documents relating
toregulation orsafety, andanydatarelatedtopolicy.   

Oversight andAccountability:  
WhenusingAI, thefollowing oversightandaccountability willensureAIuseisbeing
strictlymonitored:  

1. Supervisory Review: Department supervisors shallmonitor theuseof
approvedAItools, andanypotential unauthorized usetoensurecompliance
withthisadministrative regulation. Cityusersshall reportanyconcerns
regarding inappropriate orharmfuluseofAItotheirsupervisor ortoIT.   

2. Acknowledgment ofRegulation: AllAIusersshallacknowledge thatthey
havereviewed andaccepted thetermsandconditions ofAIappropriate useas
presented inthisadministrative regulation. Adepartment supervisor shall
ensure thatthisadministrative regulation isdistributed toalluserswithintheir
department forappropriate acknowledgment andcertification ofreviewbyall
users.  

3. Responsibility ofInformation Systems: ITisresponsible forallinformation
systems andservices, includingAItoolsandrelatedsoftware. See
Administrative Regulation 150.  Introduction ofnewAItoolsorpilotprograms
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isonlypermitted underawrittenplanapproved byITandappropriate
department heads.   

4. Reporting Violations: Anysuspected misuseofAIshouldbereported through
theCity’sestablished reporting channels, whichincludenotification tothe
department involved, ITandHR.   

Compliance withLaws:  
Inadditiontothisadministrative regulation, allusersmustcomplywithapplicable
federalorstatelawsrelatedtodata, security, intellectual property, suchascopyright and
trademark laws, accessibility laws, anddepartment required specific lawsforAIuse,  
suchasCalifornia StateBARrulesandregulations, humanresources related lawsand
thoserelated tolawenforcement.  Additionally, allvendor contracts withAItool
providers thatinvolvesensitive information thatmaybesubject totheCalifornia
Consumer PrivacyAct (CCPA), ortheHealthInsurance Portability andAccountability
Act (HIPAA) shouldrequire thatthosevendors adheretothese laws.  

California PublicRecordAct (CPRA):   
TheuseofAItoolsmaygenerate content thatconstitutes apublicrecordpursuant tothe
California PublicRecordsAct (CPRA). Apublicrecordisanywritingcontaining
information relating totheconductofthepublic'sbusiness thatisprepared, owned, used,  
orretainedbyalocalagency, regardless ofitsphysical formorcharacteristics.  Questions
regarding whether anAIprompt, output, orrelatedrecordmustberetained, disclosed, or
preserved shallbereferred totheCityAttorney'sOffice.  

Violations:  
Violations ofthisadministrative regulation mayresult indisciplinary action, uptoand
including termination. Serious breaches, suchasintentional misuseofAItoolsto
manipulate publicopinion, causeharm, orbreachconfidentiality, willbereferred tothe
city’shumanresources department, aswellastotherespective department head.   

Administrative Regulation Review: 
Thisadministrative regulation willbereviewed annuallybythecity’sITdepartment and
cityattorney’sofficetoensure itsrelevance andeffectiveness considering evolving
technology, laws, andCityneeds. AIiscontinually changingandassuch, thisregulation
maybeamendedorupdated toreflectanysuchchanges intechnology asrequired. While
thisregulation coversmostrelevant rulespertinent toAI, itisnotallinclusive, and
departments maywishtocreate theirownadditional policies thatsupplement this
administrative regulation. ReviewsofthisARmayalsobetriggered outside theregular
schedule bymajor technology incidentsordeployment ofsignificant newAIplatforms or
servicesbythecity.   

Applicability ofAdministrative Regulation 155:  
Thisregulation incorporates byreference Administrative Regulation 155, theInformation
Services Technology UsePolicy, foritsgeneralprovisions pertaining totechnology use
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bycityusers, including, butnotlimitedto, ownership, retention anddestruction of
electronic data.  

Department Specific Policies:  
EachCitydepartment mayalsodevelopfurther internal policiesandrulespertaining to
appropriate AIusethatarespecific totheir respective rolesandfunctions andspecialized
usesofAIandrequired underfederalorstatelaws. Anyinternal rulesandregulations
shallbereviewed byITtoensureadherence totechnical anddataspecifications andby
thecityattorney’soffice foradherence totheappropriate useofAI.   

Attachment 2 - 111

Page 124

ITEM NO. 2.



HOME › DEPARTMENTS › INNOVATION AND TECHNOLOGY ›

CITY OF BOSTON GENERATIVE ARTIFICIAL INTELLIGENCE (GEN AI) POLICY

 An official website of the City of Boston. Here's how you know 

Last updated: 6/26/26

CITY OF

BOSTON

GENERATIVE

ARTIFICIAL

INTELLIGENCE

(GEN AI)

POLICY

Learn more about the City's approach

to artificial intelligence.

PURPOSE

Generative artificial intelligence (“Gen AI”) are powerful

technologies that can enable employees of the City of Boston

to deliver better government services and experiences.

However, Gen AI tools are not the right solution to every

problem, and they create unnecessary risks and cause harm

when used in the wrong situations. 

DEFINITIONS POLICY VERSION CONTROL ACKNOWLEDGEMENTS

CONTACT US

MENU

INFORMATION AND SERVICES PUBLIC NOTICES FEEDBACK ENGLISH

8/18/26, 8:12 PM City of Boston Generative Artificial Intelligence (Gen AI) Policy | Boston.gov

https://www.boston.gov/government/cabinets/innovation-and-technology/city-boston-generative-artificial-intelligence-gen-ai#policy 1/11
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This policy and its supporting resources aim to enable

employees to understand and manage the risks of Gen AI

tools while delivering the biggest value for our

constituents. Ultimately, when these tools support the work

of discerning and well-informed public servants, the City can

get the most value while minimizing risks, delivering better

services, and maintaining the trust of our constituents. The

policy requires employees to complete basic training before

getting access to City Gen AI tools. 

QUESTIONS?

If you have questions or concerns about this policy or any

Gen AI tools impacting your work, please reach out to

techgovernance@boston.gov. Understanding and learning

from staff experiences and perspectives helps us build a

Boston that is home to everyone.

DEFINITIONS

DEFINITIONS

The following definitions can be found in the City of Boston Tech Policy Glossary. If the

Glossary’s “Last Update” is more recent than Mar 6, 2026 , the definitions may not match

perfectly. In that case, use the definition found in the Glossary instead of this document. 

Artificial Intelligence (AI): A class of technology tools that enable machines to perform

complex tasks that only humans have previously been able to perform. There are different

branches and types of artificial intelligence. 

8/18/26, 8:12 PM City of Boston Generative Artificial Intelligence (Gen AI) Policy | Boston.gov

https://www.boston.gov/government/cabinets/innovation-and-technology/city-boston-generative-artificial-intelligence-gen-ai#policy 2/11
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Generative Artificial Intelligence (“Gen AI”): A type of artificial intelligence that can learn

from and mimic large amounts of data to create content such as text, images, computer code,

and more, based on inputs or prompts

Data: geospatial, tabular, textual, legislative, and source code that is maintained in an

electronic, digital, or optical format 

City-Developed Gen AI Tool (“City-Developed Tool”): A generative AI tool that was developed

and is actively maintained by City of Boston staff 

City-Approved Gen AI Tool (“City-Approved Tool”): A generative AI tool that was developed

by a non-City organization or company, but has been expressly approved for use by City

workers 

External Gen AI Tool (“External Tool”): A generative AI tool that was developed by a non-City

organization or company and has not been expressly approved for City use 

AI Hallucinations (“Hallucinations”): When a generative AI model outputs information that is

factually incorrect or fabricated, presenting it as if it were accurate or true. For instance, a

reference to a book that does not exist but that has an author, a title, a page number and

other elements that make it look truthful. 

POLICY

POLICY

PART 1: EMPLOYEES ARE RESPONSIBLE FOR THE IMPACTS OF GEN AI TOOLS

City employees that choose to use Gen AI tools in their work maintain ultimate

responsibility for their work product and its downstream impact on constituents and City

operations. They are expected to exercise human judgment and critical thinking in deciding
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if, when, and how to incorporate Gen AI tools into their individual work. The use of GenAI

does not absolve an employee of accountability for the accuracy, ethics, or outcomes of

their assignments. The rest of this policy, the FAQ, and the Use Case Guidelines are meant to

make it easier to understand the risks of using these tools in different situations, so that

employees can make thoughtful and informed decisions. 

Decisions about how Gen AI should fit into departmental operations are left to the discretion

of departmental leadership, so long as such decisions are consistent with this policy.

Individual departments may create additional policies or requirements related to Gen AI use

that are more restrictive than this policy. Employees are encouraged to engage with their

supervisor and department leadership to navigate expectations around work involving Gen

AI. 

PART 2: UNDERSTAND AND MANAGE GEN AI RISKS BEFORE USING GEN AI TOOLS

Unlike other technologies, Gen AI tools are probabilistic. They do not produce a predictable,

determined answer based on clear inputs (like a calculator). Instead, they combine inputs with

the data they were trained on to generate new content that often cannot be predicted in

advance, which can lead to errors and hallucinations. 

Depending on the context in which these errors are made, this can create significant risks

for constituents and/or employees. This section clarifies what employees should do to

identify and manage risks appropriately For more detail, please see the “Known Risks &

Harms of Gen AI” Section in the Gen AI FAQ. 

2a) Avoid Unacceptable Uses of Gen AI

There are some use cases of Gen AI that create unacceptable levels of risk. These use cases

significantly interfere with or delegate decision-making about a constituent’s ability to

access City services or exercise their human rights or civil liberties. 

City employees shall not use Gen AI in any of the following ways: 

To determine constituent eligibility for or access to services or benefits
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To evaluate candidates for open roles or promotions, including resume review

To generate false, misleading, or deceptive content

To impersonate an individual in any format without their explicit consent, including but not

limited to written material, audio content, images, or video

To translate Vital Documents (defined in City Code) without explicit consent from the

Language and Communications Access Team (lca.staff@boston.gov)

To take and/or summarize meeting notes using External Tools (tools that are not City-

developed or City-approved) 

To take and/or summarize meeting notes using City-Developed or City-Provided tools

without first obtaining informed consent from all parties. 

As the field of Gen AI evolves over time, uses may be added or removed from the list above at

DoIT’s discretion (with clear notice to employees). City employees can read more about why

these use cases are unacceptable in the FAQ. 

2b) Follow Best Practices for Established Use Cases

The Use Case Guidelines provide best practices for use cases that are common to City

workers. These guidelines are meant to help employees use Gen AI effectively and safely in

their work. Employees interested in or actively using Gen AI are strongly encouraged to

review these guidelines regularly as they are updated on an ongoing basis. 

2c) Work with DoIT to Explore New Use Cases

Gen AI is a rapidly evolving field, with new tools and use cases emerging on a regular basis.

Employees are expected to engage DoIT to explore new, useful applications of Gen AI in their

work. 
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Employees are strongly recommended to notify DoIT if they want to use Gen AI for

something that is not explicitly covered in the Use Case Guidelines. Email

techgovernance@boston.gov with information about what you are trying to do with Gen AI

and any tool(s) you are considering using. DoIT staff will work with you to clarify what type of

risk(s) your use case poses and identify appropriate risk mitigation strategies. 

PART 3: CHOOSE THE RIGHT TOOL BASED ON THE DATA YOU USE

After assessing the risks of using Gen AI for a given use case, City workers can choose from

different tools to use. This section is meant to clarify what tools are available to City

workers and guide tool selection. The full list of available City tools can be found in the City’s

AI Inventory.

Part 3a) Complete City Training to Access City Tools

To access City-Developed and City-Approved tools, City workers must complete DoIT’s

approved Gen AI in Government Training, which is reviewed on an annual basis. The

current version is located online. 

City workers interested in using Gen AI tools are strongly encouraged to complete the

Responsible AI Certification through Innovate(US). More details can be found on the Gen AI

Tools & Training Page in Beacon. 

Part 3b) Use City-Developed Tools for Any Kind of Data

City workers may use City-Developed tools to work with any kind of data. City-Developed

tools have been developed for City workers, are actively supported by DoIT staff, and have

strong security and privacy controls. They are marked as ‘City-Developed’ in the AI

Inventory. 

City workers are strongly encouraged to follow best practices in the Use Case Guidelines

while using these tools. 

Part 3c) Use City-Approved Tools for Medium- or Low- Sensitivity Data
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City workers may use City-Approved tools for medium- and low-sensitivity data only.

City-Approved tools will have a contract in place that ensures baseline privacy and security

features. They may only be available to certain employees. They are marked as ‘City-

Approved’ in the AI Inventory.

Employees can review the Data Security Policy for more information on what is considered

medium- and low-sensitivity data.

City workers are strongly encouraged to follow best practices in the Use Case Guidelines

while using these tools. 

Part 3d) Do not use External Tools for City Work

● City workers may not use External Tools for City work. External tools include any tool that

is not explicitly listed in the AI Inventory. 

ADDITIONAL RESOURCES

Gen AI Tools and Training for Employees (Beacon Page) 

Gen AI FAQ (Beacon Page) 

Gen AI Use Case Guidelines for Employees (Beacon Page) 

City of Boston Tech Policy Glossary (Google Doc) 

Data Security Policy for Employees (Beacon Page) 

DEPARTMENT-SPECIFIC RESOURCES 

Some departments have opted to create additional guidance related to Generative AI that is

specific to their work. DoIT does not manage these documents directly. Departments may set

stricter standards than this policy, but they must meet its minimum requirements at all times. 
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VERSION CONTROL

DATE  VERSION  CHANGE(S) 
RESPONSIBLE

PERSON(S)

DATE 
05/18/2023 

VERSION 
1.0.0 

CHANGE(S) 
Guidelines drafted and published

RESPONSIBLE

PERSON(S)

Chief Information Officer, DoIT,

Santiago Garces

DATE 
01/28/2025 

VERSION 
2.0.0 
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CHANGE(S) 

Complete policy revision with a

focus on Enterprise-wide Gen AI

tool use

RESPONSIBLE

PERSON(S)

Chief Information Officer, DoIT,

Santiago Garces; Director of Tech

Governance & Policy, DoIT, aleja

jimenez jaramillo

DATE  03/06/2026

VERSION  2.1.0

CHANGE(S) 

Changes made to clarify guidance

on allowable tools, relationship

between policy and support

documents (‘supplement’), and

departmental leadership

discretion regarding Gen AI use

RESPONSIBLE

PERSON(S)

Chief Information Officer, DoIT,

Santiago Garces; Director of Tech

Governance & Policy, DoIT, aleja

jimenez jaramillo
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617-635-4783

Still have questions? Contact:

INNOVATION AND TECHNOLOGY

Beth Noveck, Director, Burnes Center for Social Change; Professor, Northeastern

University School of Public Policy and Urban Affairs

Dan Jackson, Director, NuLawLab, Northeastern University Law School

John Basl, Associate Professor of Philosophy, Northeastern University Department of

Philosophy & Religion

Kade Crockford, Director, Technology and Justice Programs, ACLU of Massachusetts 

Kevin O'Reilly, Senior Manager of Innovation Programs, Howe Innovation Center at Perkins

Kimberly D. Lucas, Professor of the Practice in Public Policy and Economic Justice,

Northeastern University School of Public Policy and Urban Affairs

Martha F. Davis, Professor, Center for Global Law & Justice, Northeastern University Law

School

Raquel Ronzone, Associate Director, Strategy & Partnerships, Howe Innovation Center at

Perkins

Sandy Lacey, Executive Director, Howe Innovation Center at Perkins

Sarah Hubbard, Associate Director for Technology & Democracy, Allen Lab for Democracy

Renovation
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PRIVACY POLICY

VULNERABILITY DISCLOSURE

PUBLIC RECORDS

ACCESSIBILITY

CONTACT US

REPORT AN ISSUE

PROVIDE YOUR FEEDBACK

SEND AN EMAIL

1 CITY HALL SQUARE

ROOM 703

BOSTON, MA 02201-2021
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