CITY OF

(GRAND RAPIDS

ITS IN MINNESOTA'S NATURE

CITY COUNCIL MEETING AGENDA
Monday, February 09, 2026
5:00 PM

CALL TO ORDER: Pursuant to due notice and call thereof, a Regular meeting of the Grand Rapids City
Council will be held on Monday, February 9, 2026 at 5:00 PM in City Hall Council Chambers, 420
North Pokegama Avenue, Grand Rapids, Minnesota.

CALL OF ROLL:
POSITIVE HAPPENINGS IN THE CITY:
PUBLIC FORUM:
COUNCIL REPORTS:
APPROVAL OF MINUTES:
1. Approve Council minutes for Monday, January 26, 2026 Worksession and Regular meetings.
VERIFIED CLAIMS:

2. Approve the verified claims for the period January 21, 2026 to February 2, 2026 in the total

amount of $252,815.28.
CONSENT AGENDA:

3. Consider adopting a resolution to approve a BCA Flock Interconnection Security Agreement

4. Consider approving equipment purchases for Public Works

5. Consider authorizing the Police Department to host “Leadership and Wellness” seminar.

6. Consider approving temporary liquor license for Klockow Brewing Company event for March
7, 2026.

7. Consider authorizing the Library Director to apply for a Catholic Community Foundation of

Minnesota grant.
8. Consider entering into a support agreement with Marco Technologies
SET REGULAR AGENDA:

CITY COUNCIL:



9. Consider authorizing the Mayor to sign RAMS letter of support of legislative priorities.
ADJOURNMENT:
NEXT REGULAR MEETING IS SCHEDULED FOR FEBRUARY 23, 2026 AT 5:00 PM
Hearing Assistance Available: This facility is equipped with a hearing assistance system.

MEETING PROTOCOL POLICY: Please be aware that the Council has adopted a Meeting Protocol
Policy which informs attendees of the Council’s desire to conduct all City meetings in an orderly
manner which welcomes all civil input from citizens and interested parties. If you are unaware of the
policy, copies (orange color) are available in the wall file by the Council entrance.

ATTEST: Kimberly Gibeau, City Clerk
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CITY COUNCIL WORKSESSION MINUTES
Monday, January 26, 2026
4:30 PM

Mayor Connelly called the meeting to order at 4:48 PM.

PRESENT: Mayor Tasha Connelly, Councilor Molly MacGregor, Councilor Tom Sutherland, Councilor
Rick Blake, Councilor Dan Mertes

STAFF: Tom Pagel, Kimberly Gibeau, Chad Sterle, Tom Beaudry
DEPARTMENT HEAD REPORT:
1. Pokegama Golf Course - Tom Beaudry

Tom Beaudry presented overview of 2025 season at the Pokegama Golf Course, including the
following:

1. Celebrated 100 years of golf at Pokegama Golf Course, marking a milestone year for the
facility.

2. Recorded 27,354 rounds played, an 11% increase over the prior year, significantly
outperforming the national golf participation growth rate.

3. Driving range revenue increased 32% and usage increased 25%, aided by the installation
of a new ball-dispensing machine and recovery from prior-year downtime.

4. Junior golf participation increased approximately 30%, with improved tracking
accounting for higher reported totals.

5. Launched a PGA HOPE program for veterans, reaching full enroliment and planning for
expanded instructor capacity to increase access.

6. Initiated a bunker renovation and fundraising project, supported by centennial events
and promotional activities.

7. Customer satisfaction improved, with the Net Promoter Score rising from 63 to 84,
based on golfer survey feedback.

8. Notable challenges included fairway condition issues, declining simulator usage,
marketing performance gaps, and increased skunk damage to the course.

9. Plans are in place to address challenges through improved turf management, pest
control, and operational adjustments.



10. Priorities for the upcoming year include budget discipline, increasing survey response
rates, improving course consistency, maintaining a Net Promoter Score of 80 or higher,
and completing the bunker renovation project.

REVIEW OF REGULAR AGENDA:

Upon review, the Council accepts the addition of swearing in Police Officer Evan Wimmer. No other
changes or additions are noted.

There being no further business, the meeting adjourned at 4:50 PM.

Respectful ly submitted,

Klmberl @é@? City Clerk
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CITY COUNCIL MEETING MINUTES
Monday, January 26, 2026
5:00 PM

Mayor Connelly called the meeting to order at 5:00 PM.

PRESENT: Mayor Tasha Connelly, Councilor Molly MacGregor, Councilor Tom Sutherland, Councilor
Rick Blake, Councilor Dan Mertes

STAFF: Tom Pagel, Kimberly Gibeau, Chad Sterle, Andy Morgan, Kevin Ott, Chery Pierzina, Carl
Babich, Evan Wimmer

Conducted Oath of Office for Police Officer Evan Wimmer.
POSITIVE HAPPENINGS IN THE CITY:

Mayor Connelly recognized several employees for milestone years of service across multiple
departments, ranging from one to 27 years. Additionally, the City shared positive news regarding
downtown development, announcing the hiring of Chris Walker as Executive Director of the Grand
Rapids Downtown Alliance. This appointment supports ongoing downtown planning efforts and focuses
on collaboration, business support, marketing, and enhancing visitor experiences, reinforcing the City’s
commitment to maintaining a vibrant and healthy downtown community.

PUBLIC FORUM:

David Moody, 507 SW 11th Street, thanks the City for collaborating with Rockfest to be held on July
24, 2026. Bands will be announced soon.

COUNCIL REPORTS:

Councilor Sutherland announced that Grand Rapids will host a rare women’s Division I college hockey
game this Saturday at Yanmar Arena, featuring Minnesota State Mankato versus Bemidji State at 4:00
p.m. The event was highlighted as a special opportunity for the community and an inspiring experience
for young girls interested in pursuing Division | hockey.

Councilor Blake reported attending the January 22nd RAMS meeting, where officers were elected and
legislative priorities were discussed, including bonding year considerations, Local Government Aid and
potential inflation adjustments, school support, and mining issues, with public comments submitted in
support of the Mesaba Metallics project. Provided overview of participation in the Minnesota Municipal
Utilities Association’s Governance in Action seminar highlighting the value of municipal utilities,
governance, and grid operations. Relatedly, noted that two local line workers were deployed through
mutual aid efforts to assist communities in North Carolina during Winter Storm Fern, underscoring the
reciprocal benefits of belonging to a municipal utility network.



APPROVAL OF MINUTES:

1.

Approve Council minutes for Monday, January 12, 2026 Regular meeting.

Motion made by Councilor MacGregor, Seconded by Councilor Mertes to approve Council
minutes as presented. VVoting Yea: Mayor Connelly, Councilor MacGregor, Councilor
Sutherland, Councilor Blake, Councilor Mertes

VERIFIED CLAIMS:

2.

Approve the verified claims for the period January 6, 2026 to January 20, 2026 in the total
amount of $4,043,165.25 of which $3,317,043.13 are debt service payments.

Motion made by Councilor Mertes, Seconded by Councilor Sutherland to approve the verified
claims as presented. VVoting Yea: Mayor Connelly, Councilor MacGregor, Councilor
Sutherland, Councilor Blake, Councilor Mertes

ACKNOWLEDGE MINUTES FOR BOARDS AND COMMISSIONS:

3. Acknowledged:
~ December 10, 2025 Library Board meeting
~ December 1, 2025 Golf Board meeting

CONSENT AGENDA:

4. Consider approval of revised job description and authorization for Human Resources to repost,
interview and hire for seasonal Assistant Golf Professional.

5. Consider approval of an agreement for Rapids Rockfest 2026

6. Consider approving Pay Equity Implementation Report.

7. Consider adopting a resolution to approve a Master Subscriber Amendment to the Agreement
for Minnesota Court Data Services for Governmental Agencies
Adopted Resolution 26-05

8. Consider approving On-sale Intoxicating Liquor License for Woodford LLC dba Woody’s Bar
& Grill

9. Consider authorizing Human Resources to make clerical edits and formatting changes to the

City of Grand Rapids Personnel Policy Manual.

Motion made by Councilor Blake, Seconded by Councilor MacGregor to approve the Consent
agenda as presented. Voting Yea: Mayor Connelly, Councilor MacGregor, Councilor
Sutherland, Councilor Blake, Councilor Mertes

SET REGULAR AGENDA:



Motion made by Councilor MacGregor, Seconded by Councilor Blake to set the regular agenda as
presented. Voting Yea: Mayor Connelly, Councilor MacGregor, Councilor Sutherland, Councilor Blake,
Councilor Mertes

POLICE:

10. Consider Adopting amendment to City Ordinance relative to Police Community Advisory
Board

Chief Morgan reviewed an amendment to the ordinance governing the Police Community
Advisory Board, proposing a reduction in membership from nine to seven members.
Established in 2015, PCAB serves as a communication bridge between law enforcement and
the community. Due to challenges in sustaining the current number of members, the
amendment aims to improve functionality while preserving the board’s effectiveness, with all
required procedural steps having been completed.

Motion made by Councilor MacGregor, Seconded by Councilor Mertes to adopt City
Ordinance 26-01-01, amending City Code relative to Police Community Advisory Board
membership and authorized publication in summary form. Voting Yea: Mayor Connelly,
Councilor MacGregor, Councilor Sutherland, Councilor Blake, Councilor Mertes

There being no further business, the meeting adjourned at 5:17 PM.

Respectful ly submitted,

Klmberly Gi é , City Clerk



CITY OF GRAND RAPIDS BILL LIST - February 9, 2026

VENDOR NAME/INVOICE #

ALLISON PETERSON

ASHLEY BRUBAKER

ASPIRE HEATING AND CONTROL INC
BRADLEY R BEIER

BURGGRAF'S ACE HARDWARE
CAR, INC

CARQUEST AUTO PARTS
CLIFTONLARSONALLEN LLP

COLE HARDWARE INC

DAKOTA FLUID POWER, INC
DANIEL SKOGLUND

EMERGENCY APPARATUS

EPOKE NORTH AMERICA INC
FAIRVIEW HEALTH SERVICES
FASTENAL COMPANY

GARTNER REFRIGERATION CO
GRAND RAPIDS HERALD REVIEW
HAWKINSON SAND & GRAVEL
HOTSY MINNESOTA

ITASCA COUNTY AUDITOR/TREAS.
L&M SUPPLY

MCCOY CONSTRUCTION & FORESTRY
MICHELS LAW

MID STATES ORGANIZED CRIME
MINNESOTA COUNCIL OF AIRPORTS
MONROE TOWMASTER LLC
MORTON SALT

MUNICIPAL EMERGENCY SERVICES
NUCH'S IN THE CORNER

R & RSPECIALTIES INC

RAPIDS PLUMBING & HEATING INC
SANDSTROM'S INC

STATE CHEMICAL MFG COMPANY
TIMECLOCK PLUS LLC

TITAN MACHINERY INC
VACKERINC

VESTIS GROUP, INC

Summary Report

YANMAR COMPACT EQUIPMENT NORTH AMERICA

TOTAL UNPAID TO BE APPROVED IN THE SUM OF:

01/21/26 - 02/02/26

AMOUNT
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3,423.29
533.80
2,940.75
278.40
607.62
43.50
381.95
1,050.00
95.94
64.94
5,919.92
586.04
709.86
2,142.00
633.16
313.80
54.63
773.13
527.19
46.50
13.99
15,212.07
8,750.00
150.00
150.00
10,430.00
3,919.22
8,185.85
30.00
406.70
3,259.00
296.23
580.81
10,149.05
21,413.91
604.00
259.65
2,123.32

107,060.22



CITY OF GRAND RAPIDS BILL LIST - February 9, 2026

CHECKS ISSUED/PRIOR APPROVAL:

V00545 CIRCLE K/HOLIDAY

V00827 BOLTON & MENK, INC

V00878 AT&T MOBILITY

V01092 TRAVIS COLE

V02038 MUTUAL OF OMAHA

V02115 MEDTOX LABORATORIES INC
V02129 WILLIAM SAW

V02144 MINNESOTA ENERGY RESOURCES
V02144 MINNESOTA ENERGY RESOURCES
V02181 ITASCA COUNTY AUDITOR/TREAS.
V02271 VISIT GRAND RAPIDS INC

V03391 AMAZON CAPITAL SERVICES
V03391 AMAZON CAPITAL SERVICES
V03456 WM CORPORATE SERVICES, INC
V03477 METROPOLITAN LIFE INSURANCE CO
V03482 MINNESOTA MN IT SERVICES
V03903 LANCE KUSCHEL

V03964 EMILY LINDNER

V03967 LOFFLER COMPANIES INC

V04017 BRYCE PRUDHOMME

V04114 MARCO TECHNOLOGIES, LLC
V04119 ICTV - Grand Rapids

V04122 TASC - Grand Rapids

V04137 CHAD TROUMBLY

Summary Report

Bill #109253276

Bill #0383793-E

Bill #26626592

Bill #012026

Bill #002027648540

Bill #122025503826

Bill #011626

Bill #0507783569-01/Dec25-L
Bill #0502903931-02/Dec25

Bill #Crystal Lake Estates 2nd Add/2€

Bill#LDGTAX/OCT25
Bill#16G3-L71M-F3HP-L
Bill#1WQ1-KCYY-VIL7
Bill#0130797-2808-8
Bill #TS053963310001/FEB26
Bill #DV25120431

Bill #012026
Bill#011226-L

Bill #5234646
Bill#011626

Bill #572555688-L

Bill #PB/4THQTR25/FEES
Bill #IN3656746
Bill#010826

V04174 MINNESOTA UNEMPLOYMENT COMP FD Bill #19167028

V04249 US BANK

V04302 VISA

V04366 LAKE COUNTRY POWER
V04382 PUBLIC UTILITIES COMMISSION
V04382 PUBLIC UTILITIES COMMISSION
V04382 PUBLIC UTILITIES COMMISSION
V04382 PUBLIC UTILITIES COMMISSION
V04382 PUBLIC UTILITIES COMMISSION
V04382 PUBLIC UTILITIES COMMISSION
V04382 PUBLIC UTILITIES COMMISSION
V04382 PUBLIC UTILITIES COMMISSION
V04382 PUBLIC UTILITIES COMMISSION
V04382 PUBLIC UTILITIES COMMISSION

TOTAL PRIOR APPROVAL ALLOWED IN THE SUM OF:

Bill #8008827

Bill #9403/JAN26

Bill #8705029400/Dec25
Bill #PW/Dec25

Bill #Fire Hall/Dec25

Bill #Yanmar/Dec25

Bill #City Hall/DEC25

Bill #Lib/DEC25-L

Bill #EDA/Dec25-E

Bill #Golf/Dec25-G

Bill #?"D&DACF/DEC25
Bill #Airport/Dec25-A

Bill #ST/LIGHTS/EFT/DEC25

TOTAL ALL DEPARTMENTS:

01/21/26 - 02/02/26
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34.37
13,610.00
1,590.71
139.94
650.16
79.14
20.00
1,525.01
48.77
81.00
33,323.15
262.10
565.23
3,094.53
2,558.04
467.35
139.94
175.00
131.40
264.80
165.65
18,792.28
43.30
66.00
5,318.05
575.00
6,074.87
53.52
13,865.67
1,201.43
20,895.62
2,050.01
2,802.13
289.58
2,494.12
401.38
1,484.05
10,421.76

145,755.06

252,815.28
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REQUEST FOR COUNCIL ACTION

AGENDA DATE:  February 9, 2026

AGENDA ITEM: Consider adopting a resolution to approve a BCA Flock Interconnection
Security Agreement

PREPARED BY: Chief Andy Morgan

BACKGROUND:

The purpose of this Interconnection Security Agreement is to establish procedures for mutual
cooperation and coordination between the Flock Group Inc. and State of Minnesota, Department
of Public Safety, Bureau of Criminal Apprehension, together noted as “the parties,” regarding the
development, management, operation, and security of a connection between Flock and the
BCA'’s Criminal Justice Data Communications Network for the benefit of Grand Rapids Police
Department.

This ISA is intended to minimize security risks and ensure the confidentiality, integrity, and
availability of shared data and systems that have a network interconnection with Flock for the
benefit of Governmental Unit. This ISA ensures the adequate security of shared data and systems
being accessed and provides that all network access satisfies the requirements of the parties.

All associated documents have been attached to this RCA.

Similar required agreements, for all GRPD equipment that connects to CJIS / CIDN, have been
reviewed and granted by Council in the past.

City attorney Chad Sterle approved this agreement.

REQUESTED COUNCIL ACTION:

Make a motion adopting a resolution to approve a BCA Flock Interconnection Security
Agreement



CIDN Security

Version: 07/21/2023 Document Number: MNJIS-5002 Distribution: BCA

Policy Statement / Objective:

The Bureau of Criminal Apprehension’s (BCA) Minnesota Justice Information Services (MNJIS)
operates the Criminal Justice Data Communications Network (CIJDN) so that authorized agencies can
retrieve and submit criminal justice information (CJI) to BCA systems and services to perform their
duties.

This policy sets statewide standards regarding the security and movement of CJI within Minnesota,
including security of the CIJDN by providing specific guidance for meeting FBI CJIS Security Policy
(CJISSECPOL) requirements. The CJIS Security Policy provides the minimum level of information
technology (IT) security requirements acceptable for the transmission, processing, and storage of
the nation's Criminal Justice Information System (CJIS) data.

Any security controls listed in this policy that are more restrictive than the CJIS Security Policy are
noted in bold and italics. These controls are detailed in the BCA CIDN Security Policy — Directive.

Authorized agency: A government entity authorized by statute to access BCA and FBI resources
with a valid joint powers agreement or other contract executed by it and the BCA. Used
interchangeably with Local Agency.

Bureau of Criminal Apprehension (BCA): The CJIS Systems Agency (CSA) and State
Identification Bureau (SIB) for Minnesota.

CJI Environment (CJE): an authorized agency’s isolated infrastructure where CJI is processed,
stored, or transmitted and access to environments is controlled. This includes, but is not limited to,
network switches, routers, firewalls, workstations, mobile devices, servers, virtual environments.
This also includes hosted, cloud-based delivery models such as Software as a Service (SaaS),
Platform as a Service (PaaS), and Infrastructure as a Service (IaaS).

Criminal Justice Information (CJI): Criminal Justice Information means all FBI CJIS-provided
data necessary for authorized agencies to perform their duties, including data contained in, or
derived from, data maintained by the BCA that have restricted dissemination standards under state
or federal statute. BCA systems that frequently contain or provide CJI include PortalXL, Law
Enforcement Message Switch (LEMS), the Criminal History System (CHS), Predatory Offender
Registry (POR) System, and other systems listed in the BCA Data Inventory.

Criminal Justice Data Communications Network (CIDN): For statutorily authorized users, the
CJDN is a connectivity method approved by the BCA and defined in Minnesota Statute 299C.46

Local Agency: A Minnesota government entity authorized by statute to access BCA and FBI
resources with a valid joint powers agreement or other contract executed by it and the BCA. Used
interchangeably with Authorized Agency.

Local Agency Point of Contact (POC): This is for non-criminal justice agencies only. The POC
administers CJIS systems programs within the local organization and oversees the organization’s
compliance with CJIS systems policies. Additionally, the POC is knowledgeable in all aspects of the
organization’s retrieval, dissemination, storage and destruction of CHRI.

Page 1 of 16
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http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view
https://www.revisor.mn.gov/statutes/cite/299C.46

Local Agency Terminal Agency Coordinator (TAC): The point of contact at the Local Agency for
matters relating to CJIS and BCA information access. The TAC administers CJIS and BCA systems
programs within the Local Agency and oversees agency compliance with the FBI CJIS Security Policy,
NCIC Operating Manual, BCA CIDN Security Policy, BCA Appropriate Use of Systems and Data policy,
BCA FBI CJIS Audits, Audit Compliance, Audit Sanctions policy, and other FBI and BCA policies.

Terminal: any device used by a Local Agency to connect to the CIDN to retrieve CJI. Examples of a
MNJIS Terminal include, but are not limited to, a desktop computer, laptop, tablet, and cellular
telephone.

Physically Secure Location: A physically secure location is a facility, an area, a room, or a group
of rooms, that is/are subject to authorized agency management control and which contain hardware,
software, firmware, and hard copy Criminal Justice Information (e.g., information system servers,
controlled interface equipment, associated peripherals or communications equipment, wire closets,
patch panels) that provide access to the CIDN or the CIE. Physical security perimeters must be
acceptable to the state CJIS Systems Officer (CSO).

This policy addresses the secure operation of computers, access devices, circuits, hubs, routers,
firewalls, and other components that support a data network, telecommunications network and
related MNJIS systems used to process, store, share, or transmit CJI, guaranteeing the priority,
integrity, availability, and security of service needed by state and local agencies.

This policy also applies to CJI data held by authorized agencies, regardless of the means of storage.

Roles and Responsibilities:

A. CIJIS System Agency Information Security Officer (CSA ISO)
The CSA ISO is a BCA employee who, in addition to the responsibilities described in the CJIS
Security Policy, is responsible for:

1. Ensuring agencies conform to the CJIS Security Policy and BCA policies related to the security
and compliance of systems and connections to the CIDN and/or the access, transmission, or
processing of CJI.

Ensuring management controls are in place for the CJDN, including the management of state
routers, firewalls, and VPN devices.

Ensuring that state and Local Agency network topology documentation is current.

Supporting security-related configuration management for the BCA and local agencies.
Disseminating security-related training materials to local agencies.

Ensuring the completion of technical security compliance audits for all agencies who access
the CIDN and/or CJI.

N
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B. Local Agency Security Officer (LASO)

Each head of a Local Agency, whether criminal justice or non-criminal justice, that accesses CJI,
must appoint a Local Agency Security Officer (LASO) for the agency. The LASO is the liaison between
the Local Agency and the CSA ISO. The LASO is responsible for ensuring that the agency complies
with the CJIS Security Policy, this policy, and the CIDN Security Policy Standards Directive. In
addition to responsibilities outlined in the CJIS Security Policy, the LASO is responsible for:

1. Ensuring that personnel security screening procedures are being followed as stated in the
CJISSECPOL in coordination with the agency’s Terminal Agency Coordinator (TAC) or Point of
Contact (POC).

2. Ensuring the physical security of all terminals and equipment in the authorized agency’s

environment that access the CIDN or process, store, share, or transmit CJI

Ensuring network compliance with the CJIS Security Policy.

Establishing procedures for documenting, maintaining, and updating their agency’s criminal
justice information network configuration and required policies.

W

MNJIS-5002
Version: 07/21/2023
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Enforcement and Security

C. Standards of Enforcement

1. Each Local Agency is responsible for enforcing system security standards and incident
response procedures for their agency in addition to any other agencies or entities for which
the Local Agency provides CJI data or services.

2. Local Agencies must have written policies to address the security provisions of the
CJISSECPOL and this policy. Local agencies must have procedures in place to deactivate the
accounts, passwords, and other access tools of separated employees.

3. Authorized users may access CJIS systems and disseminate CJI only for the purposes for
which they are authorized. Each authorized agency permitted access to FBI CJIS and BCA
systems will be held to the guidelines set forth in this policy, as well as the most current
version of the CJIS Security Policy.

D. Personnel Security

1. The CIJIS Security Policy requires any individual with unescorted access in a physically secure
location to have a national, fingerprint-based background check and complete the required
level of Awareness and Training depending on their role. Most individuals will take the
Awareness and Training via the BCA’s Launch Pad
(https://bcanextest.x.state.mn.us/launchpad/). Access to these sites is restricted; access is
granted by the TAC or POC. As part of the training, individuals will be tested as required by
the CJISSECPOL. Each agency is responsible for ensuring each employee is current with
Awareness and Training.

2. Once the individual has met the requirements, they are allowed unescorted access to any
part of the agency’s physically secure location where there are devices through which CJI can
be accessed or where output from those devices can be found in any media (e.g. paper,
electronic, or other physical format).

3. Individuals who do not need to move freely within a physically secure location must be
escorted at all times by an individual who has met these personnel security requirements.

E. Personnel Screening for Contractors, Vendors, and Governmental Agencies Performing
Criminal Justice Functions on Behalf of an Authorized Agency
As an alternative to agencies screening vendors themselves, the BCA offers an optional Vendor
Screening Program to register private vendors whose employees support authorized agencies in
Minnesota. Vendors will be registered after the BCA determines the vendor is acting in
compliance with the CIJISSECPOL and this policy, the vendor’s product(s) or services(s) being
screened are capable of being implemented or provided in compliance with the CJISSECPOL and
this policy, commits to maintaining compliance, and has signed a Security Addendum with the
BCA. For vendors who participate in this program, the BCA will conduct all national fingerprint-
based background checks on vendor employees who may have access to CJI, and will be the
centralized repository for the documentation of Awareness and Training and testing for those
employees. Information on the process is available from the BCA CJIS SAT Screening Unit,
BCACJISSATScreening@state.mn.us

F. Incident Response

1. The CIJIS Security Policy requires that local agencies report a computer security incident,
whether physical or logical, to the FBI via the CSA ISO. Local agencies are required to have a
policy and procedure regarding computer security incidents and how they are reported. Local
Agencies should use NIST Special Publication 800-61 as a template for the required incident
response policy. The NIST publication can be found at:
http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

2. The Local Agency must report all suspected security incidents to the CSA ISO within 24 hours
of initial discovery. Computer security incidents include loss or theft of media containing CJI
(e.g. paper, thumb drive), suspicious or malicious software in the Local Agency’s
environment, or unusual network activity. Computer security events and weaknesses
associated with information systems must be communicated in a manner allowing timely

MNJIS-5002
Version: 07/21/2023
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corrective action to be taken. Formal event reporting and escalation procedures, depending
on the severity of the situation, must be in place.

All employees, contractors and third party users must be made aware of the procedures for
reporting different types of events and weaknesses that may have an impact on the security
of agency assets; all are required to report any computer security events and weaknesses as
quickly as possible to the designated point of contact.

Technical Security Standards

Local agencies must follow the technical security standards found in the CJIS Security Policy
Standards Directive for their agency and any other agencies or entities for which the Local Agency
provides CJI data or services.

References:

ouUuhwNE=

FBI CJIS Security Policy

NIST Computer Security Incident Handling Guide Special Publication 800-61 Rev. 2

NIST Cloud Computing Synopsis and Recommendations Publication 800-146

NIST Guidelines for Media Sanitization Special Publication 800-88

FBI Recommendations for Implementation of Cloud Computing

FBI Cloud Control Catalog
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SECTION 1 - INTRODUCTION

1.1 Purpose

As the CJIS Systems Agency (CSA) for the State of Minnesota, the Bureau of Criminal Apprehension (BCA) is
responsible for ensuring that all criminal justice and non-criminal justice agencies in Minnesota that access
criminal justice information (CJl) comply with FBI CJIS Security Policy requirements.

The FBI CJIS Security Policy (CJISSECPOL) provides agencies with a minimum set of security requirements for
access to FBI Criminal Justice Information Services (CJIS) systems and information. As a supplement to the FBI CJIS
Security Policy, the BCA has developed this directives document to clarify FBI requirements and provide additional
standards for the protection of criminal justice information and systems in the state.

This directive will be reviewed and updated as necessary at least every six months.
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SECTION 2 — POLICIES

2.1

1.

2.2

2.3

24

Logging!

All user and administrative account active logons, logoffs, and events related to access to criminal justice
information must be logged and reviewed weekly for anomalies.

All computer systems (e.g., servers, desktops, laptops, smartphones), network equipment, and cloud
environments where Cll is accessed, transmitted, processed, or stored must be logged and reviewed
weekly for anomalies.

Logs must be maintained for one year.

Advanced Authentication?

Access to the CJDN from a location that is not physically secure must use advanced authentication and
encryption.

The infrastructure for advanced authentication must be on an isolated network, not part of the CIDN or
an agency user network.

Biometrics may not be used as a second factor of authentication on mobile devices.

Cll access in a cloud environment must use a government cloud, as well as advanced authentication and
encryption.

Encryption3

All compromised or weak methods of communication must be disabled. Only cryptographic methods that
have no known compromises may be used.
a. The following cipher suite modes must be disabled: RSA, AES-CBC, SHA, MD5, EDH, DHE, null, DES,
3DES, RC4, and EXPORT-Strength Ciphers.
b. Only supported TLS protocols may be used - TLS 1.2 or TLS 1.3 with non-compromised
ciphers/authentication only.
Encryption devices must be operated in FIPS mode. This removes support for most weak or compromised
protocols.
Encryption keys, such as pre-shared keys in a site-to-site VPN, must be changed at least annually.
Digital certificates, whether device- or user-based, must expire and be reissued at least once every two
years.
Encryption infrastructure must be on an isolated network (i.e., not part of the CIDN or an agency user
network).

Firewalls*

Agencies must employ firewall technology to separate their CJDN network(s) from non-CIDN network(s).
Firewall architectures and configurations must prevent unauthorized access to the CIDN and CII.
Firewall equipment must be operated in FIPS mode.

1 FBI CJIS Security Policy Section 4.2.5.1, 5.4.1.1, 5.4.1.1.1, 5.10.1.3, and 5.13.1.1, and
Appendices D.1 and G.1

2 FBI CJIS Security Policy Section 5.5.6, 5.6, and 5.13.7.2

3 FBI CJIS Security Policy Section 5.10.1.2.1

4 FBI CJIS Security Policy Section 5.10.1.2.1
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2.5

2.6

2.7

Cloud

2.5.1 Cloud Security®
1. Storage of CJI, regardless of encryption status, is permitted only in government cloud environments which

reside within:
a. the physical boundaries of the U.S., U.S. territories, Indian Tribes, and Canada, and
b. the legal authority of an FBI Advisory Policy Board (APB) member agency (i.e., U.S. —
federal/state/territory, Indian Tribe, or the Royal Canadian Mounted Police (RCMP)).
Any cloud vendor employees with access to unencrypted CJI or encryption keys for encrypted CJI must:
a. reside within the U.S., U.S. Territory, Indian Tribe, or Canada, and
b. perform all work from the same.
Encryption keys should be managed by the agency and must be rotated at least yearly.
If encryption keys cannot be managed by the agency, the agency’s vendor agreement must limit vendor
employee access to keys and specify related vendor responsibilities.

Faxing (Digital)®

When using a digital fax machine that uses the agency network and the Internet to transmit the files,
NIST-certified FIPS 140-2 compliant encryption with a 128-bit symmetric key is required.

Virtualization’

The following controls must be implemented in any virtual environment that contains CJI:

a. The host must be isolated from the virtual machine so virtual machines cannot access host files,
firmware, etc.

b. Audit logs must be maintained for all virtual machines and hosts for one year.
Audit logs must be stored outside the host’s virtual environment.

d. Virtual machines that are Internet-facing (e.g., web servers, portal servers) must be separate from
virtual machines that process Cll internally or be separated by a virtual firewall.

e. Drivers that serve critical functions must be stored within the specific virtual machine they
service. They may not be stored within the hypervisor or host operating system for sharing.

f.  Each virtual machine must be treated as an independent system, secured as independently as

possible.
2. The following additional technical security controls must be followed where CJI is commingled with other
data:
a. Encrypt data at rest using FIPS 197 compliant AES encryption with a minimum 256-bit symmetric

key.

b. Encrypt network traffic within the virtual environment using FIPS 140-2 compliant encryption with
a minimum 128-bit symmetric key.

c. Implement intrusion detection and/or intrusion prevention (IDS and/or IPS) within the virtual
environment.

d. Virtually or physically firewall each virtual machine within the virtual environment to ensure that
only allowed protocols will transact.

e. Segregate the administrative duties for the host.

5 FBI CJIS Security Policy Section 5.10.1.5 and Appendix G.3
6 FBI CJIS Security Policy Section 5.10.2
7 FBI CJIS Security Policy Section 5.10.3.2
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2.8 Personnel Security?®

1. The Agency TAC is able to make approval decisions for background checks according to the “Designation
of Individuals Authorized to Approve Access to Criminal Justice Information under FBI CJIS Security Policy”
located in the BCA’s Launch Pad (https://bcanextest.x.state.mn.us/launchpad/).

2.9 Radio Traffic®

1. Radio traffic containing CJl must be encrypted using NIST-certified FIPS 140-2 compliant encryption with a
128-bit symmetric key.

2. 911 and dispatch radio calls containing CJl in a cloud environment or outside of a physically secure
environment must be encrypted at rest using FIPS 197 AES encryption with at least a 256-bit symmetric
key.

2.10 Account Administration

2.10.1 User Accounts

1. Agency must have a documented process for validating user identities before unlocking any accounts that
may provide access to CJI.

2. User credentials used to access CJl must be protected as ClI, even though they are not themselves CII.

2.10.2 Network and Service Accounts?®
1. Network and Service Account passwords shall be a minimum of twenty (20) characters in length including
at least one of each of the following:
a. special character
b. number
C. upper case character
d. lower case character
2. If the agency uses a Privileged Account Management (PAM) tool, these accounts shall be managed using
the tool and changed at minimum every 90 days.
3. If the agency does not use a PAM tool, a documented process must be used to manage these accounts
and the passwords will be changed at minimum every 6 months.

2.11 Application Development

2.11.1 Application and Application Programming Interface (API) Coding®!

1. Agencies must implement the practices in FBI CJIS Security Policy Appendix G.8 and as outlined below
when developing any applications or application integrations that access, transmit, process, or store CI.
These practices must be followed by all agency staff, including employees and contractors, involved in
application architecture, design, develop, or testing.

2. Security Controls: Using a set of standard security controls greatly simplifies the development of secure
applications and APIs. The OWASP Top Ten Proactive Controls 2018 is a list of security techniques that
should be included in every software development project. They are numbered in order of importance
(i.e., #1 being most important):

8 FBI CJIS Security Policy Section 5.12.1
° FBI CJIS Security Policy Section 5.13.1
10 FBI CJIS Security Policy Appendix G.5
11 FBI CJIS Security Policy Appendix G.8
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https://bcanextest.x.state.mn.us/launchpad/

j.

S®m 0 Q0 T

C1: Define Security Requirements

C2: Leverage Security Frameworks and Libraries
C3:
C4:
C5:
Cé6:
C7:

Secure Database Access

Encode and Escape Data

Validate All Inputs

Implement Digital Identity

Enforce Access Controls

C8: Protect Data Everywhere

C9: Implement Security Logging and Monitoring
C10: Handle All Errors and Exceptions

3. For more details see:

a.
b.

https://www.owasp.org/index.php/OWASP Proactive Controls
https://www.owasp.org/index.php/OWASP Cheat Sheet Series

2.11.2 Application Logging
1. Custom-developed applications must log the following events:

a.

~0 oo CT

j.

Input validation failures (e.g., protocol violations, unacceptable encodings, invalid parameter
names and values)

Output validation failures (e.g., database record set mismatch, invalid data encoding)
Authentication successes and failures

Authorization (access control) failures

Session management failures (e.g., cookie session identification value modification)
Application errors and system events (e.g., syntax and runtime errors, connectivity problems,
performance issues, third party service error messages, file system errors, file upload virus

detection, configuration changes)

Application and related system start-ups and shut-downs
Logging initialization (starting, stopping or pausing)

Use of higher-risk functionality, such as:

network connections
addition or deletion of users
changes to privileges

iv. assigning users to tokens
v.  adding or deleting tokens
vi. use of systems administrative privileges
vii.  access by application administrators
viii. all actions by users with administrative privileges
ix.  access to payment cardholder data or criminal justice data
X. use of data encrypting keys
Xi. encryption key changes
Xii. creation and deletion of system-level objects
xiii.  data import and export (including screen-based reports)
Xiv. submission of user-generated content — especially file uploads

Legal and other opt-ins, such as:

i
ii.
iii.
iv.

permissions for mobile phone capabilities
terms of use

terms and conditions

personal data usage consent

2. All application logs must be stored for one year.
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https://owasp.org/www-project-proactive-controls/v3/en/c5-validate-inputs
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https://owasp.org/www-project-proactive-controls/v3/en/c7-enforce-access-controls
https://owasp.org/www-project-proactive-controls/v3/en/c8-protect-data-everywhere
https://owasp.org/www-project-proactive-controls/v3/en/c9-security-logging
https://owasp.org/www-project-proactive-controls/v3/en/c10-errors-exceptions
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/OWASP_Cheat_Sheet_Series

3. All application logs must be reviewed weekly for anomalies. Automated anomaly review using a security
information and event management (SIEM) tool may substitute for the manual weekly review.

4. Each log entry must include sufficient detail to identify “when, where, who, and what” for each event. For
more detail, reference the OWASP Logging Cheat Sheet below.
https://cheatsheetseries.owasp.org/cheatsheets/Logging Cheat Sheet.html

2.11.3 Application Code Scanning
2.11.3.1 Static Application Security Testing (SAST)
1. SAST analyzes source code without executing the application to identify any vulnerabilities.

a. SAST must be performed on any custom-built applications that will access, transmit, process, or
store CJI before the application is deployed to production and during any major updates or
upgrades.

b. SAST tools used by the agency should identify severity ratings for vulnerabilities using the
Common Vulnerability Scoring System (CVSS).

2.11.3.2 Software Composition Analysis Testing (SCA)
1. SCA scans an application’s direct and transitive dependencies for security vulnerabilities.

a. SCA must be performed on any custom-built applications that will access, transmit, process, or
store CJI before the application is deployed to production and during any major updates or
upgrades.

b. SCA tools used by the agency should identify severity ratings for vulnerabilities using the CVSS.

2.11.3.3 Dynamic Application Security Testing (DAST)
1. DAST tests an application when it is running to discover run-time and environment-related security issues.

a. DAST must be performed on all applications, custom-developed and commercial off-the-shelf
(COTS), before the application is placed into production and during any major updates or
upgrades.

b. DAST tools used by the agency should identify severity ratings for vulnerabilities using the CVSS.

2.11.4 Application Code Vulnerability Remediation
1. Agencies and their vendors must use the standards outlined below to remediate any vulnerabilities
identified during code scanning for both custom-developed and COTS applications that access, transmit,
process, or store CJI.
2. Using the CJIS Security Policy (CJISSECPOL) and Common Vulnerability Scoring System (CVSS), agencies
and their vendors must remediate vulnerabilities as follows:
a. Critical — Remediate within 7 days. These vulnerabilities pose the highest risk to applications,
systems, and agency data.
b. High — Remediate within 30 days. These vulnerabilities pose a significant risk to applications,
systems, and agency data.
c. Medium- Remediate within 60 days. These vulnerabilities pose a moderate to indirect risk to
applications, systems, and agency data.
d. Low — Remediate within 90 days. These vulnerabilities only expose non-critical system
information.

2.12 BCA Systems and Data Access

1. BCA systems and data may be accessed via:
a. the BCA’s Criminal Justice Data Communications Network (CJDN), or
b. a VPN connection that meets the FBI CJIS Security Policy and BCA CJDN Security Policy
requirements for encryption of data in transit, including disabling all compromised cipher suites,
and operating devices in FIPS Mode.
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2.13

2.14

2.15

2.16

2.17

2.18

2.19

Camera Guidance (Body, Squad, Surveillance, Drone)

Video files are not considered criminal justice information. Any CJI captured in these files is considered
incidental. Neither the FBI nor BCA has requirements related to cameras or video files.

MN Statutes §13.825 subd. 11(b) requires portable recording system vendors storing data in the cloud to
“protect the data in accordance with the security requirements of the United States Federal Bureau of
Investigation Criminal Justice Information Services Division Security Policy 5.4 or its successor version.”

Conferencing (Audio, Video)

Audio and video conferencing systems used for transmitting or storing CJI must comply with all FBI CJIS
Security Policy and CJDN Security Policy requirements for encryption at rest and in transit.

Employees, Vendors, and Contractors

Agency will not hire or contract with any person not physically present within an APB-member country for
work related to any system that will access, transmit, process, or store CJI.
Any employee, contractor, or vendor employee must:
a. be aresident of an APB-member country, and
b. submit to a fingerprint-based state of residence and national fingerprint check with no
disqualifying responses.

File Transfers

All file transfers to or from the CIDN must use Secure File Transfer Protocol (SFTP).

Wireless Networks

When any wireless network is used to transmit CJI, a VPN connection is required.

Cellular Devices

SIM Swapping is not allowed for devices that process, store, or transmit CJI.
Air Drop is not allowed for devices that process, store, or transmit CJI.

Mobile Device Management (MDM)

Cloud-based Mobile Device Management must use a government cloud for devices that access, transmit,
process, or store CJI.

Multifunction Devices and Printers

Printers and multifunction devices must be configured securely, with least function and least privilege.
Printer hard drives must be disposed of or sanitized in compliance with CJIS Security Policy requirements.
Printing of CJI is not allowed over a wireless home network.
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2.21 Soft Phones

1. If CJl will be discussed using soft phones, all CJIS Security Policy and CIJDN Security Policy requirements
related to encryption in transit and at rest must be followed.
2. Soft phone traffic traversing a VPN must be encrypted using a different encryption key than the VPN uses.

2.22 Virtual Private Network (VPN)

1. For any user VPN connection, a network disconnect must be executed after 12 hours, regardless of
whether data is being transmitted.
2. VPN is required when any wireless network is used to transmit CI.

2.23 Vulnerability Remediation and System Updates

1. All systems, infrastructure, workstations, mobile devices, network equipment, etc., must be regularly
updated to prevent or resolve system vulnerabilities in alignment with the CJIS Security Policy
(CJISSECPOL) and the Common Vulnerability Scoring System (CVSS):

a. Critical - Remediate within 7 days (CVSS). These vulnerabilities pose the highest risk to
applications, systems, and agency data.

b. High — Remediate within 30 days (C/ISSECPOL and CVSS). These vulnerabilities pose a significant
risk to applications, systems, and agency data.

c. Medium- Remediate within 60 days (CJISSECPOL). These vulnerabilities pose a moderate to
indirect risk to applications, systems, and agency data.

d. Low — Remediate within 90 days (CJISSECPOL). These vulnerabilities only expose non-critical
system information.
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APPENDIX A — SUPPORTING INFORMATION FOR CLOUD SERVICES

If CJI will be processed, stored, or transmitted, the cloud service must be in a government cloud. FBI CJIS Security
Policy section 5.10.1.5 requires that “the storage of Cll, regardless of encryption status, shall only be permitted in
cloud environments (e.g. government or third-party/commercial data centers, etc.) which reside within the
physical boundaries of APB-member country (i.e. U.S., U.S. territories, Indian Tribes, and Canada) and legal
authority of APB-member (i.e. U.S. — federal/state/territory, Indian Tribe, or the Royal Canadian Mounted Police
(RCMP)).”

This section also states that any metadata derived from unencrypted CJI must be protected in the same manner
and may not be used for any commercial purpose by a cloud provider or other associated entity.

A government cloud such as Microsoft Azure Government Cloud or AWS Government Cloud can meet CJIS
Requirements if configured correctly. It is your agency’s responsibility to ensure a compliant configuration.

Ensuring Cloud Vendor Security and Compliance with the FBI CJIS Security Policy
Agencies must review a vendor’s security practices for any services they provide, including any cloud services used
in providing those services. The FBI CJIS Security Policy requires:

e vendors sign a CJIS Security Addendum as part of their contract with agencies, and
e any vendor employees who will have access to unencrypted CJI must complete fingerprint-based
background checks and the appropriate level of CJIS Awareness and Training.

As an optional service to agencies, the BCA maintains a Vendor Screening Program that can complete the vendor
security and compliance review. The BCA would then enter into a contract with the vendor (including the vendor’s
signed CJIS Security Addendum). It would also oversee background checks and training for any vendor employees
with access to unencrypted CILI.

e More information about the BCA Vendor Screening Program can be found at
https://dps.mn.gov/divisions/bca/bca-divisions/mnijis/Pages/bca-vendor-screening-program.aspx

e Agencies or vendors who would like to use this program can contact the Vendor Screening Program at
BCACJISSATScreening@state.mn.us

Agency Responsibility for Ensuring Security and Compliance

Regardless of who screens the vendor, your agency is responsible for ensuring the security and FBI CJIS Security
Policy compliance of any cloud service(s) it uses. Vendor screening determines whether they are capable of
meeting and agreeing to meet FBI CJIS Security Policy requirements. This does not guarantee compliance.

Each agency that uses cloud services must:

e ensure their implementation meets FBI CJIS Security Policy requirements,
e ensure controls are in place to ensure ongoing compliance, and
e review compliance on an ongoing basis.

Microsoft Cloud Services

The BCA entered into a statewide five-year contract with Microsoft for its Office 365 and Azure Government
Cloud services in January 2016 and is renewing its agreement through 2026. As part of the agreement, the BCA
ensures that any Microsoft employees who will have access to unencrypted CJI complete the appropriate
background check and CJIS Awareness and Training. Individual agencies must ensure that they only use Microsoft
Government Cloud services for CJI and that their use of any Microsoft Government Cloud services meets FBI CJIS
Security Policy requirements.
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Amazon Web Services (AWS)

The BCA entered into a similar statewide five-year contract with Amazon in February 2016. Rather than
establishing statewide agreements, AWS will work with individual agencies and vendors to ensure that their AWS
Government Cloud implementations use FBI CJIS Security Policy compliant encryption and encryption key
management to protect Cll at rest and in transmission. By doing this, no AWS employees have access to
unencrypted CJI, meaning that the CJIS Security Addendum and vendor employee background checks will not be
required.

AWS GovCloud (U.S.) supports compliance with United States International Traffic in Arms Regulations (ITAR). As a
part of managing a comprehensive ITAR compliance program, companies that are subject to ITAR export
regulations must control unintended exports by restricting access to protected data to US Persons, and by
restricting the physical location of protected data to the US. AWS GovCloud (US) provides an environment that is
physically located in the US, and access by AWS personnel is limited to US Persons, thereby allowing qualified
companies to use AWS to transmit, process, and store protected articles and data subject to ITAR restrictions. The
AWS GovCloud (US) environment has been audited by an independent third-party assessment organization
(3PAO) to validate that proper controls are in place to support customer export compliance programs.

e AWS Compliance Program — ITAR https://aws.amazon.com/compliance/itar/
e AWS Compliance Program — CJIS Security Policy: https://aws.amazon.com/compliance/programs/

Cloud Networking — Cisco Meraki
Things to consider when implementing Meraki:

e The MX product suite is cloud-managed. Disabling Meraki personnel access to dashboards, etc., should be
considered to prevent unwanted access to agency data. This is done inside of the dashboard
configuration. After completion, verify that Meraki personnel do not have access to any agency data
unless specifically authorized.

e Refer to the Cloud Security subsection for additional guidance related to data storage and encryption.

e Enable Syslog and NetFlow capabilities within the Meraki device. The default functionality is limited.

e Ensure there is no loss of intrusion detection/prevention capabilities when switching products. Meraki
offers various tools that can perform these functions. Those tools may have an additional cost.
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Appropriate Use of Systems and Data

Version: 4/11/2025 Document Number: MNJIS-5000 Distribution: BCA

Policy Statement / Objective:

In support of criminal justice agencies and other authorized users, the Minnesota Bureau of Criminal
Apprehension (BCA) operates a number of data repositories and a secure network. This system and
various tools allow authorized users, both employees and contractors, to access data from state and
federal sources in order to perform their official functions. Through Authorized Agencies, contractors
may have access to the physical or logical spaces in which the secure network and data are held.

Authorized users are employed in either a criminal justice or non-criminal justice agency, while
contractors may be a government entity, private business, agency, or individual that has entered
into an agreement with the Authorized Agency.

In some instances, the statute that created the repository authorizes the access to and use of the data.
In other instances, access to the data is governed by the provisions found in the Minnesota Government
Data Practices Act, Minnesota Statutes, Chapter 13 and Minnesota Statutes, section 299C.46, as well
as additional federal and state policies and laws.

Access to and use of the secure network and data must be done in compliance with MNJIS-5002
CIDN Security.

The purpose of this policy is to:
e Establish a working relationship between the BCA and authorized agencies that promotes and
supports appropriate use at all times,
e Establish the standards and guidelines for appropriate use of the repositories and secure
network,
e Document the processes used to determine if the use is inappropriate, and
e Provide penalties for failure to meet the standards outlined in this policy.

The BCA's goal is that Authorized Agencies, users, and contractors be in full compliance with all
requirements. Agencies and users that fail to comply with this policy are subject to the sanctions
described later.

This Policy and the appendix are periodically revised as issues and examples are identified. Notice is
sent to agency heads regarding the availability of revised documents.

As used in this policy, the following terms have the meaning given.

Appropriate Use: The agency that employs the individual user is eligible under the applicable
statutes and regulations to have access to the secure network and the data, and that the data have
been retrieved as part of an employee’s work assignment or are retrieved to share the data with
another entity authorized by law to receive them. Appropriate use is further defined as a contractor’s
access to the physical or logical space that is required for the work being done by the contractor. See
Minnesota Statutes, sections 13.05 and 13.055 and the FBI CJIS Security Policy. If an agency has a
more restrictive policy on access and/or sharing, the employee or contractor must also follow the
agency policy.
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Authorized User: An individual user who is eligible under the applicable statutes and regulations to
have access to the secure network and data for the purposes of their work assignment.

Authorized Agency: A criminal justice agency or noncriminal justice agency as defined in
Minnesota Statutes, Section 299C.46.

Contractor: A private business, government entity, agency, or individual who has entered into an
agreement for the administration of criminal justice or noncriminal justice functions with an
Authorized Agency and have access to the physical or logical space in which the secure network and
data are kept.

Follow-Up Audit: An audit of an agency following issues identified during a routine audit or when
inappropriate use has been found, including from self-reporting. A follow up audit can occur anytime.

Hot File: A Minnesota or FBI data file containing information about persons or property that can be
accessed by Authorized Agencies and their employees in performance of their authorized duties.

Inappropriate Use: Any use that is not “appropriate use” or for which there is no acceptable lawful
explanation or of documentation why the transaction was conducted. Examples of a lawful

explanation include “assigned to traffic enforcement”, “assigned to Safe and Sober campaign”, or “to
determine eligibility for benefits from a noncriminal justice agency”.

Intentional: When an employee or contractor knowingly behaves in a manner that is inappropriate
or repeats a behavior after being informed that the behavior is not acceptable. Determining the
intent of the employee or contractor is done by the agency.

Non-Compliant: An agency has not taken the necessary steps to conduct the investigation or to
resolve the issues identified during an audit, follow up audit, or investigation.

Unintentional: When an employee or contractor unknowingly behaves in a way that results in
inappropriate use.

I. Access and Control

Access to and use of data in BCA repositories or available from other repositories via the secure
network is controlled by one or more of the following:

A. A specific state statute - e.g. Minnesota Statutes, section 299C.40 controls the Law

Enforcement Incident Search or LEIS (formerly known as the Comprehensive Incident-Based

Reporting System or CIBRS).

Minnesota Statutes, section 299C.46 controls the use of the secure network.

Federal regulations implemented through the FBI CJIS Security Policy.

Federal regulations implemented for data files including, but not limited to, N-DEx (National

Data Exchange) and the NICS Indices (National Instant Criminal Background Check System).

E. The Rules of Public Access to Records of the Judicial Branch control access to court case
information.

F. Policies adopted by other agencies concerning access to and use of that agency’s data-e.g.
Corrections’ policies on access to the Statewide Supervision System (S3).

G. Terms of the contract between the agency and the BCA

OO
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H. The Bureau of Criminal Apprehension, MNJIS-5002 CIDN Security.

A chart showing all of the repositories or tools with authorized users and examples of
appropriate and inappropriate use is attached as Appendix 1.

It is never appropriate to retrieve data on yourself. Data practices procedures must be used
to obtain data on you. There are test records available on the BCA LaunchPad for use in
understanding how a particular repository works.

II. Determination of Appropriate Access

A. The primary tool used by the BCA to determine inappropriate use is the agency audit.
See Audit Policy MNJIS-5005. Transactions involving Minnesota and federal criminal
history and “Hot File” data are audited every three years as required by the FBI.
Additional audits are performed for agencies:

1. with access to Law Enforcement Incident Search (LEIS) (formerly known as

CIBRS);

with access to National Data Exchange (N-DEX);

with access to Gun Permit Background Check (GPBC);

that are Integrated Search Services users who access the S3; and

that submit fingerprint-based background check requests as authorized under

state and federal law.

uAWN

B. Use is reviewed at both an individual user and agency level. If issues are identified
during an audit, the agency’s Trainer/Auditor will explain the next steps. See Audit
Policy MNJIS-5005. Inappropriate use may also be identified through a variety of
means, including, but not limited to:

1. as a result of a question asked by an agency user.

in response to an official agency request.

following allegations of inappropriate use by an authorized user or agency.

analysis of system use by the BCA.

based on transactions identified by the BCA’s pattern analysis tool; or

self-reporting.

ouhwnN

C. Examples of issues that can result in a finding of inappropriate use or noncompliance include,

but are not limited to:

1. Unintentional inappropriate use of data retrieved from BCA repositories or repositories
reached via the BCA secure network by either employees or contractors

2. Unintentional inappropriate use of or access to the secure network byeither employees or
contractors

3. Intentional inappropriate use of data retrieved from BCA repositories or
repositories reached via the BCA secure network by either employees or
contractors

4. Intentional inappropriate use of or access to the secure network by either
employees or contractors

5. Retrieving data and providing it to an individual whose access to the system or
network has been suspended by either employees or contractors

6. Failure to ensure the security of the data and equipment used to retrieve the data by
either employees or contractors

7. Retrieval or sharing of data in a manner not authorized by the governing
statute or federal regulation by either employees or contractors

8. Failure to investigate allegations of inappropriate use presented by BCA to the
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III.

agency

9. Failure to respond to BCA requests for information about transactions performed by
agency users; or

10. Failure to address problems found during an audit or follow-up audit

. If the agency is in litigation about the transactions, it must let the CJIS Systems Officer

(CSO) at the BCA know that fact. Once there is an agreement to settle the case or a verdict
is given, the agency must report to the BCA on the appropriateness of the query.

Sanctions

In addition to any employment consequences for behavior found to be in violation of this
Policy, there may be additional consequences imposed by the BCA that affect the Authorized
Agency or Authorized User’s ability to use systems and tools provided by the BCA. Any
consequences imposed by the BCA are based upon the investigation and determination of
inappropriate use by the Authorized Agency.

The BCA recognizes that an Authorized Agency has a separate human resources process that
it must follow when there is a complaint against one of the agency’s Authorized Users. The
BCA also knows that there may be a collective bargaining agreement that directs which
processes must be used in the investigation and evaluation of a complaint. As Minnesota
Statutes, Section 13.43 classifies data about alleged misconduct by an Authorized User as
private data, the agency head should consult with the CJIS Systems Officer (CSO) prior to
finalizing any disciplinary decisions so that the consequences related to data or system access
can be coordinated. The CJIS Systems Officer (CSO) will have an opportunity to evaluate the
general circumstances and determine if additional sanctions, related only to system access,
will be imposed by the BCA. Any data shared by the agency are documented in the BCA case
management system and are classified in the same way as in the Authorized Agency. See
Minnesota Statutes, Section 13.03, Subd. 4.

The BCA further recognizes that an Authorized Agency has a separate procurement process
by which contractors are selected and agreements on duties are reached as well as how
complaints against contractors are handled.

Criteria Used to Determine Sanctions
The criteria to be used in determining sanctions include, but are not limited to the following:

How many transactions were found to be inappropriate?

Over what period of time did the transactions occur?

What types of transactions were inappropriate?

What was the purpose of the inappropriate use?

Was the inappropriate use intentional or unintentional?

How much experience does the Authorized User or contractor have?

How much training does the Authorized User or contractor have and what type?
Is there a history of inappropriate use?

If there is a history of inappropriate use, what were the prior corrective actions taken?
10. Was the criminal justice information re-disseminated? If yes, to whom?

11. Has the Authorized User or contractor taken responsibility for the conduct?
12.Is there a history of inappropriate use at the Authorized Agency?

13. What steps has the Authorized Agency taken to address the inappropriate use?

OCONOUTHWN =
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B. The determination whether there will be any BCA- imposed sanctions is made by the CJIS
Systems Officer (CSO) in consultation with the Senior Legal Analyst for MNJIS. This
evaluation is based solely on information provided to the BCA by the Authorized Agency and
no independent investigation is done by the BCA.

C. Sanctions imposed on the Authorized Agency or Authorized User may include, but are not
limited to, any of the following:

1. Requiring the Authorized User or contractor to be re-trained and re-take any certification
testing applicable to the criminal justice information in question

2. Requiring that the Authorized User or contractor’s transactions be monitored for a stated

period of time to ensure transactions are appropriate

Loss of access to the system(s) or tool(s) where the inappropriate use occurred

Loss of access to other systems or tools the Authorized User is authorized to use

Loss of all access to BCA systems or tools for a period of time

Loss of all access to BCA systems or tools on a permanent basis

Requiring the Authorized User to notify any future employer of the inappropriate use

Requiring that any Authorized Agency that agrees to hire the Authorized User or

contractor monitor the Authorized User or contractor’s use of BCA systems or tools to

ensure appropriate use

i Sl

D. Within ten (10) days of the Authorized Agency determining an Authorized User or contractor’s
use of or access to the secure network or data was inappropriate, the Authorized Agency shall
inform the BCA of the determination.

E. If a contractor fails to use their access to the physical or logical space appropriately,
sanctions may be placed upon the Authorized Agency. The Authorized Agency is solely
responsible for any and all of their contractor’s inappropriate use.

F. Within 30 days of the receipt of the notice described in Section D, the BCA will make a
decision as to the imposition of sanctions and will notify the affected party and agency in
writing. The affected party will be given ten (10) business days to make a written appeal to
the BCA’s Superintendent and the Deputy Superintendent for Minnesota Justice Information
Services. Any appeal to the BCA would apply solely to the sanction and not to the
determination of misuse as no independent determination is made by the BCA. The affected
Authorized User may ask the agency, with whom they contract or are employed by, to make
an appeal on their behalf. The agency must document the affected Authorized User’s or
contractor’s request in the appeal. The appeal should include information about the sanction
imposed that the affected Authorized User wants reconsidered. The Superintendent and
Deputy Superintendent may request a meeting with the affected party if they wish more
information or clarification. The meeting may be held in-person or via an interactive method
where all parties can be seen as well as heard.

G. The Superintendent and Deputy Superintendent will have ten (10) business days from receipt
of the appeal or the meeting to issue a written decision about the issues raised by the appeal.
A copy of the decision will be provided to the affected party and employing agency.

Roles and Responsibilities:

The BCA provides training on appropriate use of the various repositories and in some instances
requires that users be certified to have access. Some of the systems that require certification also
require recertification. The BCA enforces all certification and recertification requirements. The agency
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head is responsible for ensuring that Authorized Users and contractors review relevant training for
use of the secure network and accessing the repositories as well as completing certification when
required.

All personnel accessing the Criminal Justice Data Network (CIDN) and personnel who have access to
criminal justice information must:

1. Complete appropriate Awareness & Training, and

2. Recertify Awareness & Training annually

To ensure that all authorized agencies and users are in compliance with the applicable requirements,
the BCA has a Training and Auditing Unit whose staff members are responsible for assisting agencies
and their users as well as auditing transactions for compliance.

References:

1. BCA MNJIS-5002 CIDN Security

2. BCA MNJIS-5005 FBI CJIS Audits, Audit Compliance, And Audit Sanctions
3. FBI CJIS National Data Exchange (N-DEx) Policy and Operating Manual
4., BCA CJIS LaunchPad

Appendix 1: A Summary of Appropriate Use by System/Tool

Note: This table is a summary and is not intended to cover all situations.

Automated Fingerprint Identification System contains biometrics and data for persons
arrested or booked for an offense, persons who are incarcerated and/or subject to supervision by
correctional institutions or probation authorities, persons registered as predatory offenders, and
persons whose fingerprints were found at crime scenes.

Abbreviation AFIS

13.87, Subd. 1(b),

299C.09,

299C.10,

299C.11

Latent fingerprint examiners at certain law enforcement
agencies.

Access granted via an approved agency following training
provided by the BCA.

Appropriate use means the agency that employs the individual
user is eligible under the applicable statutes and regulations to
have access to the secure network and the data, and that the
data have been retrieved as part of an employee’s work
assignment or are retrieved to share the data with another
entity authorized by law to receive them

Citation

Users Who Can Query

Access Rules

Appropriate Use

Inappropriate Use -

. Any unauthorized access or dissemination of data
Examples; Not Conclusive

Automated License Plate Readers
BCA created extract of data used to cross-check license plates captured by the reader.

Abbreviation ALPR
13.824, subd. 2(b);
168.346;

Citation
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171.12;
171.18;
USC 2721

Users Who Can Query

Law enforcement

Access Rules

No training available

Appropriate Use

Locate stolen vehicles; find individuals with a warrant for their
arrest; find a missing person; identify individuals with a
suspended, revoked or cancelled driver’s license; can be used
for investigations when combined with license plates captured
by the reader

Inappropriate Use -
Examples; Not Conclusive

Any use not within the definition of “appropriate use”

Court Integration Services

Minnesota Judicial Branch system that contains data from criminal court cases, juvenile

delinquency cases and civil cases.

Abbreviation

CIS

Citation

None

Users Who Can Query

As authorized by Courts

Access Rules

No training available

Appropriate Use

A legitimate business need defined by the Courts as follows: to
meet a requirement, duty or obligation for the efficient
performance of government tasks or governmental
responsibility that is required or authorized by law or court rule
in connection with a proceeding

Inappropriate Use -
Examples; Not Conclusive

Retrieving data without a legitimate business need as defined
by Courts

Criminal Gang Investigative Data System
Database of individuals law enforcement agencies determine are or may be engaged in criminal

gang activity.

Abbreviation

Gang Pointer

Citation

299C.091

Users Who Can Query

Criminal justice agencies

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

Assist criminal justice agencies in the investigation and
prosecution of criminal activity by gang members. To
determine if an individual has met the statutory criteria for
entry into the database. Review is required when issuing a
permit to carry

Inappropriate Use -
Examples; Not Conclusive

Any use unrelated to investigating and prosecuting known or
suspected gang members

Criminal History System

Minnesota criminal history information on individuals and system to allow agencies and others with
authority to update or correct criminal history records.

Abbreviation CHS
Citation 13.87;
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299C.095;
299C.111;
299C.46

Users Who Can Query

Criminal justice and non-criminal justice agencies

Access Rules

Trained and certified before access and annually thereafter;
training available online and in a classroom

Appropriate Use

Assist criminal justice agencies in investigating and prosecuting
crime; providing corrections and supervision services; identify
records in suspense; correct data in records and to resolve
suspense status. Non-criminal justice agencies may use the
information to determine eligibility for benefits or to disburse
licenses

Inappropriate Use -
Examples; Not Conclusive

Any unauthorized access or dissemination of data or use
unrelated to an appropriate use

Crime Reporting System

System to collect crime statistics to be reported to the FBI and for use in the MN Crime Book.

Abbreviation CRS
e as 299C.05;
Citation 299C.22

Users Who Can Query

Law enforcement

Access Rules

Training available online and in a classroom

Appropriate Use

Enter crime statistics and provide supplemental reports to
document criminal activity in Minnesota; obtain reports about
statistics

Inappropriate Use -
Examples; Not Conclusive

Any use not related to crime statistics

DVS Access

Different functionality to access motor vehicle registration, driver's license & government
identification data including photographs.

Abbreviation DVS Access
18 USC 2721;

Citation 168.346;
171.12

Users Who Can Query

Criminal & non-criminal justice agencies

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

For government entities to carry out functions required to be
performed by law & in connection with any court proceedings

Inappropriate Use -
Examples; Not Conclusive

Retrieving data on a person without a work-related purpose or
function or a photograph for a reason not in the governing
statute

Driver & Vehicle Services

Databases holding motor vehicle registration, driver's license & government identification data.

Abbreviation DVS
. 18 USC 2721;
Citation 168.346:
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171.12

Users Who Can Query

Criminal & non-criminal justice agencies

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

For government entities to carry out functions required to be
performed by law & in connection with any court proceedings

Inappropriate Use -
Examples; Not Conclusive

Retrieving data on a person without a work-related purpose or
function

Driver License Photo

Photographs associated with a driver's license or a government- issued identification card.

Abbreviation

DVS

Citation

171.07, subd. 1a

Users Who Can Query

Criminal justice agencies; public defenders; medical examiners

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

To criminal justice agencies for the investigation and
prosecution of crimes; serve process; enforce no contact
orders; find missing person; investigate and prepare cases for
criminal, juvenile and traffic court; supervise offenders; locate
individuals required to register as a predatory offender; public
defenders for investigation and case preparation; medical
examiners to identify the deceased

Inappropriate Use -
Examples; Not Conclusive

Retrieving a photo of a person for any reason not listed in the
statute

DWI Dashboard

Abbreviation

none

Citation

169.09, subd. 13

Users Who Can Query

Law enforcement

Access Rules

No training available

Appropriate Use

For law enforcement to evaluate where alcohol-related
accidents and events are occurring to deploy resources to
address issues

Inappropriate Use -
Examples; Not Conclusive

Any use not related to reducing alcohol- related accidents and
events

eCharging

Electronic workflow of charging documents from law enforcement to prosecution to Courts;
search warrants from law enforcement to Courts and DWI administrative forms to Driver and

Vehicle Services

Abbreviation

none

Citation

299C.41

Users Who Can Query

Law enforcement; prosecutors; courts

Access Rules

Training provided at implementation; on request by an agency
and available online

Appropriate Use

For law enforcement to prepare a search warrant or prepare
case for submission to the prosecutor; for the prosecutor to
review the case and request more information or decline to

charge or prepare complaint; for submission of citations

Bureau of Criminal Apprehension

MNJIS-5000
Version: 4/11/2025
Page 9 of 16



electronically by law enforcement; submission of test results to
DVS for implied consent; for Courts to review complaints or
search warrants and either sign or reject them

Inappropriate Use -
Examples; Not Conclusive

Using data without a work-related purpose

Gun Permit Background Check

A system for use in conducting background checks for permits to carry and permits to

purchase/transfer
Abbreviation GPBC

e s 624.7131;
Citation 624.714

Users Who Can Query

Sheriffs and police departments

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

To process background checks either prior to permit
issuance or required during the life of the permit

Inappropriate Use -
Examples; Not Conclusive

Any use not related to conducting background checks for gun
permits

Integrated Search Service

An interface that allows a user to search multiple databases in one location

Abbreviation

ISS

Citation

13.873

Users Who Can Query

Criminal justice agencies

Access Rules

Training available

Appropriate Use

For criminal justice agencies to more efficiently search multiple
repositories to which they are authorized access;
appropriateness of use is dependent on the rules governing the
underlying source system

Inappropriate Use -
Examples; Not Conclusive

Any use that is not within the definition of "appropriate use"

The International Justice and Public Safety Network

Network for the exchange of law e

information among state, local, tribal, and federal agencies with a law enforcement component.

nforcement, criminal justice, and public safety- related

Abbreviation

Nlets

Citation

n/a

Users Who Can Query

Criminal Justice Agencies

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

For criminal justice agencies to exchange information between
states, Canada and Mexico; Nlets has established restrictions
based on file type

Inappropriate Use -
Examples; Not Conclusive

Any use that is not within the restrictions established by Nlets

Interstate Identification Index

Cooperative federal-state system for the exchange of criminal history records

Bureau of Criminal Apprehension
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Abbreviation

III

Citation

28 CFR Part 20

Users Who Can Query

Criminal justice agencies

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

Criminal justice purposes including screening of applicants for
employment in criminal justice agencies

Inappropriate Use -
Examples; Not Conclusive

Retrieving data on a person without a work-related purpose

Keeping Our Police Safe

A system to get messages to officers quickly before data for NCIC entry is completely compiled.

Abbreviation

KOPS

Citation

None

Users Who Can Query

Law enforcement

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

Officer safety; safety of an individual; non- safety related
officer alerts

Inappropriate Use -
Examples; Not Conclusive

Retrieving data on a person without a work-related purpose

Law Enforcement Incident Search
Statewide database of law enforcement incident data to be accessed via the Law Enforcement

Message Switch.

Abbreviation

LEIS

Citation

299C.40

Users Who Can Query

Specific MN law enforcement - see statute

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

Prepare a case against a person for the commission of a crime;
serve process in a criminal case; inform law enforcement
officers of safety risk before service of process; enforce no
contact orders; locate missing persons; conduct background
investigation on peace officers

Inappropriate Use -
Examples; Not Conclusive

Gun permits checks; non-peace officer pre-employment
background checks; provide data to law enforcement outside
MN; MN law enforcement not trained and certified

Law Enforcement Message Switch
A gateway to query multiple repositories including CHS, Gang Pointer, DVS, DL Photo, III, KOPS,
LEIS, MRAP, NCIC, NICS, PTS, POR, Warrants, OFPs, DANCOs, and HROs

Abbreviation

LEMS (Portals)

Citation

None

Users Who Can Query

Criminal and non-criminal justice agencies

Access Rules

Trained and certified before access and annually thereafter

Appropriate Use

Access is controlled by agency role and authority; appropriate
access is dependent on the rules governing the underlying
source system

Bureau of Criminal Apprehension
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Inappropriate Use -
Examples; Not Conclusive

Any use that is not within the definition of "appropriate use"

Livescan Message Enhancement
Provides summary data from criminal bookings, response data from the BCA, and metrics about
employees performing booking and fingerprint collection.

Abbreviation LME
. 13.43, subd. 2 and 4;
Citation 13.87

Users Who Can Query

Law enforcement agencies who perform bookings and collect
fingerprints and palm prints

Access Rules

Training not available

Appropriate Use

Resolve issues with booking data or fingerprints or palm prints

Inappropriate Use -
Examples; Not Conclusive

Any use that is not within the definition of “appropriate use”

Minnesota Repository of Arrest Photographs
Central repository of booking and arrest photos

Abbreviation MRAP
. 13.87;
Citation 299C.46

Users Who Can Query

Criminal justice agencies

Access Rules

No training available. User manual is available in the
application.

Appropriate Use

Case preparation and investigation

Inappropriate Use -
Examples; Not Conclusive

Retrieving data on a person without a work-related purpose

Minnesota Warrants File

Warrants for the arrest of individuals

Abbreviation

None

Citation

13.82, subd. 19

Users Who Can Query

Law enforcement, corrections, probation

Access Rules

Trained and certified before access and annually thereafter;
training available online and in a classroom

Appropriate Use

Determine if there is an open warrant for an individual's arrest

Inappropriate Use -
Examples; Not Conclusive

Any use unrelated to determining if a warrant exists

National Crime Information Center - Restricted files*
Computerized information system authorized to link local, state, tribal, federal, foreign and
international criminal justice agencies to exchange information

Abbreviation

NCIC

Citation

28 CFR Part 20

Users Who Can Query

Criminal justice agencies; non- criminal justice agencies with
specific authority

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

For a criminal justice purpose including screening of applicants

= Minnesota
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for employment. For purposes of screening an individual as
provided by law by a non-criminal justice agency.

Inappropriate Use -
Examples; Not Conclusive

Retrieving data on a person without a work-related purpose

National Crime Information Center - Unrestricted Files* *
Computerized information system authorized to link local, state, tribal, federal, foreign and
international criminal justice agencies to exchange information

Abbreviation

NCIC

Citation

28 CFR Part 20

Users Who Can Query

Criminal justice agencies; non- criminal justice agencies with
specific authority

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

For a purpose consistent with the agency's responsibilities. For
purposes of screening an individual as provided by law by a
non-criminal justice agency.

Inappropriate Use -
Examples; Not Conclusive

Retrieving data on a person without a work-related purpose

National Data Exchange

The N-DEx system provides criminal justice agencies with an online tool for sharing, searching,
linking, and analyzing information across jurisdictional boundaries.

Abbreviation

N-DEx

Citation

CJIS N-DEXx Policy and Operating Manual

Users Who Can Query

Law enforcement agencies, prosecutors, pretrial service and
release agencies.

Access Rules

Section 1.3.3 of policy delineates 11 authorized agencies who
can access. Section 2.4.3 of policy delineates requisite training.
Trained and certified before access and annually thereafter

Appropriate Use

Gather data for the following investigations; law enforcement
cases, pretrial release, intake assessments, correctional
institution purposes, criminal justice employment background
checks, training, NICS related checks,

pre-sentence, supervision purposes

Inappropriate Use -
Examples; Not Conclusive

Retrieving data on a person without a work- related purpose,
any use not related to the authorized investigations.

Training purposes must not include curiosity searches,
browsing or self- queries.

National Instant Criminal Background Check System Indices
Database with information about persons prohibited under federal law from receiving or

possessing a firearm.

Abbreviation

NICS

Citation

28 CFR Part 25

Users Who Can Query

Law enforcement

Access Rules

Training available for data entry into NICS. Trained and
certified before access and annually thereafter; training
available online

Appropriate Use

Gather information to determine if an individual is disqualified
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from receiving a permit to purchase/transfer or a permit to
carry; have an explosives permit or license; enter records into
NICS; sheriffs can use for annual check of carry permit holders
and for renewal of carry permits

Inappropriate Use -
Examples; Not Conclusive

Any use not related to processing permit applications,
renewals and annual checks of permit to carry holders;
explosives permits or entry into NICS

Permit Tracking System

Database of persons authorized to carry pistols, denied applications and revoked permits

Abbreviation

PTS

Citation

624.714

Users Who Can Query

Prosecutors, law enforcement

Access Rules

Training provided by MN Sheriffs Association. User Guide in
the application.

Appropriate Use

Sheriffs: manage permit to carry applications; denials,
renewals and annual checks & revocations; police &
prosecutors to verify permit

Inappropriate Use -
Examples; Not Conclusive

Any use unrelated to permit to carry processing, permit
renewal or annual check; or permit verification

Predatory Offender Registry

Central repository of information on predatory offenders who are required to register

Abbreviation POR
— 243.166;
Citation 299C.093

Users Who Can Query

Law enforcement; corrections; certain parts of MN DHS (State
Operated Services and Background Studies under 245C); to
child protection workers in certain circumstances

Access Rules

Trained and certified before access and annually thereafter;
training available online and in a classroom

Appropriate Use

Investigate cases; supervise predatory offenders; at MN Sex
Offender Program for purposes in section 246.13, subd. 2(b);
at MNDHS Licensing for background studies; to child protection
for family assessment

Inappropriate Use -
Examples; Not Conclusive

Any use not related to supervision of offenders or
investigating a crime; duties of personnel related to
individuals civilly committed as sexually dangerous persons or
sexually psychopathic personalities; or conducting background
studies under Chapter 245C; looking up tenants for housing in
a community; child protection for family assessments

PrintPrint

An archive of all Livescan transmissions that allows review of fingerprint submissions, ability to
print copies of a fingerprint card, and access to view and print the FBI’'s master fingerprint card for

any record in their files.

Abbreviation PrintPrint
e s 13.43, subd. 2 and 4;
Citation 13.87
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Users Who Can Query

Local agency law enforcement users who need to access and
print archived prints or who do not have Livescan printers.

Access Rules

Trained and certified before access and annually thereafter;
training available online

Appropriate Use

Review of fingerprint submissions, copies of fingerprint cards,
and access to the FBI's master fingerprint card.

Inappropriate Use -
Examples; Not Conclusive

Any use that is not within the definition of “appropriate use”

Statewide Supervision System

trial, or in detention

Department of Corrections system with information on offenders under supervision pre- or post-

Abbreviation

S3

Citation

241.065

Users Who Can Query

Criminal justice agencies as defined in 13.02; MN Sex
Offender Program; public defenders

Access Rules

No training available

Appropriate Use

Monitoring and enforcing conditions of release; investigative
tool for criminal justice agencies for criminal justice purposes
only; public defender access limited to preparation of a
criminal case; DHS use limited to treatment facility staff,
special review board members and end-of-confinement review
committee members; MSOP use is for management of current
patients

Inappropriate Use -
Examples; Not Conclusive

Retrieving data on a person without a work-related purpose.

* NCIC Restricted files: Gang, Known or Appropriately Suspected Terrorist, Supervised
Release, National Sex Offender Registry, Protection Order Files, Identity Theft,
Protective Interest, Person with Information data in Missing Person files, Violent Person
Files and NICS Denied Transactions File

** NCIC Unrestricted files: Article; Boat; Foreign Fugitive; Gun; Image; License Plate;
Originating Agency Identifier; Immigration Violator; Securities; Supervised Release;
Unidentified Person; Vehicle/Boat Part; Vehicle; Wanted Person

Revision History:

Previous Version: 06/11/2020

Description of Changes:
[ )
[ )

Added Awareness & Training verbiage to Roles and Responsibilities section
Fixed links in References section
Updated Access Rules in Appendix I for the following entries: Criminal Gang Investigative

Data System, CHS, DVS Access, Driver & Vehicle Services, Driver License Photo, Gun Permit
Background Check, The International Justice and Public Safety Network, Interstate

Identification Index, Keeping Our Police Safe, Law Enforcement Incident Search, Law
Enforcement Message Switch, Minnesota Warrants File (previously ‘Warrants Index of

Minnesota’), NCIC Restricted Files, NCIC Unrestricted Files, National Data Exchange, National

Instant Criminal Background Check System Indices, Predatory Offender Registry, and

PrintPrint

Added links for Policies, Statutes, etc. where appropriate
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EXECUTIVE SUMMARY

Law enforcement needs timely and secure access to services that provide data wherever and
whenever for stopping and reducing crime. In response to these needs, the Advisory Policy Board
(APB) recommended to the Federal Bureau of Investigation (FBI) that the Criminal Justice
Information Services (CJIS) Division authorize the expansion of the existing security management
structure in 1998. Administered through a shared management philosophy, the CJIS Security
Policy contains information security requirements, guidelines, and agreements reflecting the will
of law enforcement and criminal justice agencies for protecting the sources, transmission, storage,
and generation of Criminal Justice Information (CJI). The Federal Information Security
Management Act of 2002 provides further legal basis for the APB approved management,
operational, and technical security requirements mandated to protect CJI and by extension the
hardware, software and infrastructure required to enable the services provided by the criminal
justice community.

The essential premise of the CJIS Security Policy (CJISSECPOL) is to provide appropriate
controls to protect the full lifecycle of CJI, whether at rest or in transit. The CJIS Security Policy
provides guidance for the creation, viewing, modification, transmission, dissemination, storage,
and destruction of CJI. This Policy applies to every individual—contractor, private entity,
noncriminal justice agency representative, or member of a criminal justice entity—with access to,
or who operate in support of, criminal justice services and information.

The CJIS Security Policy integrates presidential directives, federal laws, FBI directives and the
criminal justice community’s APB decisions along with nationally recognized guidance from the
National Institute of Standards and Technology. The Policy is presented at both strategic and
tactical levels and is periodically updated to reflect the security requirements of evolving business
models. The Policy features modular sections enabling more frequent updates to address emerging
threats and new security measures. The provided security criteria assists agencies with designing
and implementing systems to meet a uniform level of risk and security protection while enabling
agencies the latitude to institute more stringent security requirements and controls based on their
business model and local needs.

The CJIS Security Policy strengthens the partnership between the FBI and CJIS Systems Agencies
(CSA), including, in those states with separate authorities, the State Identification Bureaus (SIB).
Further, as use of criminal history record information for noncriminal justice purposes continues
to expand, the CJIS Security Policy becomes increasingly important in guiding the National Crime
Prevention and Privacy Compact Council and State Compact Officers in the secure exchange of
criminal justice records.

The Policy describes the vision and captures the security concepts that set the policies, protections,
roles, and responsibilities with minimal impact from changes in technology. The Policy empowers
CSAs with the insight and ability to tune their security programs according to their risks, needs,
budgets, and resource constraints while remaining compliant with the baseline level of security set
forth in this Policy. The CJIS Security Policy provides a secure framework of laws, standards, and
elements of published and vetted policies for accomplishing the mission across the broad spectrum
of the criminal justice and noncriminal justice communities.
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SUMMARY OF CHANGES

Version 5.9.2
APB Approved Changes

1. Section 5.2 Awareness and Training, Spring 2022, APB#10, SA#4, Modernization
Awareness Training (AT) in the CJISSECPOL: modernize the CJIS Security Policy
requirements for Awareness and Training Policy and Procedures, Literacy Training
and Awareness, Role-Based Training, and Training Records.

2. Section 5.6 Identification and Authentication, Spring 2022, APB#10, SA#3,
Modernization Identification and Authentication (1A) in the CJISSECPOL.:
modernize the CJIS Security Policy requirements for Identification and Authentication
Use of Originating Agency ldentifiers in Transactions and Information Exchanges,
Policy and Procedures, Identification and Authentication (Organizational Users),
Device Identification and Authentication, Identifier Management, Authenticator
Management, Authentication Feedback, Cryptographic Module Authentication,
Identification and Authentication (Non-Organizational Users), Re-Authentication, and
Identity Proofing.

3. Section 5.14 System and Services Acquisition, Spring 2022, APB#11, Fast Track #1,
Unsupported System Components in the CJISSECPOL.: update the CJIS Security
Policy requirements for Unsupported System Components.

4. Section 5.15 System and Information Integrity, Spring 2022, APB#10, SA#5,
Modernization System and Information Integrity (SI) in the CJISSECPOL.:
modernize the CJIS Security Policy requirements for System and Information Integrity
Policy and Procedures, Flaw Remediation, Malicious Code Protection, System
Monitoring, Security Alerts, Advisories, and Directives, Software, Firmware, and
Information Integrity, Spam Protection, Information Input Validation, Error
Handling, Information Management and Retention, Memory Protection.

Administrative Changes?

1. Section 5.8 Media Protection (MP), MP-2 Media Access: modify the discussion to
provide a community-relevant example of access to non-digital media.
2. Appendix A Terms and Definitions: add a definition for “Non-Digital Media.”

KEY TO APB APPROVED CHANGES (e.g., “Section 5.13 Mobile Devices, Fall 2013, APB#11,
SA#6, Future CSP for Mobile Devices: add language™):

Section Name and Number

Fall 2013 — Advisory Policy Board cycle and year

APB# — Advisory Policy Board Topic number

SA# — Security and Access Subcommittee Topic number

Topic Paper Title

Summary of change

! Administrative changes are vetted through the Security and Access Subcommittee and not the entire APB process.
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1 INTRODUCTION

This section details the purpose of this document, its scope, relationship to other information
security policies, and its distribution constraints.

1.1 Purpose

The CJIS Security Policy provides Criminal Justice Agenci