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CHILDREN’S TRUST

DATA TECHNICAL ADVISORY COMMITTEE AGENDA
August 25, 2022 at 9:30 AM

Children’s Trust of Alachua County
802 NW 5th Ave, Gainesville, FL 32601

Welcome (1 minute)
Roll Call (1 minute)
Consent Agenda (1 minute)

= Draft Minutes from DTAC Meeting on July 28, 2022
= Draft Minutes from DTAC Meeting on June 30, 2022

Introduction (2 minutes)

Topics for Discussion
1) Discussion and Finalization (45 minutes)

- Discuss Revisions
- Reach Consensus on Policy Recommendations

* Data Collection and Management Policy with DTAC Recommendations — 2" Draft
= Data Collection and Management Policy with Track Changes — 1%t Draft

2) Next Steps (10 minutes)

- Discuss Policy Implementation

= Next Steps - Implementing the Data Collection and Management Policy

Public Comments (10 minutes)

Close (10 minutes)

Virtual Meeting Information

1. Zoom Link to Register: https://us02web.zoom.us/webinar/register/WN tZBdXgO8RV6i98LWMi 3qg
2. View or listen to the meeting: https://www.youtube.com/channel/UCpYNg GkjCo9FQo3gR5-SOw
3. Public Comments: Submit online at http://www.childrenstrustofalachuacounty.us/commentcard
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http://www.childrenstrustofalachuacounty.us/commentcard

File Attachments for ltem:

1. Draft Minutes from DTAC Meeting on June 30, 2022
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CHILDREN’S TRUST

DATA TECHNICAL ADVISORY COMMITTEE MINUTES
June 30, 2022 from 9:30 AM — 11:00 AM
CTAC, 802 NW 5th Ave, Gainesville, FL 32601

Iltem 1.

Welcome

CTAC staff, Bonnie Wagner, welcomed committee members and meeting participants, invited
committee members to join the Menti platform, briefly reviewed the agenda topics for the
current and future meetings.

Roll Call

Member Attendance: Anne Koterba, Fred Posner, Janet Bente Romero, Michael Bowie, Shirley
Watts, Taylor Gilfillan, and Lauren Levitt (virtual).

Members Absent: Lee Pinkoson, and Shane Andrew.

Meeting Topics
1) Recap

- Informing Participants

DTAC committee members validated the summary provided for the May discussion on
informing participants including the adoption of an informed consent process. DTAC members
agreed the consent process should be concise and understandable. Specifically, a short consent
statement would include why information is collected, how it will be used and protected.
Members were also in favor of having the data collection policy available on the Children’s
Trust website where individuals could access more detailed information and have a staff
contact listed to respond to any questions, concerns, or grievances.

The Trust strives to keep participants informed about our data collection and management
through the following practices:

= Providers collecting personally identifiable inform information (PIl) from children and

families to submit to the Trust shall obtain consent, from a person legally authorized to
give consent, to collect and provide it to the Trust.
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= The Trust will provide a short consent statement to include the following: (1) why the
information is being collection, (2) how it will be used, (3) how it will be protected.

= The Trust’s data collection and management policy will be available on the Children’s
Trust website along with a staff contact listed to express any questions, concerns, or
grievances.

- Required Data

Two committee members expressed concerns about not allowing for an opt-out option for data
elements needed for accountability purposes indicating that some individuals may refuse
services because they do not want to provide their information, or are reluctant to submit
information to meet eligibility requirements due to associated stigma. Deputy County Attorney
Bob Swain reiterated that data needed for determining eligibility and to prove services were
rendered must be collected. Other committee members and meeting participants were in
agreement that this was reasonable and necessary. Discussion was had on tracking the extent
to which families refuse services due to data collection requirements, and also how providers
could communicate with families about how information will be used and protected will be
important in alleviating these concerns.

Committee members expressed concerns about having completion rates of 70% or higher,
though desirable, might be challenging in certain circumstances and for some programs. The
Trust staff will continue to work with each provider to establish reasonable goals and targets
for contracts that are achievable, consistent with the program model, and intensity of services.

Revisions based on the discussion appear below and will be discussed in July DTAC meeting:

= There is not an opt-out option of data elements required for accountability purposes as
the Trust must be able to verify services were rendered.

O Providers will communicate with families why and how information is used and
protected and emphasize their information would only be used for these specific
purposes. Providers will report to the Trust on any individual who refuses services due
to data collection requirements and along with their specific concerns.

= Providers would be required to help administer and encourage participants to take part in
data collection activities to assess program performance and outcomes. Examples might
include surveys, focus groups, interviews, other qualitative data collection, and consent to
release data to/from third parties. Participation of program participants is voluntary, and
participants may refuse to participate.

O The Trust seeks to hear from as many participants as possible and have data be
representative and complete to increase credibility and confidence about findings
drawn from the data. The Trust would like to see completion rates of 70% or higher
for participants taking part in evaluative efforts. The Trust staff works with each
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provider to establish reasonable goals and targets that are achievable, consistent with
the program model, and intensity of services.

Required data elements for accountability typically includes enroliment/registration, eligibility
documentation, and attendance or participation. These data need to be collected to account
for services being rendered and confirm dollars were used for a public good and as specified in
the contract.

- Data Sharing

DTAC committee members also validated the summary provided for May discussion on external
data sharing and were in agreement that data sharing is permissible when carried out using
specified practices and safeguards in place, which are detailed below.

The Trust may enter into agreement with organizations for whom we partner for data sharing
in order to achieve mutual goals to benefit children and families. The data sharing agreement
would outline and engage in the following practices:

= Develop a clear purpose and intention for any external data sharing which weighs
benefits alongside risks,

=  Minimize risks through implementing appropriate data security safeguards,

= Research or evaluation performed by third parties using Trust data is conducted with
deidentified data,

= |fthereis an interest in linking Trust data with external dataset to examine program or
system impacts that the analysis is done by the Trust and the amount of identified
information released is the minimum required to make the match, and potentially done
so by using IDs, pseudolDs, and other tokens.

2) Data Security

DTAC committee members were in support of the recommendations of CTAC staff specified for
data security, which recognizes the role of the Trust and its staff, funded providers, and
IT/software vendors in protecting PIl. A suggestion made about having IT/software vendors
complete a third-party/external security audit was added. A summary of the recommendations
are outlined below:

The Trust will require IT and software vendors adhere to the following practices in order to
safeguard data collected on children and families:

v Datais encrypted while at rest and in transit.
v" Routinely complete an external security audit.

v" Audit trail of system access.
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v Configure system access to each user's specific role.

v" Apply industry-standard best practices to protect Pll from disclosure, through system
security settings, including:

= Astrong password

= |dentity authentication (such as, multi-factor, network/user validation)
= Password expiration

= System lock out after multiple failed login attempts

= |nactivity timeout

= Login inactivity suspension

The Trust will require providers and its staff adhere to the following practices in order to
safeguard data collected on children and families:

v All data system users will commit protect the data in a manner that does not permit the
personal identification of program participants by unauthorized persons and will
complete a Data System User Agreement at initial log in and every year thereafter.

v All data system users will participate in training on how to use the system.

v' Report and/or terminate data system access immediately upon staff separation from
employment.

v Devices used for data system access must have a password.

v Report any device theft, or account compromise.

Public Comments

None.
Close
Next meeting is July 28, 2022 at 9:30am-11am at the Children's Trust office.

802 NW 5% Ave, Gainesville, FL 32601

Non-Committee Members in Attendance:

CTAC Staff Attendance: Bonnie Wagner (Research, Planning, and Evaluation Coordinator), Kristy
Goldwire (Acting Executive Director), Daniel Douglas (Communications Manager), Elizabeth
Cayson (Community Engagement Coordinator) and Ashley Morgan-Daniel (Executive Assistant
& Clerk of the Trust).

Others in Attendance: Bob Swain (Deputy County Attorney) and Herman Knopf (University of
Florida Anita Zucker Center)
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File Attachments for ltem:

2. Draft Minutes from DTAC Meeting on July 28, 2022
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CHILDREN’S TRUST

DATA TECHNICAL ADVISORY COMMITTEE MINUTES

July 28, 2022 from 9:30 AM —11:00 AM
CTAC, 802 NW 5th Ave, Gainesville, FL 32601

Item 2.

Welcome

CTAC staff members (Elizabeth Cayson, Kristy Goldwire, Daniel Douglas and Bonnie Wagner)
and Board member Lee Pinkoson welcomed committee members. Board member, Lee
Pinkoson, called the meeting to order. There was not an in person quorum of at least five
members, so the meeting was conducted as a workshop where we shared information and
received input with no official action. CTAC staff, Bonnie Wagner, briefly reviewed the agenda
topics for the current and future meetings.

Roll Call

Member Attendance: Anne Koterba, Fred Posner, Janet Bente Romero, Shane Andrew, Lee
Pinkoson (virtual) and Lauren Levitt (virtual).

Members Absent: Shirley Watts, Michael Bowie, and Taylor Gilfillan.

Meeting Topics
1) Recap
- Required Data

CTAC staff reviewed changes made to the “Required Data” section of the policy based on the
discussion and input of the committee members. Specifically, staff added that the Trust would
partner with providers to provide assurance to families about how their information would be
used and protected. The Trust would establish a feedback cycle with providers and families,
which would include learning more about any concerns about the information collected, so the
Trust can gain understanding, make improvements and address concerns families have related
to information being requested.

CTAC staff revised some language to reframe and add clarity and pointed out specific changes
to DTAC members. Members expressed they liked the revisions made.
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- Data Security

CTAC staff shared a summary of the “Data Security” section of the policy discussed during the
June 30" meeting. Data security expectations are outlined both for IT/software vendors and for
Trust and Provider staff. IT/software vendors who handle data collected on children and
families will be required to implement best practices for system security, including: a strong
password, identity authentication, password expiration, system lock out, inactivity timeout, and
login inactivity suspension. Trust and Provider staff must also commit to protect the data,
participate in training, terminate system access appropriately, have a device password, and
report any account compromise.

2) Sharing Results

CTAC staff reviewed collecting data serves multiple purposes for the Trust to plan, monitor,
examine performance and progress towards goals. Data is best leveraged through thoughtful
evaluation and collaboration processes. CTAC staff shared a summary of the Children’s Trust’s
Guiding Principles, which highlights it values being accountable, transparent, collaborative, good
stewards, and promoters of equity. CTAC staff shared that data collected by the Trust is an
important component of the quality improvement process (i.e., Plan, Do, Study, Act). CTAC staff
made a few policy suggestions: (1) not identifying any individuals specifically in public reporting,
(2) sharing evaluation reports and presentations publicly as requested, and (3) making on-going
and intentional efforts to share our work with key stakeholders as well as publicly. Input and
suggestions were requested on: (a) how to effectively share results and (b) how to involve
stakeholders. DTAC members shared that:

= An opportunity to share evaluation results with each provider is essential, and ideally this
is hosted at their respective location.

=  Communicate with Providers that the Trust desires to engage in a cycle of improvement
(i.e., Plan, Do, Study, Act).

= There is mutual agreement between the Trust and Providers on the evaluation results.

= Results are shared with the broader community.

= The Trust and Providers ask the right evaluation questions to establish meaningful results
about program impact and outcomes.

= Pll on children and families would not be shared except as required by law (i.e., court
order, subpoena)

3) Preparing to Finalize

CTAC staff shared an initial draft of the Children’s Trust’s Data Collection and Management
Policy. CTAC staff briefly reviewed the document structure and highlighted that in large part the
policy represents a compilation of recommendations from the group. CTAC staff requested that
all DTAC members review the draft policy and provide feedback by August 8, 2022. CTAC staff
plans to incorporate all committee member feedback receive to produce a second draft in
advance of the final DTAC meeting on August 25, 2022.
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Public Comments

None.
Close
Next meeting is August 25, 2022 at 9:30am-11am at the Children's Trust office.

802 NW 5 Ave, Gainesville, FL 32601

Non-Committee Members in Attendance:

CTAC Staff Attendance: Bonnie Wagner (Research, Planning, and Evaluation Coordinator), Kristy
Goldwire (Acting Executive Director), Daniel Douglas (Communications Manager), Elizabeth
Cayson (Community Engagement Coordinator) and Ashley Morgan-Daniel (Executive Assistant
& Clerk of the Trust).

Others in Attendance: Bob Swain (Deputy County Attorney)
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File Attachments for ltem:

3. Data Collection and Management Policy with DTAC Recommendations — 2nd Draft

Item 3.
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CHILDREN'’S TRUST OF ALACHUA COUNTY
RESOLUTION 2022-XX

ADOPTION OF CHAPTER X — DATA COLLECTION AND MANAGEMENT

WHEREAS, the Trust recognizes the importance of protecting the personally identifiable
information (PIl) of the children and families served;

WHEREAS, in accordance with Sec. 125.901, Fla. Stat. Pl of children or parents or guardians of
children held by the Trust, a contracted service provider, or researcher is exempt from the
provisions of the Florida Public Records Law, Sec. 119.07, Fla. Stat.

WHEREAS, the Trust recognizes that evaluation of programs and services improves quality,
gauges impact, promotes transparency, increases accountability, and confirms whether efforts
are effective and beneficial in helping Alachua County children achieve their full potential;

WHEREAS, Pll is needed to provide, assess, and coordinate services over time, and for on-going
planning, quality improvement, and to determine effectiveness of efforts, strategies and
ultimately whether the goals of the Trust are being accomplished.

WHEREAS, the Trust convened a Data Technical Advisory Committee to involve service
providers and community stakeholders in formulating and reaching consensus on the
recommendations set forth in this policy;

WHEREAS, the Trust agrees it shall protect data collected in a manner that will not permit the
personal identification of children and their parents to persons other than those authorized to
receive the records.

NOW, THEREFORE, be it ordained by the Board of the Children’s Trust of Alachua County, in the
State of Florida, as follows:

SECTION 1
Purpose and Intent

Sec. 125.901, Fla. Stat., as adopted by ordinance approved by referendum of the electorate of
Alachua County, provides the legal authority for the creation of the Children’s Trust of Alachua
County to become a coordinating body and funder of children’s services throughout the county.

Accountability and evaluation are noted as functions and responsibilities per this statute:

1) To understand the needs of children and families.
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=  “To collect information and statistical data and to conduct research which will be
helpful to the council and the county in deciding the needs of children in the
county.” (Sec. 125.901(2)(a)4, Fla. Stat.)

2) To determine if services are effective and beneficial.

= “Information on the effectiveness of activities, services, and programs offered by
the council, including cost-effectiveness.” (Sec. 125.901(5)(a), Fla. Stat.)

=  “Detailed information on the various programs, services, and activities available
to participants and the degree to which the programs, services, and activities
have been successfully used by children.” (Sec. 125.901(5)(e), Fla. Stat.)

Data is essential for prioritizing, managing, and guiding decision making on how to provide the
best and most impactful services for Alachua County children. Evaluation is a systematic
process and widely recognized as critical for establishing and achieving goals. Using data to
regularly monitor progress helps organizations achieve higher levels of success, delivers
evidence to demonstrate utilization and effectiveness of Trust funded services. Data is a critical
communication tool to develop partnerships and advocate for resources to address needs.

Additionally, the evaluation process provides opportunities for children and families to have a
voice and express valuable feedback on quality, benefits of services, and other information that
can contribute to program improvements. Evaluation supports the development of knowledge
needed to understand the reach and effectiveness of programs across populations and contexts
which furthers equitable practices and distribution of resources. In sum, data collection is
critical in helping the Trust carry out its mission.
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SECTION 2
What data is collected?

The Trust seeks to collect data so it may effectively fulfill our mission of serving children, so
they are healthy, educated, supported, and safe. At the February 2022 Board Retreat, Board
members expressed the need for information to demonstrate the impact of the Trust. Specific
information needs include how Trust funds are being invested, who the Trust is reaching,
effectiveness of services, benefits and outcomes, what progress has been made toward
community-level goals and developing trusting and collaborative relationships with families and
partners. The Data Technical Advisory Committee commissioned by the Board was in alignment
and echoing many of the same data collection imperatives, including:

= amount and duration of services,

= program cost,

= key characteristics of participants,

= benefits and effectiveness of funded services,

= ways to potentially link with other systems,

= anidentified purpose, and

= ways to meaningfully use and communicate findings.

The Trust encourages providers to allocate staff time for data collection and related evaluation
activities. Providers will be compensated for data collection and evaluation activities prompted
by the Trust through this allocation of staff time.

Data elements required for each contract will be determined by the type of service, program
model, duration or amount of service, and level of investment. Contracts providing the same or
similar service will have the same data elements and assessment tools for consistency to allow
for analysis across contracts to evaluate the Trust’s investment in the overall initiative.
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SECTION 3
How do we inform participants?

The Trust will develop a consent statement and process that informs participants why
information is being collected and how it will be used. The Trust will inform participants about
our data collection and management through the following practices:

= Providers collecting Pll from children and families to submit to the Trust shall obtain
consent, from a person legally authorized to give consent, to collect and provide this
data to the Trust.

= The Trust will provide a short consent statement that will include the following: (1) why
the information is being collected, (2) how it will be used, and (3) how it will be
protected.

= This data collection and management policy will be available on the Trust’s website,
along with staff contact information, to receive any questions, concerns, or grievances.

SECTION 4
What data is required vs. encouraged?

Required data elements for accountability typically includes enrollment/registration, eligibility
documentation, and attendance or participation. As a government entity, the Trust requires
these data to account for services being rendered and to confirm dollars were appropriately
used for public good and as specified in the contract.

While providers may provide services to children and families through other funding sources,
due to the Trust’s accountability requirements, there is not an opt-out option for required data
elements by participants receiving Trust funds.

= Providers will communicate with families why and how information will be used and
protected and emphasize their information would be used in ways consistent with this
policy (i.e., kept private, not shared with unauthorized individuals, and used specifically
for accountability, evaluation, program improvement).

= The Trust would establish a feedback cycle with providers and families, which would
include learning more about any concerns about the information collected, so the Trust
can gain understanding, make improvements, and address concerns families have
related to information being requested.
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Providers are required to help administer and encourage participants to take part in data
collection activities to assess program performance and outcomes. Data tools used may include
surveys, focus groups, interviews, and other types of qualitative data collection. Participation of
parents, caregivers, and children in additional evaluation processes beyond accountability
requirements is voluntary, and participants may refuse to participate. Parents’ may elect or
decline to release data to/from third parties for evaluation purposes. Participation in any Trust
funded services is voluntary. Parents have the right to decide whether it is acceptable for the
Trust to use photos or media that identify them or their minor children, or use identified
personal testimonials, narrative, or success stories.

= The Trust values the input of as many participants as possible in data collection
activities. This ensures that the data is representative, and findings drawn from it are
accurate and credible. The Trust aims for participant completion rates of 70% or higher
in its evaluative efforts. The Trust works individually with each provider to establish
reasonable goals and targets that are achievable, consistent with the program model,
and frequency and duration of services.

SECTION 5
How do we secure data?

The Trust recognizes the importance of protecting personal information of children and families
who participate in Trust funded services. Personally identifiable information (PIl) requested by
the Trust on children and families who enroll, participate, or receive services will be collected
via a secure data system where all individuals have a unique identifier. The Trust, its staff,
funded providers, and IT/software vendors all have a role in data security.

The Trust will require IT and software vendors to adhere to the following practices to safeguard
data collected on children and families:

Ensure data is encrypted while at rest and in transit.

Routinely complete an external security audit.

Maintain an audit trail of system access.

Configure system access to each user's specific role.

AN N N RN

Apply industry-standard best practices to protect Pll from disclosure, through system
security settings, including:

= Astrong password
= |dentity authentication (e.g., multi-factor, network/user validation)

= Password expiration

Page 5 of 7

Item 3.

16




= System lock-out after multiple failed login attempts
= |nactivity timeout

= Login inactivity suspension

All Trust and provider staff who have data system access and interface with PIl will receive
training on expectations related to privacy, data security, and appropriate system usage. The
Trust will require both its staff and providers to adhere to the following practices to safeguard
data collected on children and families:

v All data system users must commit to protect the data in a manner that does not permit
the personal identification of program participants to unauthorized persons.

v All data system users will participate in training on how to use the system.

v All data users must complete a Data System User Agreement at initial login and every
year thereafter.

v All data system users must report any device theft or account compromise.
v’ Devices used for data system access must have a password.

v Supervisors must report and/or terminate data system access immediately upon staff
separation from employment.

In the event of a data breach, the Trust will take immediate action to mitigate the impact. This
would include working with security experts as needed to identify and secure all affected data,
devices, and systems. The Trust would notify those who were subject to an unauthorized
disclosure: the nature of the disclosure, the Trust’s actions to remedy the occurrence, and
make improvements going forward.

SECTION 6
Data Sharing Agreements

The Trust recognizes that data sharing is important to facilitate interagency coordination of
services and examination of outcomes as organizations collectively work together to serve
children and families.

The Trust may enter into data sharing agreements with organizations with whom the Trust
partners to achieve mutual goals to benefit children and families. Prior to sharing any data with
external organizations, the Trust would ensure the following practices:
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= External data sharing decisions consider the purpose and intention and weigh both the
risks and benefits posed.

= Appropriate data security safeguards are employed to minimize risks.

= Research or evaluations conducted by external organizations use only deidentified data
from the Trust.

= The Trust will be the organization to conduct any analysis that involves the Trust’s data
combined with an external dataset. To that end, only the minimum amount of
information required for data matching will be released and potentially achieved by use
of ID #s, pseudolDs, and other tokens.

SECTION 7
How are evaluation results shared?

Data collection serves many purposes for the Trust in planning, monitoring performance, and
progress towards goals. Data is best leveraged through thoughtful evaluation and collaboration
processes so that information is fully utilized to improve the lives of children and families. To
that end, the Trust desires to engage in on-going collaborative quality improvement with its
providers (such as, Plan, Do, Study, Act), so there are opportunities to review evaluation results,
reflect on implementation, plan for, and make needed improvements.

The Trust, as a government entity, is required to make evaluation reports, results, and
presentations available to the public on request. Such reporting will be in aggregate and not
identify any individual children, parents, or families. An individual may voluntarily choose to be
identified through sharing their success story, or narrative experience, and photograph or other
media which would require additional permission (i.e., media release).

The Trust values transparency and accountability. Therefore, the Trust will make on-going and
intentional efforts to share our work with key stakeholders as well as publicly (i.e., targeted
communication, outreach, through our website) in addition to making reports, results, and
presentations available upon request.
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File Attachments for ltem:

4. Data Collection and Management Policy with Track Changes — 1st Draft
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CHILDREN’S TRUST OF ALACHUA COUNTY
RESOLUTION 2022-XX

ADOPTION OF CHAPTER X — DATA COLLECTION AND MANAGEMENT

WHEREAS, the Trust recognizes the importance of protecting the personally identifiable
information (PIl) of the children and families we-served;

WHEREAS, in accordance with Sec. 125.901, Fla. Stat. Pll of children or parents or guardians of
children held by the Trust, a contracted service provider, or researcher is exempt from the
provisions of the Florida Public Records Law, Sec. 119.07, Fla. Stat.

WHEREAS, the Trust recognizes that evaluation of programs and services improves quality,
gauges impact, promotes transparency, increases accountability, and confirms whether efforts

are effectlve and beneflaalthe%eﬂe#%e#@g%%a%mgp#egmm&aﬂd%eﬁ%e&%m&ea&e

eﬁepts—a%eeﬁeenve in helpmg AIachua County chlldren achleve thelrfull potentlal

WHEREAS, Pll is needed to provide, assess, and coordinate services over time, and for on-going
planning, quality improvement, and to determine effectiveness of efforts, strategies and
ultimately whether the goals of the Trust are being accomplished.

WHEREAS, the Trust convened a Data Technical Advisory Committee to involve service
providers and community stakeholders in formulating and reaching consensus on the
recommendations set forth in this policy.

WHEREAS, the Trust agrees it shall protect data collected in a manner that will not permit the
personal identification of children and their parents by persons other than those authorized to
receive the records.

NOW, THEREFORE, be it ordained by the Board of the Children’s Trust of Alachua County, in the
State of Florida, as follows:

SECTION 1
Purpose and Intent

Sec. 125.901, Fla. Stat., as adopted by ordinance approved by referendum of the electorate of
Alachua County, provides the legal authority for the creation of the Children’s Trust of Alachua
County to become a coordinating body and funder of children’s services throughout the county.

Accountability and evaluation are noted as functions and responsibilities per this statute:
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1) To understand the needs of children and families.

= “To collect information and statistical data and to conduct research which will be
helpful to the council and the county in deciding the needs of children in the
county.” (Sec. 125.901(2)(a)4, Fla. Stat.)

2) To determine if services are effective and beneficial.

= “Information on the effectiveness of activities, services, and programs offered by
the council, including cost-effectiveness.” (Sec. 125.901(5)(a), Fla. Stat.)

= “Detailed information on the various programs, services, and activities available
to participants and the degree to which the programs, services, and activities
have been successfully used by children.” (Sec. 125.901(5)(e), Fla. Stat.)

Data is essential for prioritizing, managing, and guiding decision making on Bata-is-valuablefor

priefitizingmanagingand-helping te-decide-hew-te-provide the best and most impactful
services for Alachua County children. Evaluation is a systematic process and —a-systeratie

precessforinguiny—is-widely recognized as critical for establishing and achieving goals.
Threugh-uUsing data to regularly monitor progress helps organizations achievegette higher
levels of success, delivers evidence to demonstrate utilization and effectiveness of Trust funded

services. Data is a critical communication tool to develop partnerships and advocate for
resources to address needsgaps.

Additionally, the evaluation process provides opportunities atse-aHews-for children and families
to have a voice and express valuable feedback on quality, benefits of services, and other
information that can contribute to program improvements. as-wel-as-information-neededto
makeimprevements—Evaluation supports the development of knowledge needed to
understand the reach and effectiveness of programs across populations and contexts to help
which furthers furthereguitable-practices and distribution of resources. In sum, data collection
is critical in prevides-hetewerthy-benefitste-helping the Trust carry out its mission.

SECTION 2
What data is collected?

The Trust seeks to collect data so it may FheFrustisinterested-incolecting-datato-provide-the
knowledge-and-insightte-effectively fulfill our mission of serving children, so they are healthy,
educated, supported, and safe. At the February 2022 Board Retreat, Board members expressed
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Item 4.

the need for information to demonstratemeasure the impact of the Trust. Specific information
needs include-netuding-how funds are being invested, who the Trust is we-are-reaching,
effectiveness of services, benefits and outcomes, what progress has been made toward
community-level goals and developing-pregress-toward-community-levelgoalsand-the
develepment trusting collaborative relationships with families and partners. The Data Technical
Advisory Committee commissioned by the Board was in alignment and echoing many of the
same data collection imperatives, including:

= amount and duration of services,

= program cost,

= key characteristics of participants,

= benefits and effectiveness of funded services,

= ways to potentially link with other systems, and

= _anidentified purpose, and

= ways to meaningfully use and communicate findings.

The Trust encourages providers to allocate staff time for data collection and related evaluation
activities. Providers will be compensated for data collection and evaluation activities prompted
by the Trust through this allocation of staff time.

Data elements required for each contract will be determined by the type of service, program
model, duratlon or amount of service, and level of investmentwould-be-individualized-based-on
: . s . Contracts providing the
same or similar services willweuld have the same data elements and tools for consistency and
to allow for analysis across contracts to evaluate the Trust’s investment in the overall

initiative.initiative-as-a-whele.

SECTION 3

‘HOW do we inform participants\? ‘{Commented [BW1]: This now is sequenced earlier in the
document.

The Trust will develop a consent statement and process that informs participants why

information is being collected and how it will be used. The Trust will inform participants about

our data collection and management through the following practices:

= Providers collecting Pll from children and families to submit to the Trust shall obtain
consent, from a person legally authorized to give consent, to collect and provide this
data to the Trust.

Page 3 of 8
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= The Trust will provide a short consent statement that will include the following: (1) why
the information is being collected, (2) how it will be used, and (3) how it will be

protected.

= This data collection and management policy will be available on the Trust’s website,
along with staff contact information, to receive any questions, concerns, or grievances.

SECTION 4

What data is required vs. encouraged?
Peguired-Data
Required data elements for accountability typically includes enrollment/registration, eligibility

documentation, and attendance or participation. As a government, the Trust requires these
data to account for services being rendered and to confirm dollars were appropriately used for

public good and as specified in the contract.-entity-these-dataneed-to-be-colected-toaccount

While providers may provide services to children and families through other funding sources,
due to the Trust’s accountability requirements, there is not an opt-out option for required data
elements by participants receiving Trust funds. Fhere-ishetan-opt-out-option-of-data-elements

= Providers will are-te-communicate with families why and how information will be used
and protected and emphasize their information would be used in ways consistent with
this policy (i.e., kept private, not shared with unauthorized individuals, and used

specifically for accountability, evaluation, program improvement). ealrbe-used-for

= The Trust would establish a feedback cycle with providers and families, which would
include learning more about any concerns about the information collected, so the Trust
can gain understanding, make improvements, and address concerns families have
related to information being requested.

Providers are required to help administer and encourage participants to take part in data
collection activities to assess program performance and outcomes. Data tools used may
Examplesmightinclude surveys, focus groups, interviews, other qualitative data collection,an€
consent-torelease-datato/fromthirdparties. Participation of parents, caregivers, and children

Page 4 of 8
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in additional evaluation processes beyond accountability requirements is voluntary, and

participants may refuse to participate. Parents’ may elect or decline to release data to/from

third parties for evaluation purposes. Participation in any Trust funded services is voluntary.

Parents have the right to decide whether it is acceptable for the Trust to use photos or media

that identify them or their minor children, or use identified personal testimonials, narrative, or
success stories.Participati iet isv v ici v refuse

= The Trust values the input of as many participants as possible in data collection

activities. This ensures that the data is representative, and findings drawn from it are

accurate and credible. The Trust aims for participantseeks-te-hearfrom-asmany

see completion rates of 70% or higher ferparticipantstakingpartin_its evaluative
efforts. The Trust works individually with each provider to establish reasonable goals
and targets that are achievable, consistent with the program model, and frequency and

duration of services.irtensity-efservices:

Commented [BW2]: This was moved to "Section 5 - How
do we secure data?"

Commented [BW3]: This was moved to "Section 3 - How
do we inform participants?"

Commented [BW4]: Moved up to "Section 3 - How do we
inform participants?"
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SECTION-45
How do we secure datainfermation?

The Trust recognizes the importance of protecting personal information of children and families
who participate in our funded services. Personally identifiable information (PIl) requested by

the Trust on children and families who enroll, participate, or receive services will be collected

via a secure data system where all individuals have a unique identifier. The Trust its staff,

funded providers, and IT/software vendors all have a role in data security.

The Trust will require IT and software vendors to adhere to the following practices in-erderto
safeguard data collected on children and families:

¥__Ensure data is encrypted while at rest and in transit.

-« . . . it

v Routinely complete an external security audit.

v/ Maintain an audit trail of system access.

¥ Audittrailof system access:

v Configure system access to each user's specific role.

v Apply industry-standard best practices to protect Pll from disclosure, through system
security settings, including:

= Astrong password

= |dentity authentication (such as, multi-factor, network/user validation)
= Password expiration

= System lock-out after multiple failed login attempts

= |nactivity timeout

= Login inactivity suspension

All Trust and provider staff who have data system access and interface with PIl will receive
training on expectations related to privacy, data security, and appropriate system usage. The
Trust will require providers and its staff adhere to the following practices in order to safeguard
data collected on children and families:

v All data system users mustwill commit to protect the data in a manner that does not
permit the personal identification of program participants by unauthorized persons. ané

ompleteaD Sstam er-Acreamen A o
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Item 4.

v__All data system users will participate in training on how to use the system.

v All data users must complete a Data System User Agreement at initial login and every

year thereafter.
v" All data system users must report any device theft or account compromise.

v’ Devices used for data system access must have a password.

¥ _Reportany-device-theftoraccountcompromise.
v’ Supervisors must report and/or terminate data system access immediately upon staff
separation from employment.

In the event of a data breach, the Trust will take immediate action to mitigate the impact. This
would include working with security experts as needed to identify and secure all affected data,
devices, and systems. The Trust would notify those who were subject to an unauthorized
disclosure: the nature of the disclosure, the Trust’s actions to remedy the occurrence, and
make improvements going forward.

SECTION 6

Data SharingAgreements\ /{ Commented [BW5]: This is now sequenced after the data

security section.

The Trust recognizes that data sharing is important to facilitate interagency coordination of
services and examination of outcomes as organizations collectively work together to serve
children and families.

The Trust may enter into data sharing agreements with organizations withfer whom the Trust
partners we-partnerto achieve mutual goals to benefit children and families. Prior to sharing
any data with external organizations, the Trust would ensure the following practices:Bata

= External data sharing decisions consider the purpose and intention and weigh both the
risks and benefits posed.

= Research or evaluations conducted by external organizations use only deidentified data
from the Trust.

Page 7 of 8
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= The Trust will be the organization to conduct any analysis that involves the Trust’s data
combined with an external dataset. To that end, only the minimum amount of
information required for data matching will be released and potentially achieved by use

Item 4.

of ID #s, pseudolDs, and other tokens.

SECTION 5.7
How are evaluation results shared?

Data collection serves many purposes for the Trust in planning, monitoring performance, and
progress towards goals. Data is best leveraged through thoughtful evaluation and collaboration
processes so that information is fully utilized to improve the lives of children and families. To
that end, the Trust desires to engage in on-going collaborative quality improvement with its
providers (such as, Plan, Do, Study, Act), so there are opportunities to review evaluation results,
reflect on implementation, plan for, and make needed improvements.

The Trust, as a government entity, is required to make evaluation reports, results, and
presentations available to the public on request. Such reporting will be in aggregate and not
identify any individual children, parents, or families. An individual may voluntarily choose to be
identified through sharing their success story, or narrative experience, and photograph or other
media which would require additional permission (i.e., media release).

The Trust values transparency and accountability. Therefore, the Trust will make on-going and
intentional efforts to share our work with key stakeholders as well as publicly (i.e., targeted
communication, outreach, through our website) in addition to making reports, results, and

presentations available upon request.FBB-perBFACdiscussion-ontuly28,2022
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5. Next Steps - Implementing the Data Collection and Management Policy
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Next Steps — Implementing the Data Collection and Management Policy

August 25, 2022

Upon Board approval, next steps to ensure the policy is being implemented as intended are outlined in

the table below.

Item 5.

Action Steps

(]

Add Policy to the Website —> “This data collection and management policy will be available on
the Trust’s website, along with staff contact information, to receive any questions, concerns, or
grievances.”

Messaging the Policy —> Include in next newsletter and highlight in annual report.

Informed Consent Statement —> Trust will develop a statement and process for providers,
“The Trust will provide a short consent statement that will include the following: (1) why the
information is being collected, (2) how it will be used, and (3) how it will be protected.”

Data System —> The Trust will select and implement a data system to collect and manage PII
and business processes.

- Data System User Agreement

- Training

Data Purposes Dictionary —> Trust will develop a document to identify specific purposes for
data elements collected, per reference in Section 2 — “What data is collected?”

Incorporate Policy in Contracting —> Trust will incorporate the policy by reference in all
relevant contracts and add additional specifications, so the Trust and contractors are
appropriately implementing policy expectations and procedures.

- Allocate staff time to data collection & evaluation activities

- Feedback process

- Data requirements

- Data system usage

- Informed consent process
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